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What is ñNACò? 

NAC = Network Access Control

ÅResources and services can be accessed by only those users who 

have the right access privileges. 

ÅThe services that the network offers continue to stay up in presence of 

threats.
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Redefining NAC LAN Security 

ñDone right, NAC enables pre- and post-admission
compliance checks, which, effectively, stop the bad guys 
from getting on the network in the first place, as well as 
kicking off legitimate users if they donôt comply with 
company policy.ò--Robert Whiteley, Forrester

ñFive technology functions accepted and expected as part of 
NAC:

1) Pre-connect host posture assessment

2) Host quarantine and remediation

3) Network access control based on user identity

4) Network resource control based on identity and policy

5) Post-connect - Ongoing threat analysis and containmentò

--Joel Conover, Current Analysis
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NAC ïa part of LAN Security

According to Gartner, the NAC 

process should:

Å be continuous

Å include both pre- and post-
authentication controls

ñContinuous protection 

ensures availability and 

integrity of the IT 

infrastructure within a 

rapidly changing threat 

environment.ò
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Network Visibility

ÅWhoôs on your network? 

ÅWhere theyôre going?

ÅWhat are they doing?

ÅWhere they came from?

Å Can you control their 

behavior?

ÅWould you like to?

Who, What, Where & When?
Get Their User Names, Not Just Their Addresses
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Changing Security Needs

Internal ïbehind a firewall

Widespread ïviruses aimed at

all organizations

Corporate ïacceptable use

policies

Access Needs

Attacks

Compliance

Mobile ïconnected anywhere

Targeted ïspyware aimed at a

specific organization

Regulatory ïgovernment

mandated policies

Yesterday Today

Source: Forrester Research, Inc.

The Dissolving network perimeter
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LAN Security Is Required

Rogue Hosts

Rapid Threat 
Propagation

Targeted and 
DDoS Attacks

Regulatory 
Compliance

Business Has Changed The Way We Use The Network

The LAN Is The New DMZ

Briefcase 
Bypass

IP and Data Theft

Network 
Availability

Wireless and 
Remote Access

Malicious
Insiders

Guests/Contractors
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Solutions Available Today
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Solutions Available Today
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Solutions Available Today
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