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NAC = Network Access Control

A Resources and services can be accessed by only those users who
have the right access privileges.
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A The services that the network offers continue to stay up in presence of

threats.
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Trojans & Worms &
Botnets Rootkits Viruses
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ADone right ,preNa&@postraanndsiers
compliance checks, which, effectively, stop the bad guys @
from getting on the network in the first place, as well as
ki cking off |l egitimate users I f t
company P ORbbdrt \Ghikgley, Edrrester

AFi ve technology functions accept ec
NAC:

1) Pre-connect host posture assessment

2) Host quarantine and remediation .
3) Network access control based on user identity Cur rent@ls
4) Network resource control based on identity and policy

5) Post-connect-Ongoing threat analysis and
--Joel Conover, Current Analysis
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NAC i a part of LAN Security €3 Nevis
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According to Gartner, the NAC External Threat Informatlon
Process should: Baseline Identity and Access

_ Management
A be continuous /‘\
A include both pre- and post- Policy Access Control

authentication controls

Gartner
NAC
Maintain Process

> : . Mitigate
Continuous protection

ensures availability and \

Inteqrity of the IT Contain
infrastructure within a Monitor

Source: Gartner Research (December 2004)

rapidly changing threat
environme
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Network Visibility €% Nevis
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AWhods on your |
AWhere theyodre
A What are they doing?

A Where they came from?

A Can you control their
behavior?

A Would you like to?

Who, What, Where & When?

Get Their User Names, Not Just Their Addresses
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Changing Security Needs €3 Nevis
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Yesterday Today
Internal i behind a firewall Mobile 7 connected anywhere
Access Needs
Widespread i viruses aimed at Targeted T spyware aimed at a
all organizations Attacks specific organization
Corporate i acceptable use Compliance Regulatory i government
policies mandated policies

Source: Forrester Research, Inc.

The Dissolv
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LAN Security Is Required €% Nevis
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Targeted and Rogue Hosts
IP and Data Theft DDOS Attacks

Regulatory

: Network
Compliance

Availability

Malicious
Insiders

Wireless and
Remote Access

Rapid Threat
Propagation

Briefcase
Bypass

Guests/Contractors

Business Has Changed The Way We Use The Network
The LAN Is The New DMZ
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Solutions Available Today .5 Nevis

NETWORKS

Zoned
Security
Desktop
Security
Perimete
r
Security

Enterprise LAN
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Solutions Available Today .5 Nevis
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U Expensive

Zoned
Security
Desktop
Security
Perimete
r
Security

U Not Easily Deployable
U Multiple Management Platforms
U Poor Performance

U Lacks ID-based Access Control

U Ineffective Against Malware

7
Enterprise LAN
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U Expensive

Zoned
Security
Desktop
Security
Perimete
r
Security

U Not Easily Deployable

U Multiple Management Platforms
U Poor Performance

U Lacks ID-based Access Control
U Ineffective Against Malware

L -

Worms and Trojans and
Viruses Rootkits

A

Bothets

Enterprise LAN
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