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GOy mistory

AFounded in 1991 as End Point Security Company

ABegan licensing McAfee A/V in mid -1991

ANumber 1 McAfee Licensing Agent in North America in 1992
ANumber 1 McAfee Licensing Agent in the World in 1993
ABegan selling Reflex Magnetics Disknet in 1995

ANamed Reflex6 Exclusive North Ame
AReflex Magnetics Acquired by Pointsec in November, 2006
APointsec Acquired by Check Point in February, 2007

ABegan selling Threat Inspector in early March, 2007

ABegan selling CRYPTOCard 2 -Factor Authentication in April,
2007

Alntegration of Pointsec Protector (formerly Reflex Magnetics
Disknet Pro), Pointsec for PC hard drive encryption,
CRYPTOCard 2 - Factor Authentication and Threat Inspector
completed in May, 2007 - Brought to market June, 2007 as
the JCS Workstation Security Suite
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AAffordable Security Information
Management Solution
Threat Inspector

A2 Factor Authentication
CRYPTOCard

ARemovable Media Management and
Encryption
Pointsec Protector

APC Workstation Hard Drive Encryption
Pointsec for PC
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TireabihIpesparctor - Security Information
Management (SIM) Solution
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Ql'hreat Inspector IT Risk Assessment & Operational Baselining

The Network Security Challenge

» Keep confidential data in
A PCI, HIPAA, GLBA, legal liability
» Keep threats out
A Business continuity, Bots, Viruses, Porn
» Managing policy, procedure & controls
A Defined Business Use & Entertainment

I Technology deployment
I Training & Education

I Regularly monitor & verify technology use

Know the Networ kE
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Ql'hreat |n5pector’ IT Risk Assessment & Operational Baselining

Communications Challenge

» Everything on the network is communications
A Packets, protocols, content

» Every hole (in & out) is a vector for attack & leaks
A Whatés Exposed?
A Whods using it?
A Whatos happening?

Know the NetworkE Copyright © 2007 Congruity Technologies, Inc.



Ql'hreat Inspector IT Risk Assessment & Operational Baselining

Technol ogy doesnot ke

» Rule-based systems control known traffic & content
» Static control vs. dynamic use = incompatible

A Systems canodt tell what they |
» Abuses, errors, accidents, leaks = increased risk
» ltds not technology, itobs

» Must see actual technology use to determine status

Know the NetworkE Copyright © 2007 Congruity Technologies, Inc.



Ql'hreat Inspector IT Risk Assessment & Operational Baselining

Security Information Management

Centralized Security Console

Easy one-click operation

Full accounting, comprehensive usage profile
Documents key controls, policy & performance status
Simplifies troubleshooting

Proactive security management reduces IT costs
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Ql'hreat Inspector’ IT Risk Assessment & Operational Baselining

Easy installation & operation

» Installs in minutes
» Non-disruptive to

network
rreval | Top [y veat inspector » Single PC network
{01000 level data source
w001 » One-click risk
assessment

» Objective network-
level vantage

» Layered defense

Passively monitors all inbound and outbound traffic activity

Know the NetworkE Copyright © 2007 Congruity Technologies, Inc.




Ql'hreat |n5pector’ IT Risk Assessment & Operational Baselining

Documents key security controls

Inbound Firawall Profile > F|rewa” Report

| A Passive pentest
- » Web use report
{ J i e » Email Systems report
| =SS » Spyware/Adware

e > IM, P2P
| » Data leakage

' “‘::-- » Risk Exposure Rating
e » Individual detailed
device logs

Copyright © 2007 Congruity Technologies, Inc.
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h\mreat Inspector’

IT Risk Assessment & Operational Baselining

Simplifies trouble shootlng
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Threat Inspectore

Client: 002258d
Discovered:
Protocol:

Type:

Fri Jun 22 2007 10 32 AM
Tcene
Intemal Chent

Server List | Client List | Protocol use | Session Activity

Outbound
1D *Sessions Failed
80 HITP 3000 963 19 M8
443 SSL 800 2275 MB
43 385 5186 M8
126 178 MB
g 11.03 M8
M5 KB
62008

Total

1004.26 MB

Know the Networ kE

Bytes

Inbound
93533 MB
1961 MB
470 MB
170 MB
10.68 MB
200 67 KB
0008

1222 M8

Outbound

2187 MB
313ImB
49130 K8
B4 05 KB
358.06 KB
136 64 KB
62008

32.05 MB

Full accounting
Detailed log files
Hyper-linked data

Start low with ports
or start high with
devices

Tracks network flows

Perimeter to
endpoint
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Ql'hreat |n5pector’ IT Risk Assessment & Operational Baselining

Proactive security reduces costs

_/

Policies
Procedures
Controls

Areas at -risk by rank

Business Disruptions/Continuity
Lost Productivity

Incident Response Costs
Intellectual Property/Data leakage
Regulations & Compliance

Legal Liability

Image & Reputation

|dentifies operations at the greatest risk
with device/action posing the greatest threat.

Know the NetworkE Copyright © 2007 Congruity Technologies, Inc.



Ql'hreat |n5pector’ IT Risk Assessment & Operational Baselining

Summary

Extremely easy-to-use & operate

Centralized view of security operations
Comprehensive reporting & forensics

Obijectively verify policies, procedures and controls
Most cost-effective and affordable to own & operate
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CRYPNIzadd = 2-Factor Authentication
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