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Welcome to the Columbus 
Tech - Security Conference
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An Introduction to JCS & Associates, Inc 

Presented by:
Jim Shaeffer, CEO

JCS & Associates, Inc.
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Company History

ÅFounded in 1991 as End Point Security Company
ÅBegan licensing McAfee A/V in mid -1991
ÅNumber 1 McAfee Licensing Agent in North America in 1992
ÅNumber 1 McAfee Licensing Agent in the World in 1993
ÅBegan selling Reflex Magnetics Disknet in 1995
ÅNamed Reflexô Exclusive North American Distributor in 2002
ÅReflex Magnetics Acquired by Pointsec in November, 2006
ÅPointsec Acquired by Check Point in February, 2007
ÅBegan selling Threat Inspector in early March, 2007
ÅBegan selling CRYPTOCard 2 -Factor Authentication in April, 
2007
ÅIntegration of Pointsec Protector (formerly Reflex Magnetics 
Disknet Pro), Pointsec for PC hard drive encryption, 
CRYPTOCard 2 -Factor Authentication and Threat Inspector 
completed in May, 2007 - Brought to market June, 2007 as 
the JCS Workstation Security Suite
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Presentation Agenda

ÅAffordable Security Information 
Management Solution 
Threat Inspector

Å2 Factor Authentication
CRYPTOCard

ÅRemovable Media Management and 
Encryption 
Pointsec Protector

ÅPC Workstation Hard Drive Encryption 
Pointsec for PC
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Threat Inspector ïSecurity Information 

Management (SIM) Solution

Presented by:
Jim Shaeffer, CEO

JCS & Associates, Inc.



IT Risk Assessment & Operational Base-lining

Affordable Security Information Management

If you donôt know whatôs happeningé.

you may not know what hit you. 
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Know the NetworkÊ Copyright © 2007 Congruity Technologies, Inc.

The Network Security Challenge

Keep confidential data in

Å PCI, HIPAA, GLBA, legal liability

Keep threats out

Å Business continuity, Bots, Viruses, Porn

Managing policy, procedure & controls

Å Defined Business Use & Entertainment

ï Technology deployment

ï Training & Education 

ï Regularly monitor & verify technology use
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Communications Challenge

Everything on the network is communications

Å Packets, protocols, content

Every hole (in & out) is a vector for attack & leaks

Å Whatôs Exposed? 

Å Whoôs using it?

Å Whatôs happening?
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Technology doesnôt keep you secure

Rule-based systems control known traffic & content

Static control vs. dynamic use = incompatible

Å Systems canôt tell what they missed

Abuses, errors, accidents, leaks = increased risk

Itôs not technology, itôs how itôs used

Must see actual technology use to determine status
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Centralized Security Console

Easy one-click operation

Full accounting, comprehensive usage profile

Documents key controls, policy & performance status

Simplifies troubleshooting

Proactive security management reduces IT costs

Security Information Management
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Installs in minutes

Non-disruptive to 
network

Single PC network-
level data source

One-click risk 
assessment

Objective network-
level vantage

Layered defense

Easy installation & operation
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Firewall Report

ÅPassive pen-test

Web use report

Email Systems report

Spyware/Adware

IM, P2P

Data leakage

Risk Exposure Rating

Individual detailed 
device logs

Documents key security controls
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Know the NetworkÊ Copyright © 2007 Congruity Technologies, Inc.

Full accounting

Detailed log files

Hyper-linked data

Start low with ports 
or start high with 
devices

Tracks network flows

Perimeter to 
endpoint

Simplifies trouble shooting
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Business Disruptions/Continuity

Lost Productivity

Incident Response Costs

Intellectual Property/Data leakage

Regulations & Compliance

Legal Liability

Image & Reputation

Identifies operations at the greatest risk

with device/action posing the greatest threat.

Areas at -risk by rank

Proactive security reduces costs
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Extremely easy-to-use & operate

Centralized view of security operations

Comprehensive reporting & forensics

Objectively verify policies, procedures and controls

Most cost-effective and affordable to own & operate

Summary
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CRYPTOCard ï2-Factor Authentication

Presented by:
Jim Shaeffer, CEO

JCS & Associates, Inc.



Secure 
Your 

World.

Why Your Organization 

Needs 2FA (Two-Factor Authentication)

Secure 
Your 
World.

Prepared for: DataConnectors St. Louis
Presented by: James Shaeffer, CEO, JCS & Associates, Inc.

Date: October 25, 2007
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Secure Your 
World.

THE STATIC PASSWORD

Your Weakest Link
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Passwords: Your Weakest Link

All access points are vulnerable to hacking because 

you use static passwords which are é

ÅEasy to Steal

ÅEasy to Guess

ÅEasy to Crack

ÅNot Auditable

ÅRegularly Written Down

ÅExpensive to Manage

ÅHard to Remember or Forgotten

Hacking remotelyé

Written passwords é

ñThe weakest link only involves easily

getting your password!ò
- Jason Hart (World Renowned IT Security  

Specialist)

Secure Your 
World.
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Secure Your 
World.

Every employee holds the key to your business!

Your information is now held in a virtual office

éand your users are coming and going 24x7

Your firewalls, VPNôs  or SSL/VPNôs

écreate the walls and doors of your virtual office

Your usersô digital identities

éare the keys to your front door

It only takes one user to be careless with their key 

. . .and you donôt know who is going to walk in!
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User Productivity still requires 

Simple, Flexible and Secure Access to information.

Network access at 

the officeé

Remote access from 

your homeé

ÅPrograms & Applications 

ÅDigital Assets & IP

ÅPortal / Enterprise Management

Åe-Business & e-Commerce

ÅCustomer & Partner Info

ÅInternal and Online Networks

Secure Your 
World.
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Secure Your 
World.

A unique identity for every user ïevery time they log-in.

Normal login procedure.
Step 1:  Enter your user nameé

Something You Know (Factor 
#1).

Step 2: Enter your Personal PIN in the password areaé

Something You Have (Factor 
#2).

Step 3:  Generate with a one-time password and type it 

right after   your PIN.   Ex. CRYPTOCard token.
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The Solution to the Password Problem

A unique identity for every user ïevery time they log-in.

Generated by a simple to use Token

- Press the button for a One-Time Password!!

- Something You Know (PIN)

- Something You Have (Token)

123456 U=YnxKs1+

Enables Two Factor Authentication (2FA)

Secure Your 
World.
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Secure Your 
World.

ÅIf You Are Using Passwords, You Are Vulnerable!

ÅAct Today To Amend Your Security Policy

ÅLook For Solutions to Provide You With:

- 2FA With The Highest Security Possible

- Best Total Cost of Ownership

(Price, Low Support Costs, Long Warranty, Perpetual Licenses).

- Meeting Your Budget Requirements
(Capital Expenditure vs. Operational Expenditure).



©2003-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.

Protecting Data at Rest with Pointsec 
Removable Media Management 

and Encryption 

Presented by:
Jim Shaeffer, CEO

JCS & Associates, Inc.
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Agenda

Å Setting the Scene

Å The Insider Threat

Å Knowing the Scale of the Problem

Å Real World Examples

Å Customer Success Stories

Å Summary



27©2003-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.

Setting the Scene

Plug & Play

The factsé
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Setting the Scene

Plug & Play

Wireless

The factsé
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Setting the Scene

Plug & Play

iPod

The factsé
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Setting the Scene

Increase in mobile working 

and modern business 

dynamics dictate flexibility and 

a continuous need to 

exchange large quantities 

of data.

The factsé
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Setting the Scene

According to Samsung, 
the memory stick market 
is worth 

$50 billion
per year worldwide.

The factsé..
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Setting the Scene

One USB flash drive in the wrong hands, 
and your firewall is useless!

80% of security breaches are caused by 
insidersé

Even more important is the risk of 
introducing malicious code to the corporate 
network.

USB flash drivesô form factor makes them 
easy to lose.
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Setting the Scene

ONE 80 GB iPod allows someone

to copy 2.500.000 Word documents

in under 15 minutes ...
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Setting the Scene

Of course you notice these...
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Setting the Scene

But would you notice these?
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We can expect the use of new 
devices to accelerate...

Increase in Storage vs. Decrease in Price

Setting the Scene
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No need to install a driver

No administrative rights necessary

No Group Policies exist for WiFi, Bluetooth, USB and FireWire devices!

Setting the Scene
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The Insider Threat

Companies are fully aware that employees pose a 
growing risk to data security. Recent press articles 
highlight two types of insider threats:

Å Malicious attack by employee (Intentional)
Å Unintentional Security Breach (Unintentional)
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The Insider Threat

What is being introduced into the network?

Å Spyware
Å Unwanted data (MP3, JPG, AVI)
Å Unlicensed Software
Å Viruses

Organizations need to ask themselves:

What is being taken out of the network?

Å Should this information be leaving the corporate network (auditing)
Å Is the data that leaves secure (encryption)
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Real World Examples - Intentional

Trial exposes the internal threat

Computing, June 06

ñUSprosecutors say the 63-year-old launched a logic bomb ï

in effect, a delayed-action virus ïthat crashed 2,000 servers

at the bankôsstockbroking division, UBS PaineWebber, and

prevented more than 8,000 traders from buying and selling

shares for more than a day. On top of trading losses, the

attack reportedly cost the firm $3.1m in IT repair fees.

Duronio allegedly sabotaged the IT systems after being told

that he would not receive as big an annual bonus as he was

expecting.éò
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Mission Impossible at Sumitomo Bank

ñIt was claimed last night, some cleaning staff placed 
hardware bugs onto the keyboard sockets at the back of the 

bank's computers where they could not be seen and then 
reattached the keyboards...ò

The Register, April 06

Real World Examples - Intentional
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ñUS forces in Afghanistan are 
checking reports that stolen 
computer hardware containing 
military secrets is being sold at 
market stalls beside a big US 
baseéò

BBC, April 06

Afghans selling US Army Files.

Real World Examples - Unintentional 
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Real World Examples - Intentional

Wednesday, July 4, 2007

Fidelity National reports big data breach, axes worker 

Fidelity National Information Services Inc., an electronic payment processor, said a former 
employee stole and sold customer data, exposing as many as 2.3 million bank and credit 
card records. 

William Sullivan, a database administrator who worked at Fidelity's Certegy Check Services 
Inc. unit, misappropriated data in order to sell it to direct marketers at a profit, Certegy 
said in court papers filed on Monday. Sullivan has been fired, the company said. 

The exposed data include 2.2 million bank account records and 99,000 credit card records, 
Nichols said. Certegy is notifying customers, major credit rating agencies and the 
MasterCard and Visa card networks of the breach, he said.
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Real World Examples - Intentional

Tuesday, July 10, 2007

Ex-Boeing worker accused of downloading documents and leaking to reporters

A former Boeing employee was charged with criminally obtaining sensitive documents from 
the company's computer system, including information police say later appeared in news 
stories in The Seattle Times and Seattle Post - Intelligencer. 

The alleged thefts occurred between 2003 and 2006, including documents that could 
potentially cost Boeing $5 billion to $15 billion in potential damage if they were "released 
to the wrong hands," according to the charging papers.

Gerald L. Eastman, 45, of Kent, was accused of 16 felony counts of first -degree computer 
trespass in court papers filed by the King County Prosecutor's Office. Eastman transferred 
the information to a "thumb drive" attached to his workspace computer and took it home 
after completing his shift, Bauer wrote. 

A police search of Eastman's home on May 17, 2006, led to the recovery of computers, 
storage devices and other items. The computer files and storage devices revealed Eastman 
possessed more than 320,000 pages of Boeing - related documents downloaded by him 
during his employment.
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Real World Examples - Unintential

Wednesday, July 11, 2007

Thousands Of Personal Records Stolen In Carjacking 

CLEVELAND -- A carjacking that took place late last month led to the theft of thousands of 
records and the potential risk for identity theft. 

Within the car was a computer memory stick filled with names and sensitive personal 
information on nearly 3,000 people who have received energy assistance from a county 
weatherization program. 

"It contained their name, address, phone number and Social Security number," said 
Cuyahoga County director of development Paul Oyaski. The county employee had taken the 
memory stick home with her and left it in the trunk of her car. 

The number of people affected by missing state data more than doubled with an 
announcement on Wednesday, July 11, 2007, that Social Security numbers and other 
information for nearly 675,000 additional taxpayers, former state workers and state 
vendors was on a backup computer tape stolen from a state intern's car. That brings to 
more than 1 million the number of people and entities affected by the June 11 theft, 
including state workers, their dependents, taxpayers and others.

The Columbus Dispatch
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ñMalicious devices in the form of USB memory sticks 

were scattered in the parking lot and smoking 

areas... ò

ñIt was really amusing 

to watch the reaction of 

the employees who 

found a USB drive... ò

ñ.. You know they plugged 

them into their

computers the minute 

they got to their deskséò

ñ... scouring through the planted image files, then unknowingly running our 

piece of software éò

US Credit Unions are exposed to the real problem

Dark Reading, June 06

Real World Examples ïRisk Analysis 
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World -wide installed base across all verticals with key strengths in:

Å Federal Government

Å Finance

Å Legal 

Customer Success Stories 
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Pointsec Device Discovery

Knowing the Scale of the Problem

Å Requires no software installation

Å Provides a complete snapshot of device 
activity

Å Extensive exportable HTML reports 
summarize device activity and can be used 
to provide business case

Å Essential pre -sales utility
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Encryption Policy Manager (EPM)

Doing Something About The Problem

Å Can encrypt any solid -state memory device

Å Appears as a standard drive letter on 
company -owned PCs

Å Centrally managed 

Å Remote access capability with password 
protection

Å User -serviceable password recovery 
capability (WebRH)
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Summary

Á Supports the modern business dynamic of mobile working 

(competitive edge) 

Á Enables business units to use latest technology to help perform 

their daily tasks (exchange data securely)

Á Compliance with data privacy laws

Á Ensures that only those entitled to see sensitive data can gain 

access (Inside and outside the organization)

Á Ensures that encryption technology is not used (intentionally 

or otherwise) to introduce unwanted or malicious code
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Protecting Data at Rest with Pointsec 
Removable Media Management 

and Encryption
Technical Overview 

Presented by:
Jim Shaeffer, CEO

JCS & Associates, Inc .
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Å Core Software Components

Å High level Product Architecture

Å Technical Differentiators

Å Summary

Agenda
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Core Software Components

DEVICE MANAGER

In short: 

Å Centralized management of any I/O device

In detail:

Å Supports both White & Black List management
Å Granular device control (device manufacturer, 

hardware ID)
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REMOVABLE MEDIA MANAGER

In short: 

Å The ability to control inbound content introduced on 
removable media devices

In detail:

Å Full file header scan of data prior to access 
Å Integration with all major Anti -Virus Scanners

Core Software Components
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ENCRYPTION POLICY MANAGER (EPM)

In short: 

Å Total transparent encryption of all data written to 
removable media devices

In detail:

Å Transparent key management (see figure 1 - key 
management)

Å Seamless encryption of data (with or without client agent)
Å Enterprise level key recovery (Web RH)
Å Military grade security - accredited for use since 1991)

Core Software Components
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CENTRALIZED AUDITING

In short: 

Å Centralized audit repository detailing any file transfer 
activity - on or off the network

In detail:

Å Client and Server side filtering
Å Seamless integration with overall management 

system
Å Detailed device and file activity log
Å Configurable e -mailable HTML reports

Core Software Components
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PROGRAM SECURITY GUARD (PSG)

In short: 

Å Centralized application control enabling the 
prevention of unauthorized data from being 
downloaded to corporate workstations from any 
source. 

In detail:

Å Prevents the introduction of malicious & unauthorized 
file types

Å Blocks the deletion or modification of administrator 
defined file types

Å Allows ñtrustedò applications to bypass the process 
check

Core Software Components
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High Level Architecture

SERVER>CLIENT MODEL

Server:

Å Management Server Engine
Å Administration Console
Å SQL Database              

Client:

Å Desktop/Laptop Client Software Agent



59©2003-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.

Management Server Engine

Directory Services

SQL Database

High Level Architecture
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MANAGEMENT FLEXIBLITY

Å Roaming User Based Management System

Å Device Based Management System

High Level Architecture
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ROAMING USER BASED MANAGEMENT SYSTEM

Standard Security Policy:

Å Read only access to CD/DVD
Å Full encrypted access to USB thumb drives
Å Full device and file transfer auditing
Å Full virus and content scan of removable media

DOMAIN USERS

High Level Architecture
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DEVICE BASED MANAGEMENT SYSTEM

Read only access to CD/DVD

Full encrypted access to USB 
thumb drives

Full device and file 
transfer auditing

Enforce virus and content scan 
of removable media

DOMAIN USERS

DOMAIN USERS

IT DEPT

IT DEPT

DOMAIN USERS

High Level Architecture
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Client Operation

Client Driver

the user logs on to 
the client machine

Management 
Server Engine

the client driver makes the 
Management Server 

Engine aware of user log -
on and machine name

MS-SQL or MSDE 
Database

the Management Server 
Engine makes a request to 

the database

High Level Architecture
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Client Driver

the Management Server Engine 
appends a cryptographic 

signature to the resulting profile 
and forwards it to the client

Management 
Server Engine

MS-SQL or MSDE 
Database

the user profile is sent to the 
Management Server Engine

the access rules are 
cached locally

* the profile can also be updated in real time and pushed out to the users

Client Operation

High Level Architecture
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Technical Differentiators

Å Highly scalable (largest install base including RBS, CITI 
GROUP)

Å Proven Cryptographic technology (third party accreditation) 

Å Inbound content and Anti -Virus integration

Å Total mobile device management and encryption 
(laptop/handheld/removable media devices)

Å Now, an Integral part of Checkpointôs Unified Security 
Architecture Strategy
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Summary

Å Centrally manages the use of I/O devices

Å Transparently secures USB removable media storage 
devices using strong encryption

Å Provides extensive centralized auditing and alerts of all 
attempted security breaches

Å Maintains network integrity through content & AV scanning

Å Blocks unwanted file downloads from any source
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Protecting Data at Rest with Pointsec 
Removable Media Management 

and Encryption 

Presented by:
Jim Shaeffer, CEO

JCS & Associates, Inc.
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Agenda for Today

Introduction 

Industry Drivers

Product Summary

Competitive Snap Shot

Data Security Portfolio

The Check Point Difference

Pricing

Questions and Answers


