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Phone: 781-345-5000

Fax: 781-345-5100

Email: bprout@astaro.com

Website: www.astaro.com
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Astaro Company Profile

The Security Challenge
Vulnerability Points

Network Security Technologies
Additional Resources

Security

. Web )
Network Security

Email
Security
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Astaro Company Profile

#1 Supplier of Open Source Based Security Software
I Protecting 30,000+ networks in over 60 countries

‘.\ aStang

Global Presence
T Established in 2000

I Headquarters in Boston, MA and Karlsruhe, Germany
I 400+ solutions partners worldwide

Award -Winning Software

Astaro Security Gateway - Nine integrated network security applications and
management platform

Robust for Today, Scalable for Tomorrow!
Extensive features

Excellent quality

Easy to deploy and manage

Available on appliances or as software
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Recognition

SC Magazine fiBesHt

Common Criteria Arrangement

Common Criteria Certified - 2006

CERTIFIED

Firewall ICSA Labs Certified

INTERNET Product of the Year 2005

I PROFESSIONELL

Produclt of the Year 2SR
2005 WINNER
Best of the Year 2004 / 2005
- PC Magazine
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Best of 2005
5 star rating & SC Magazine

ARBest Buyo
- SC Magazine
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Up-to-Spec Certified
- The Tolly Group
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The Network Security Challenge

Ongoing and

Difficult to Deploy and <—m Expense to Maintain <—m - _
merging

Manage (People and System)

Evaluate

Purchase

easse® 1 Firewall

Train

Install

Integrate

Spam
Blocking

Configure

W,

Manage

Update
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Worldwide UTM Appliances vs. FW/VPN Forecast 2003-2008 (IDC)

et

UTM (Unified Threat
Management) Shipments
are on therise. Single
function security devices
have reached a peak.
Security stance can be
improved and budget
savings achieved by
centralizing network
protection mechanisms
by deploying multi
function solutions such as
the Astaro Security
Gateway.
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Major Vulnerabllity Points

Hack Attacks

Attack traffic
Connection Hijacking
Denial of Service
Probes

VOIP Disruption

. Web
7 Network Traffic

Traffic

Email
Traffie

Virus

Scams

Spam

File attachments
Personal Info Exploits
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Virus

Spyware

Adware

Transparent proxies
Inappropriate Web Surfing
Music / Video downloads




Network Perimeter Technologies

Content

Web

Firewall

VPN
Gateway

'FT”‘:S":.” Phishing
rotection Protection

Virus ’
Protection L/ L/

Spam
Protection
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