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Understanding Email
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Understanding Email
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As organizations grow expertise is segregated
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Understanding Compliance
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Understanding Major Security & Privacy Regulations

HIPAA: Health Insurance Portability & Accountability Act
ÅMandates specific technology standards and policies that healthcare 

organizations must implement for compliance.

GLBA: Gramm-Leach-Bliley Act
ÅForces financial institutions to design, implement and maintain 
necessary safeguards to protect consumersô nonpublic personal 
information.

SOX: Sarbanes-Oxley Act
ÅRequires public companies to automate their processes of building audit 

trails and control procedures into their IT systems.

CA SB 1386: California Senate Bill 1386
ÅA state regulation that requires companies to implement systems to 

detect and prevent security breaches, as well as provide counter -
measures and publicly report breaches
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Other Regulations

SEC 17a-4 and NASD 3010
ÅRequires public companies to keep records for auditing security 
transactions, including review of brokersô communications with the 
public

FDA 21 CFR Part 11
ÅControls the authenticity, integrity, non - repudiation and confidentiality 

of electronic records

Payment Card Industry (PCI) Data Security Standard
ÅMandates the protection of credit cardholder and account information 

across public networks

USA Patriot Act ïHomeland Security
ÅRequires companies to build and maintain an infrastructure that can 

report details of information handled and stored online
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EmailEmail

Email Filtering Compliance Strategy
Content - Based Filtering
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Email Filtering Compliance Strategy
Identity - Based Filtering

EmailEmail

Sender

Receiver

Subject

Message

Attachment

Sender

Receiver

Subject

Message

Attachment

Who is the
sender?

Who is the
receiver?

Designated?

Authorized?

Encrypt

Content Filter

Yes

No

Encrypt

Content Filter

Yes

No

Sender Receiver

Identity - Based
Filtering Strategy



10

Understanding Email Encryption
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Understanding Email Encryption 

TLS encrypts the network:  server to server encryption 

S/MIME and PGP can encrypt or sign email:  server to server, server to client, 

client to server, and client to client.  Also for authentication purposes

Secure WebMail:  Stores encrypted email on the server, retrieved by client


