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Kaspersky’s Global Perception

The Growing Malware Threat
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esigner Malware

A Professionally targeted to weakest links
G Poorly configured Web servers
G Vulnerable publishing platforms
G Unpatched Internttcing databases

A Obfuscated JavaScript code inserted on hacked Web pages
G Redirects to remote server hosting exploits

G Serves custom malware based on Windows OS version, browsel
patch level, vulnerable third party apps

G Fires exploits simultaneously at IE, WinZip, Java, QuickTime, Ac
controls, even Firefox €é unt.

A Payload: Backdoor Trojans, password stealers, banker Trojz
bots

G This is the work of highly skilledrgalized cyber criminals
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Your Organization is Under Siege
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Cyber Crooks Target Public & Private Schools

A gang of organized cyber criminals that has stolen millions from
businesses across the United States over the past month appears to

have turned its sights on public schools and universities.

2N the TT'IDI'F"IIT"IQ of AUQ 17. hEEHEFS
R R

|| pendhe "h'-M"xv i

=l

who had 30

ken into cnmputers at

“\dw

Advertisement

Ads by Google

Identit'_.rTheft Rig
Do % ou Kn-:u-... “our

.CreditReportPL

Redaction Softwdr.
Automated _IFaPDF Redy

C-:-mpﬂre I Theft S#

We compare and revie
Services.
v ConsumerCong

-’
f...tf




The Web Under Permanent Siege

A Hacked Web sites deliverlaridewnloads

Gltds no |l onger just odirtyo

G /7 percent of Web sites with malicious code are legitimate sites
have been compromised

A Vulnerabilities/exploits are readgte, publicly available
“The Web-based attack plattorms come ina variety of packages and are avallable for lease, purchase or
any payment model in between,” said Olimann. “And for those criminals that don't want to host their attack pal
platforms, managed service providers have emerged to rent existing installations for global malware
delivery. Some of the MSPs charge on a per-click basis [ust like Web advertising.”
Gunter Ollmann - Chief Security Strategist, IBM Internet Security Systems
G Browser flaws everywhere: IE, Firefox, Safari, Opera
G Browser plugs: A bigger nightmare
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The Web under permanent siege

Targeted Attacks
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