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The Growing Malware Threat
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ÅProfessionally targeted to weakest links

ɢPoorly configured Web servers

ɢVulnerable publishing platforms

ɢUn-patched Internet-facing databases

ÅObfuscated JavaScript code inserted on hacked Web pages

ɢRedirects to remote server hosting exploits

ɢServes custom malware based on Windows OS version, browser version, 
patch level, vulnerable third party apps

ɢFires exploits simultaneously at IE, WinZip, Java, QuickTime, ActiveX 
controls, even Firefox é until exploit hits target

ÅPayload: Backdoor Trojans, password stealers, banker Trojans, spam 
bots

ɢThis is the work of highly skilled, well-organized cyber criminals





ÅHacked Web sites deliver drive-by downloads
ɢItõs no longer just òdirtyó Web sites

ɢ77 percent of Web sites with malicious code are legitimate sites that 
have been compromised

ÅVulnerabilities/exploits are ready-made, publicly available

ÅThe (un-patched) state of Windows

ɢSecunia PSI statistics: Only 2% of Windows computers fully patched

ɢActiveX control vulnerabilities hard to find, fix

ɢThe Adobe Acrobat/PDF, Flash, RealPlayer, WinZip and QuickTime 
monocultures

ɢBrowser flaws everywhere: IE, Firefox, Safari, Opera

ɢBrowser plug-ins: A bigger nightmare






