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NetWitness Company Info

ÅDeveloped for the US Intelligence Community

ÅAmit Yoran CEO Fmr Director of Cyber Security DHS

ÅAdvance Cyber Threats & Forensics Experts Shawn 

Carpenter ñTitan Rainò & Alex Cox ñKneberò

ÅClose to 23,000 Security Experts and 5,000 Enterprises 

use our Award Winning Investigator product.
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Are we losing the Cyber War?

Å Washington Post Op Ed 

Mike McConnell former 

Head of NSA

Å ñAurora ñ If Google & 

Symantec can get 

hacked we are all 

exposed.

Å Wall Street Journal 

2400 companies 

compromised by 

Kneber  botnet

Å Northrop Grumman 

Chinese Cyber War & 

Verizon Data Breach 

Reports
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Verizon 2009 Data Breach Report

Å 95% of all records stolen came 

from external sources

Å 90% involved Malware (60% 

no signatures)

Å 70% of breach were 

discovered by outside Source 

(police, third party, and etc.) 

Å 6% were uncovered by IT 

Security using event 

monitoring, Log tools, IDS, and 

DLP.

Å 50% went unnoticed for 

months

Å 5yrs and over 600 Actual 

Breaches suggest outsiders 

are behind most breaches not 

insiders.
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Gartner's Definition of DLP

ÅñDLP tools continue to provide value in reducing 

Accidental Data Leaks from the Network and at the 

endpoint. However, these technologies continue to face 

challenges in dealing with Deliberate attempts to 

circumvent corporate-dissemination policies. ñGartnerôs 

definition of DLP refers to tools used to prevent 

inadvertent or Accidental Leaksò.
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Northrop Grumman Peoples Republic 

of China Cyber War report

ÅList Generalôs,  Officers, and  staff of Chinese Cyber War 

& Cyber Espionage Battalions

ÅChinese Hacker community and their role

ÅCyber Espionage weakness of US corporate IT Security 

staff reliance on IDS/IPS, SIEM, AV, and DLP products  

that use Signatures and logs. Page 51-58. Operational 

Profile of an Advanced Cyber Intrusion.  59 thru 66.
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PLA Org Chart 3rd Department Cyber 

War Staff estimated at 130,00
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Every US Business is exposed
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These operations are succeeding in part because current industry 

and US government & Corporate information security paradigms are 

largely based on reactive controls such as traditional signature-

based anti-virus vendor models, common host and network 

defensive measures that are often inadequate against advanced 

attackers.
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Broad New Hacking Attack Detected 
Global Offensive Snagged Corporate, Personal Data at nearly 2,500 Companies; 

Operation Is Still Running
By SIOBHAN GORMAN

Hackers in Europe and China successfully broke into computers at nearly 2,500 companies and government agencies over the last18

months in a coordinated global attack that exposed vast amounts of personal and corporate secrets to theft, according to a computer-security 

company that discovered the breach.

The damage from the latest cyberattack is still being assessed, and affected companies are still being notified. But data compiled by 

NetWitness,the closely held firm that discovered the breaches, showed that hackers gained access to a wide array of data at 2,411 

companies, from credit-card transactions to intellectual property. 

The hacking operation, the latest of several major hacks that have raised alarms for companies and government officials, is stil l running and 

it isn't clear to what extent it has been contained, NetWitness said. Also unclear is the full amount of data stolen and how it was 

used. Two companies that were infiltrated, pharmaceutical giant Merck & Co. and Cardinal HealthInc., said they had isolated and 

contained the problem.

How the Attack Spread

http://online.wsj.com/home
http://online.wsj.com/search/search_center.html?KEYWORDS=SIOBHAN+GORMAN&ARTICLESEARCHQUERY_PARSER=bylineAND
http://online.wsj.com/public/quotes/main.html?type=djn&symbol=MRK
http://online.wsj.com/public/quotes/main.html?type=djn&symbol=CAH


60 minutes report October 09
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There are thousands of attempted attacks 

every day, tens of thousands of attacks," 

Sean Henry, an assistant director of the 

FBI in charge of the bureau's cyber 

division, told Kroft. 

Henry's job is to police potential targets all 

over the United States. He told "60 

Minutes" that criminals have used the 

Internet to steal more than $100 million 

from U.S. banks so far this year and they 

did it without ever having to draw a gun or 

pass a note to a teller. 



60 minutes cont. Cyber Extortion 
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Another case you have probably not heard 

anything about involves an extortion plot 

against the state of Virginia. Earlier this 

year, a hacker got into a medical database 

and stole millions of patients' prescription 

records and then followed it up with a 

ransom note. 

"The note said, 'I have youré' - I can't say 

that word on television - stuff, we'll call it 'in 

my possession right now,'" Kroft said. 

The hacker went on to write, "I've made an 

encrypted backup and deleted the original. 

For $10 million, I will gladly send along the 

password." 

http://assets.nydailynews.com/img/2009/10/02/alg_david_letterman_3.jpg


Vendor Hype or Chicken Little

ÅIn Todayôs World The Improbable will happen.
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So what should we do?
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How Do We Fight Back ??
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New Approach and New Technology 

for New Threats

ñA New Way of 

looking at thingsò

Advance Cyber 

Threat Detection

&  

Real Time Network  

Intelligence & 

Forensics
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ÅNetWitness is the only proven technology to quickly & 
accurately detect Advance Persistent Threats, Custom 
Malware, &  Complex Data Ex Filtration that slips past 
IDS, IPS, AV, SEIMôs, and DLP products.

ÅUnlike current solutions, NetWitness does not rely on 
signatures, log files, or statistics ïWe take a completely 
different approach to solve a very Different problem !

ÅReal-time Network Intelligence and Forensics with full 
replay that will allow you to start protecting your 
organization against the most advanced cyber 
adversaries.

New Approach & New Technology
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Advanced Technology for Advanced Threats

17
17

Å Integrated Security Infrastructure that provides Real Time Detection of Advance  
Persistent Threats, Malware, Bots, & Complex Data Theft that get past signature & 
log based tools like IDS/IPS, AV, SEIM, and DLP.

Å Live, promiscuous 

1Gbit capture from a 

tap or span

Å Patented reassembly, 

port agnostic 

processing and data  

modeling 

Å Store FULL packets

Å 64-bit appliances

S
D

K

Investigator

InformerNextGen Metadata Framework

Decoder

Å Enterprise 

aggregation

Å Real-time 

indexing

Concentrator

Extensible Infrastructure Patented Data Modeling Powerful Analytics

SIEMLink



NetWitness Investigator (FREE)

Å Layer 7 Analytics
ï Infinite freeform analysis 

paths

ï Content/context starting 
points

ï Specialized metadata paths, 
such as GeoIP, PII, IPv6, 
Crypto

Å Full Context
ï Pure session data stored as 

it occurred

ï Data presented as the user 
experienced (Web, Voice, 
Files, Emails, Chats, etc.)

Å Supports massive data-
sets
Å Instantly navigate 100ôs of 

gigabytes

Å Scalable to multi-TB data 
stores

Å Quicker resolution
Å Analysis that once took 

days, now takes minutes
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NetWitness Informer

Å Informer leverages NextGenôs 

extensible infrastructure to 

automate the analysis of huge 

sets of captured data

Å Features:

ï Real-time threat alerts, live 

charting, scheduled 

reporting ïall fully 

customizable

ï Compliance verification 

(e.g., PCI, GLBA, FISMA)

ï Unique visibility into many 

threat areas (e.g. tunneling, 

clear text passwords, 

threat aggregation)

ï Supports SNMP, Syslog, 

CEF, and SMTP
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NetWitness Live - Threat Intelligence

Å Real-time, reliable and credible 
multi-source threat intelligence

Å Definitively classify computers 
associated with illegal third party 
exploits, open proxies, 
worms/viruses, spam engines, 
Botnets and other current and 
zero-day exploits

Å Proactively optimize and 
automate insight into persistent 
threats

Å Provides real-time, full content 
navigation of network threat 
intelligence

Å Synchronize with NetWitness 
content derived from best of 
breed data feeds
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Google Earth mapping of RED traffic 

represents beacon to Chinese IP



Advance Threat Assessment

Å Aurora Activity

Å Kneber Activity

Å Bot net Activity

Å Data Ex Filtration

Å Custom malware

Å Non Standard Traffic

Å Self Signed certs

Å Crypto 

Å Spear Phishing

Å Google Searches & List

Å Threat Feeds

Å Tor, Bit, P2P 

Å Full Replay of Chat, VOIP, 

Web & mail
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DEMO

23Copyright 2008 NetWitness Corporation



Alerts on Problem Areas

ÅOnce the dynamic 

DNS activity is 

discovered, other 

suspicious activity 

occurring around 

the same date/time 

stamp can easily be 

mined and charted

ÅThe threat 

intelligence model 

matures as 

adversarial trends 

are further 

understood and 

codified

ÅLetôs look at the real 

evidenceé



Moving Quickly from Alerts 

to Results

Through fusion 

between alert 

queries, the 

metadata model, 

and a 3rd party 

reputation service, 

we can now see a 

ñdrillableò alert with 

full data behind the 

content and context 

of the Dynamic DNS 

activity



Drilling into the Details

ÅDrilling into 
the dyndns 
alert reveals 
the source IP 
of all dynamic 
DNS requests

ÅMost likely an 
ñownedò 
internal 
machine

Å Need to 
understand 
pathology for 
damage 
control and 
assessment


