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.N.ETY;“TNES,S_ NetWitness Company Info

A Developed for the US Intelligence Community
A Amit Yoran CEO Fmr Director of Cyber Security DHS

A Advance Cyber Threats & Forensics Experts Shawn
Carpenter ATiI tanKnBbearono & Al

A Close to 23,000 Security Experts and 5,000 Enterprises
use our Award Winning Investigator product.
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Are we losing the Cyber War?

A Washington Post Op Ed
Mike McConnell former
Head of NSA

AfAAurora @ | f
Symantec can get
hacked we are all
exposed.

A Wall Street Journal
2400 companies
compromised by
Kneber botnet

A Northrop Grumman
Chinese Cyber War &
Verizon Data Breach
Reports
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A

A

95% of all records stolen came A 5yrs and over 600 Actual

from external sources Breaches suggest outsiders
90% involved Malware (60% are behind most breaches not
no signatures) Insiders.

70% of breach were
discovered by outside Source
(police, third party, and etc.)

6% were uncovered by IT
Security using event
monitoring, Log tools, IDS, and
DLP.

50% went unnoticed for
months
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Gartner's Definition of DLP

A TDLP tools continue to provide value in reducing
Accidental Data Leaks from the Network and at the
endpoint. However, these technologies continue to face
challenges in dealing with Deliberate attempts to
circumventcorporate-d i ssemi nati on po
definition of DLP refers to tools used to prevent
InadvertentorAcci dent al Leakso.
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Northrop Grumman Peoples Republic
of China Cyber War report

AList General 6s, Of ficer s,
& Cyber Espionage Battalions

A Chinese Hacker community and their role

A Cyber Espionage weakness of US corporate IT Security
staff reliance on IDS/IPS, SIEM, AV, and DLP products
that use Signatures and logs. Page 51-58. Operational
Profile of an Advanced Cyber Intrusion. 59 thru 66.
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PLA Org Chart 3" Department Cyber
War Staff estimated at 130,00

s
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Every US Business is exposed

KTERKEBRIERS AR ILKE

N Chinayn.gov.cn
KT EUR 2R

These operations are succeeding in part because current industry
and US government & Corporate information security paradigms are
largely based on reactive controls such as traditional signature-
based anti-virus vendor models, common host and network

defensive measures that are often inadequate against advanced
attackers.
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Broad New Hacking Attack Detected
Global Offensive Snagged Corporate, Personal Data at nearly 2,500 Companies;

Operation Is Still Running
By SIOBHAN GORMAN

Hackers in Europe and China successfully broke into computers at nearly 2,500 companies and government agencies d8er the last
months in a coordinated global attack that exposed vast amounts of personal and corporate secrets to theft, accontjigetsecaoaty
company that discovered the breach.

The damage from the latest cyberattack is still being assessed, and affected companies are still being notified. Bpitethiaycom
NetWItneSS,the closely held firm that discovered the breaches, showed that hackers gained access to a wide array of data
companies, from creddard transactions to intellectual property.

The hacking operation, the latest of several major hacks that have raised alarms for companies and government dfficiahsing @nd

it isn't clear to what extent it has been contaid&ﬁthtneSSsaid. Also unclear is the full amount of data stolen and how it was
used. Two companies that were infiltrated, pharmaceutical giantk & Co. andCardinal HealtHnc., said they had isolated and
contained the problem. Rt B At

How the Attack Spread ]

n ————— . L2



http://online.wsj.com/home
http://online.wsj.com/search/search_center.html?KEYWORDS=SIOBHAN+GORMAN&ARTICLESEARCHQUERY_PARSER=bylineAND
http://online.wsj.com/public/quotes/main.html?type=djn&symbol=MRK
http://online.wsj.com/public/quotes/main.html?type=djn&symbol=CAH
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60 minutes report October 09

There are thousands of attempted attacks :
every day, tens of thousands of attacks,"

Sean Henry, an assistant director of the \
FBI in charge of the bureau's cyber
division, told Kroft.

Henry's job is to police potential targets all
over the United States. He told "60

Minutes" that criminals have used the .
Internet to steal more than $100 million Wiy
from U.S. banks so far this year and they b .

did it without ever having to draw a gun or - :
pass a note to a teller. BD
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60 minutes cont. Cyber Extortion

Another case you have probably not heard
anything about involves an extortion plot
against the state of Virginia. Earlier this
year, a hacker got into a medical database
and stole millions of patients' prescription
records and then followed it up with a
ransom note.

"The note sai d-Jcan'tsayhave
that word on television - stuff, we'll call it 'in
my possession right now," Kroft said.

The hacker went on to write, "I've made an
encrypted backup and deleted the original.
For $10 million, | will gladly send along the
password."

Copyright 2008 NetWitness Corporation
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Vendor Hype or Chicken Little

Aln Todaydéds World The | mprob
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So what should we do?
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How Do We Fight Back ??
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40 New Approach and New Technology
NETWITNESS for New Threats
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M New Way of
| ookl ng at

Advance Cyber
Threat Detection

&

Real Time Network
Intelligence &
Forensics
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NETWITNESS New Approach & New Technology
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A NetWitness is the only proven technology to quickly &
accurately detect Advance Persistent Threats, Custom
Malware, & Complex Data Ex Filtration that slips past
| DS, I PS, AV, SEI M6s, and DLP pt

A Unlike current solutions, NetWitness does not rely on
signatures, log files, or statistics T We take a completely
different approach to solve a very Different problem !

A Real-time Network Intelligence and Forensics with full
replay that will allow you to start protecting your
organization against the most advanced cyber
adversaries.
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Advanced Technology for Advanced Threats

A Integrated Security Infrastructure that provides Real Time Detection of Advance
Persistent Threats, Malware, Bots, & Complex Data Theft that get past signature &
log based tools like IDS/IPS, AV, SEIM, and DLP.

Extensible Infrastructure €——>Patented Data Modeling € > Powerful Analytics
Informer

NextGen Metadata Framework

Concentrator

A Enterprise
aggregation

A Real-time
indexing

Decoder

A Live, promiscuous
1Gbit capture from a
tap or span

A Patented reassembly,
port agnostic
processing and data

gtcc))?g IIi:rl]J(‘:JLL packets ! ! !;
\

64-bit appliances

AR AN UASN

L)/;) SIEMLink
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NetWitness Investigator (FREE)

A Layer 7 Analytics

I Infinite freeform analysis
paths

i Content/context starting
points

i Specialized metadata paths,

such as GeolP, PII, IPv6,
Crypto

Full Context

I Pure session data stored as

it occurred

i Data presented as the user
experienced (Web, Voice,
Files, Emails, Chats, etc.)

Supports massive data-
sets

A lnstant |
gigabytes

A Scalable to multi-TB data
stores

Quicker resolution

A Analysis that once took
days, now takes minutes

y navi

e,

iCollection  Edit Wiew Bookmarks History Help

All Data DEMO

=== U NET R

) Collections | @, DEMO. 3 |

Service Type (11 items, Session Total)
=| OTHER (458) - HTTF (465) - SMB (122) - NETBIOS (103) - S5L (417 - DNE (23) - MSN M (13) - SIP (31 -

°

DEMO
10.10.10.153 : 2886
| 207.46.27.73 : 1863 |
Il e-mail you some interesting info about their
401k. its amazing how wide open this network is
tomfoolery88@hotmail.com : whats your e-mail?
hotmail
Brian: you guys use salesforce? Might be easier to
just send me a dump...
tomfooleryB8@hotmail.com : oh i see
jimmy_2_tone@hotrmail.com

|Brian: jimmy_2_tone.. yup |
tomfoolery88@hotmail.com : ok will do

Action Event (& iterns, Session Total)
geti460) - put(101 - sendfrom (100 - sendto r10) - login (&) - print1)

Ethernet Protocol (4 items, Session Total)
P r12700 - ARP (7 - [P (20 - B02.3 (1)

IP Protocol (4 items, Session Total)
TCP (547) - UDP (464) - IGMP (153) - ICMP (8)

Source IP Address (20 of 63 items, Session Total)y
104010208 ¢337) - 101010163 (304) - 101010194 (1347 - 1040103 (373- 101010198 (343 - 10

1010.10.187 (18) - 101010187 (17)- 10.10.10.55 (18) - 10.10.10.157 (15)- 10.10.10.186 (15) - 10.1
1010.10.208 (1) - 10.10.10.185 (10} [more]

Destination IP address (20 of 153 iterns, Session Total)

. Brian: email it to me... thanks =
10.10.10.255 (128) - 208.172.57.70 (120) - 255.265.265.255 (105) - 224.0.0.251 (Brgntotn e | L
(31) - 207.68.176.239 (28 - 239.256.256.253 (27) - 224.0.0.2 (26) - 64.14.244.60 (- N =10l
207.46.219.62 (14)- 101010101 (1) - 104010138 (113 [more]

File Edit Wiew Tools Add Help
IP V6 Protocol {1 item, Session Totaly
UDF (2)

User Account (3 items, Session Total)
== | asterisk@@Bd 57 2517 (&1- BI02Z3E101010.165 (5) - G3I023@sip voralocity com

jkenston (1)

Capture

M fosdrgsdf

E-mail Address (7 items, Session Total)

asterisk@b4.57.251.7 (2)- B3023@10.10.10.155 (5) - B3023@sipvocalociycom
(21- tormfoolery88@hotmail.com (23

Extension (20 of 24 items, Session Totaly

=nones= (1997 - gif t113) - J5 (531 - php (359 - pno (320 - dil627) - ©55 (280 - jpo 25 - ic
o (1) [rore]

Hostname Aliases (20 of 132 items, Session Total)

cluster-2 freeproy.ca (119 - byl 06fd bay! 08_hotrnail msn.corm (531 - ananymouse
(81- pagead2.googlesyndication.com (81 - enwikipedia.org (71 - g2 hotmail.com
OrOURS. 0000120 (5) - ww freenrox.ca (6 - wiey.oooole-analdics.com (6 - ac

LinG Rate: [ — 0 ] O Mbs

4
Pointer 38°57'00.32"'N

Click ta drill inka anonymause.org
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NetWitness Informer

E)netWitness Informer : Dashboard - Mozilla Firefox =10] x|

A I nformer | ever a(ssmsmomms
. . b <0 - @ L (8 | rttnsii0.21.4.233MuRenorterretDefaut aspx alr[ B [Clscco0e &)

eXte nSI ble Infrastructu re to A Getting Started 5 Latest Headines [ Moaills Firefox Start ... WMozilla Firefox Start ... WMozilla Firefox Start ...
automate the analysis of huge PV

Sets Of Captu red data_ Dashboard Define Schedule View Tools Admin Help T e
- Recent Reports
A Featu reS: = = “%. 02:29 PM - China Activity

'.'_ 02:29 PM - Cleartext Authentication

“%. 02:29 PM - SSH Activity

I Real-time threat alerts, live §: g | B
charting, scheduled S :
reporting 1 all fully
customizable

i Compliance verification
(e.g., PCIl, GLBA, FISMA)

I Uniquevisibility into many
threat areas (e.g. tunneling,
clear text passwords,
threat aggregation)

I Supports SNMP, Syslog,
CEF, and SMTP . ey,

9100 am

Cleartext Authentication
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NetWitness Live - Threat Intelligence

A
A

Real-time, reliable and credible
multi-source threat intelligence

Definitively classify computers
associated with illegal third party
exploits, open proxies,
worms/viruses, spam engines,
Botnets and other current and
zero-day exploits

Proactively optimize and
automate insight into persistent
threats

Provides real-time, full content
navigation of network threat
intelligence

Synchronize with NetWitness
content derived from best of
breed data feeds

=, WNEDWICNESS INYESCIQAcor o —

¢ Colection Edit  Yiew Bookmarks  History  Help

All Data = || SampleData > sans P < 3

&= e welcome € sanpl=Data @

L] [

Time Graph of Session Traffic {(5essions Per Minute)
E0
40

30

Sessions

20

mn

A F % A A

4k X

EpEoeEEROORE

< 2003-05-30 13554 2008-05-30 15:50 >

Source Longitude (1 iterr)
116588298 (1)

[

37.574100) Feed Marme (1 iterm)
@ sans (70

-122.3208 @ Feed Categary (1 iterm)

associated malware (700

Destinatigh Organization (11 iterns)

10

woutube - airbites {17 - broadband isp, india. {1} - chinanet chongging province netwark (1) - chinanet

Destigltian Domain (6 iterns)
WO ofm (3} - 163data corm.cn {10 - esatnet {10 - hitvrw (10 - kb e (1) - spectranet.com {10

Feed Mame (1 itern)
sans (700

Feed Category (1 itern)
associated rmalware (F0%

o
o
o
oy el
()
()
()
()




ff'y‘ Google Earth mapping of RED traffic
NETWITNESS represents beacon to Chinese IP
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® Google Earth ] =181 x|
File Edit Yiew Tools Add Help

I j

Image NASA
® 2008 Europa Technologies

® 2008 Tele Atlas 2008 Coogle N

Map data © 2008 DMapas/El Mercurio
Eye alt 9407.19km ()
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Advance Threat Assessment
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To Bo o Po Po Po Do Do Do Do Do Do I

N

Aurora Activity - P
.J‘ NETWITNE 3 S

Kneber Activity

Bot net Activity

Data Ex Filtration
Custom malware
Non Standard Traffic
Self Signed certs
Crypto

Spear Phishing
Google Searches & List
Threat Feeds

Tor, Bit, P2P

Full Replay of Chat, VOIP,
Web & mail

Copyright 2008 NetWitness Corporation 22
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DEMO
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Alerts on Problem Areas

I Netwitness Informer :: Dashboard - Mozilla Firefox 18] x|
File Edt ‘jew History Bookmarks Tools Help
<:E| - - - @ ﬁ_l‘ ||_| http:fflocalhostiwReportereb/Def ault, aspx |‘| [}] "|G00gle \\]
,Getting Started E,' Latest Headlines & MetWitness Informer. ..
EXE Downloag Top Ports to, gl Countries Recent Reports
25 300
@“_";' 04:44 PM - Potential Data Leakage
20 [@] =% 04:43 PM - Phishing Profile
(@] 04:34 PM - Test Rule
200 =
15 @"_’; 04:21 PM - Highlighted Country
&l"’_ 04:05 PM - Google Search
10 (@] 04:05 PM - Protocal Utilization
100
@"_’_‘ 04:05 PM - Tunnelling
J (@] n4:00 P - pCI
i oo P _oo_oo, e @ m b See Al
a
1+ 16066283088895085080330 0 0 0800883838800
2:002:162:332:503:063: 233140 2:002:162:332:503: 0631233140 2:002:162:332:503:063:233:40 alert Surmmary | Recent Alerts
prn prm prn prn pro prmopm pm prm prn proprn pme prn pPMm prm P prmoprn pron prn
Most Active Alerts
Keyword Google Search Skype Logins BitTorrent Sites
2 » 2 & ¥
=1
1.5 1.5
4
1 o0 o 1@ 3 =t s alerts
Cleartext Passwords over FTP
Falue: 130
2 o0 oo o
0.5 0.3
i -,
[ zee a
u} s u} u}
2:002:162:332:502:1063: 233140 2:002:162:332:502:063:233:1 40 2:50 pm 3123 pm

Done

ltj' Startl I@ NetWitness Informer ...

W 4138 FM

A Once the dynamic

DNS activity is
discovered, other
suspicious activity
occurring around
the same date/time
stamp can easily be
mined and charted

The threat

intelligence model
matures as
adversarial trends
are further
understood and
codified

Let 6s |

evidenceé




\C Moving Quickly from Alerts
NETWITNESS to Results
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Q\Net\v‘uﬁ'itness Investigator & - O X

 Collection  Edit  View Bookmarks  History  Help

&l Data Infermer Demo S >} 4
@Eollections | Informer Dema | china | Infarmer Demo G| 14k %

=l REIOoa®e s as s
Subject (20 of 183 items, Session Total)
hellz custemer, real preducts for real men, 5198692517 (2) - re: this is an email sent fram yahoo (3) - this is a email sentfrom gmail (2) - gmail is different. hers Th h f 1
you need to know. (2) - hello audrey odom, real products for real men, G198692317 (2) - hello christopher j damica, real products for real men, 61958592217 (2). rOUg USI O n
amas, real products for real men, G196692517 (2) - hello joe madewell, real products for real men, 198692317 (2) - helle kathleen seniff, real products forrea
A196692517 (2) - hello kevin m krupski, klue calored pill. (2) - hello kim daniel, real products for real men, 6196692517 (2) - hello lui kwoal, real products forrea b I
G196692517 (2) - hello melissa jeter, real praducts for real men, 8186692517 (2) - hello michael stein, excellent offers on men&apaos;s products (2) - hella micl etwee n a e rt
products for real men, 126592517 (2) - hello mike cheremsak, real products for real men, 5186592517 (2) - hello roxanne felps, real products for real men, 51 .
hello shawn vi, real products for real men, 8198692517 (2) - hello steven chmielewski, improve your men&apos;s activity: all products at one store (2) - hello ter q uerl eS’ th e
real praducts for real men, 196692517 (2) [moarg]
_ | Originating IP Address (1 item, Session Total) d d I
g C"reting 1P Adoress | metadata model,
SAL Query (20 iterns, Session Total) and a 3rd party
select @@microsoftversion (3) - selectisnull{suser_sname(), suser_name()) (3; - exec sp_msdbuseraccess n&apos;perm&apos; , n&apos;discovery_db&ap
sp_msdhuseraccess n&apos;perm&apes,; , né&aposfe_db&apos; (1) - exec sp_msdbuseraccess n&apos;permé&apos, , n&apos;msdb&apos; (1) - dboo show A A
solperfilogspace) (1) - exec dbo.dt_verstamp00G (1) - exec discovery_dh..sp_columns (1) - exec fe_db..sp_columns (1) - exec master.dbo.sp_get_distributor (1 re p Utatl O n Se rVI Ce y

sp_dbecmptlevel n&apos;discovery_db&apos; (1) - exec sp_dhomptlevel n&apos;fe_db&apas; (1) - exec sp_helpmergepullsubkscription (1) - exec sp_helppullst

exec sp_helpreplicationdboption (1) - exec sp_msdbuseraceess n&apos;db&apos;, n&apos; % &apos; (1) - exec sp_msdbuserpriv n&apos ver&apos; (1) - exec
(1)- exec sp_tables (1) [more] we Can Nnow see a

I Phone Number (1 item, Session Total)
&P 17038520310 (1

Source City (20 of 558 items, Session Total)
E madrid (87) - budapest (27) - rome (25} - dallas (21) - santiago (21) - beagrad (20 - beijing (12) - taipei (18) - buenos aires (16) - b
victaria (15) - harcelona (14) - eskilstuna (14) - london (14) - singapore (14) - dubai (12) - faiffield (12)- h (12) [more]
Destination City (20 of 3610 items, Session Total)
E keijing (752) - moscow (820 - taipei (501 - sunnyvale (573) - shanghai (481) - san francisco (243 -
montreal (322} - mountain view (2243 - sofia (322) - london (280) - reme (224) - central distrig

Adril | abl
full data behind the
content and context
of the Dynamic DNS
activity

- grenchle (15)-p

o2 - toronto (272) - madrid (281) - guangzhou (328
228) - budapest (210) - new vork (201) [moreg]

204

I ThreatINT Dest (5 items, Session Total)
| dyndns (319) - praxy (122) - Spam (34) - warez (19) - malware (2) - hastor (

Line Rate: — 0 /0 Mbs Packets Captured: 0

(UM |
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Drilling into the Detalls

A Drilling into P>

the dyndns
alert reveals
the source IP
of all dynamic
DNS requests
Most likely an
Aownedo
Internal
machine

Need to O
understand
pathology for
damage

control and
assessment




