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.N.ETY;“TNES,S_ NetWitness Company Info

A Developed for the US Intelligence Community
A Amit Yoran CEO Fmr Director of Cyber Security DHS

A Advance Cyber Threats & Forensics Experts Shawn
Carpenter ATiI tanKnBbearono & Al

A Close to 23,000 Security Experts and 5,000 Enterprises
use our Award Winning Investigator product.
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Are we losing the Cyber War?

A Washington Post Op Ed
Mike McConnell former
Head of NSA

AfAAurora @ | f
Symantec can get
hacked we are all
exposed.

A Wall Street Journal
2400 companies
compromised by
Kneber botnet

A Northrop Grumman
Chinese Cyber War &
Verizon Data Breach
Reports
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A

A

95% of all records stolen came A 5yrs and over 600 Actual

from external sources Breaches suggest outsiders
90% involved Malware (60% are behind most breaches not
no signatures) Insiders.

70% of breach were
discovered by outside Source
(police, third party, and etc.)

6% were uncovered by IT
Security using event
monitoring, Log tools, IDS, and
DLP.

50% went unnoticed for
months
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Gartner's Definition of DLP

A TDLP tools continue to provide value in reducing
Accidental Data Leaks from the Network and at the
endpoint. However, these technologies continue to face
challenges in dealing with Deliberate attempts to
circumventcorporate-d i ssemi nati on po
definition of DLP refers to tools used to prevent
InadvertentorAcci dent al Leakso.
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Northrop Grumman Peoples Republic
of China Cyber War report

AList General 6s, Of ficer s,
& Cyber Espionage Battalions

A Chinese Hacker community and their role

A Cyber Espionage weakness of US corporate IT Security
staff reliance on IDS/IPS, SIEM, AV, and DLP products
that use Signatures and logs. Page 51-58. Operational
Profile of an Advanced Cyber Intrusion. 59 thru 66.
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PLA Org Chart 3" Department Cyber
War Staff estimated at 130,00
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Every US Business is exposed

KTERKEBRIERS AR ILKE

N Chinayn.gov.cn
KT EUR 2R

These operations are succeeding in part because current industry
and US government & Corporate information security paradigms are
largely based on reactive controls such as traditional signature-
based anti-virus vendor models, common host and network

defensive measures that are often inadequate against advanced
attackers.
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Broad New Hacking Attack Detected
Global Offensive Snagged Corporate, Personal Data at nearly 2,500 Companies;

Operation Is Still Running
By SIOBHAN GORMAN

Hackers in Europe and China successfully broke into computers at nearly 2,500 companies and government agencies d8er the last
months in a coordinated global attack that exposed vast amounts of personal and corporate secrets to theft, accontjigetsecaoaty
company that discovered the breach.

The damage from the latest cyberattack is still being assessed, and affected companies are still being notified. Bpitethiaycom
NetWItneSS,the closely held firm that discovered the breaches, showed that hackers gained access to a wide array of data
companies, from creddard transactions to intellectual property.

The hacking operation, the latest of several major hacks that have raised alarms for companies and government dfficiahsing @nd

it isn't clear to what extent it has been contaid&ﬁthtneSSsaid. Also unclear is the full amount of data stolen and how it was
used. Two companies that were infiltrated, pharmaceutical giantk & Co. andCardinal HealtHnc., said they had isolated and
contained the problem. Rt B At

How the Attack Spread ]
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http://online.wsj.com/home
http://online.wsj.com/search/search_center.html?KEYWORDS=SIOBHAN+GORMAN&ARTICLESEARCHQUERY_PARSER=bylineAND
http://online.wsj.com/public/quotes/main.html?type=djn&symbol=MRK
http://online.wsj.com/public/quotes/main.html?type=djn&symbol=CAH
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60 minutes report October 09

There are thousands of attempted attacks :
every day, tens of thousands of attacks,"

Sean Henry, an assistant director of the \
FBI in charge of the bureau's cyber
division, told Kroft.

Henry's job is to police potential targets all
over the United States. He told "60

Minutes" that criminals have used the .
Internet to steal more than $100 million Wiy
from U.S. banks so far this year and they b .

did it without ever having to draw a gun or - :
pass a note to a teller. BD
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60 minutes cont. Cyber Extortion

Another case you have probably not heard
anything about involves an extortion plot
against the state of Virginia. Earlier this
year, a hacker got into a medical database
and stole millions of patients' prescription
records and then followed it up with a
ransom note.

"The note sai d-Jcan'tsayhave
that word on television - stuff, we'll call it 'in
my possession right now," Kroft said.

The hacker went on to write, "I've made an
encrypted backup and deleted the original.
For $10 million, | will gladly send along the
password."
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Vendor Hype or Chicken Little

Aln Todaydéds World The | mprob
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So what should we do?
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How Do We Fight Back ??
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40 New Approach and New Technology
NETWITNESS for New Threats
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M New Way of
| ookl ng at

Advance Cyber
Threat Detection

&

Real Time Network
Intelligence &
Forensics




