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A Observations on the
current threat
environment and what
we can do to improve
security during
operations

A The need for network
forensics and next
generation monitoring
and deeper inspection of
network traffic

A Technology illustrations
and specific cases

A Final thoughts and Q&A
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Observations on the Threat Environment
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Money is on the Line: Threats Have Advanced
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A People
: i
'

Underestimate threat

Lack InfoSec knowledge and
experience

A Process
: -I-
'

Horrible IT metrics at best

Focus on compliance vs
security

A Technology

We | | suited to
Cyber War

Deep holes in network
visibility that must be
addressed
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Threat Profile T Are You Underestimating It? 404

A Electronic Criminal Groups:
Rapidly Emerging
Underground Industry
(several examples of
successful large scale
operations)

I Organization: High

I Capability: High

I Intent: High for financial
gain, unknown otherwise

A Nation-Sponsored Activities:
From Intelligence Gathering

to Network-Centric Warfare A (Chinese Information War:
I Organization: High ~ Theory and Practice / aka
i Capability: High iDragon Byteso, Sa
i Intent: Connected to national State Dept, DHS, Germany)
policy
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Quantity

Todayodos Threat Landscapeé Easy M¥:gey

Price List: VISA, MasterCard USA (with cvv2 code)
Codzdud MispsdH jdsd¥ d¢ Pydyj de@USD Price in $USD

5-50 J Moy tetsH Oy J | 5.0

51-100 J Moy tetsH OY J | 45

101-500 J Moy tetsH OY J | 4.0

501-1000 imey etsH Oy § | 3.0

1001-5000 imey esH O3 § | 2.0

B 15 dzJ.QP00 1 sy BERQE = d " diag Call for Bulk Pricing

( Mdzd 1 O3 dezy des BSdzi§ 10000 € Otels, |[Mowydlsjim! M dzOBB], ¢

slsHj dz d&zOW fMCdHSE O

(Other providers sold separately)
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Source: iDEFENSE
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Underestimating the Threat: Has SOX Improved Our
Security Posture?

CIO T Info Week

CISO - CSl

Strongly 3 5 Strongly
Disagree Agree

Source: Pam Fusco
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Does Your Staff Have the Experience to Measure Threats?
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Horrible IT Metrics
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