
Trusted Security for Less

Data Connectors Tech-Security Conference



© Copyright Entrust, Inc. 2009 2

Entrust is a World Leader in Identity Management and 

Security Software

ÅBest-in-class technology, service and support ï
industry pioneer

ÅOver 2000 customers in 50 countries ïglobal reach

ÅGeographic presence: U.S., Canada, UK, China, 
Germany, India and Japan

Å400+ employees and 110+ patents
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The Need for Security Continuesé

About 7.5% of U.S. adults lost money to financial fraud in 

the year ending September  2008 é driven by a 47% 

increase in data breaches in 2008 (over 2007)
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éWhile Global Regulatory Demands Increaseé

Identity Theft Red Flags and 

Address Discrepancies under the 

Fair and Accurate Credit 

Transactions Act of 2003

Faster Payments Initiative
SEPA
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éAll in the Current Economic Climate
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The Need for Security Has Never Been Greater

ÅThe Number of phishing sites peaked at over 27,000 in 2008, with 

heavier attacks in September/October - linked to the global financial 

crisis
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Source: APWG Phishing Trends Activity Reports (Mar/09)

ÅAttacks escalated in 

2008:

ïñCrimewareò hit an all-
time high of 1,519 
unique applications 

ïAll-time high in Dec 
ô08, likely due to 
success of Sept/Oct 
phishing attacks
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Bottom Line: Need to Balance Market Drivers 

with Cost Effective Solutions 
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Towards Trusted Security For Less:

Things to Consider in order to get the Balance 
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Best Practices: The Layered Approach to Creating a 

Secure Enterprise Environment

Business
Applications

± Content Control &
Policy-Based Encryption

° Secure End-to-End & 
Boundary Messaging

¯ Network Folder 
Encryption

® Remote Access 
Authentication

­ File, Disk & Media
Encryption

¬ Workstation & Network 
Authentication
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SSL Certificates
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Traditional SSL Certificates are a good         

first stepé

ÅEncrypts data between client and server

ÅProtects data in transmission

ÅCore technology widely deployed 

ÅPrevents unwanted disclosure to 3rd parties

BUT . . .



© Copyright Entrust, Inc. 2009

Hard to tell if sites are secure

AND . . .



© Copyright Entrust, Inc. 2009

Provide inconsistent protection against 

social attacks


