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Entrust is a World Leader in Identity Management and
Security Software

A Best-in-class technology, service and support i
industry pioneer

A Over 2000 customers in 50 countries i global reach

A Geographic presence: U.S., Canada, UK, China,
Germany, India and Japan

A 400+ employees and 110+ patents
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The Need for Security Cor

About 7.5% of U.S. adults lost money to financial fraud in
the year ending Septeml%r 2 C
Increase in data breaches in 2008 (over 2007)

Figure 7. Putting Security Into Perspective

How important are extra security features in influencing your decision to bank online or do more
business online with your bank?
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Source: Gartner (February 2009) G a rt n e r
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Identity Theft Red Flags and
Address Discrepancies under the
Fair and Accurate Credit
Transactions Act of 2003
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What a Wall Street
Decline Means to
Enterprise IT

IT Slashes Budgets,
Starts Layoffs

How ClOs are Reacting
to the Economic
Downturn

Financial Industry
Mergers, Acquisitions
and Mettdowns:
What's in Store for IT

By Matt Harnblen, Thormas Hoffman, Patrick Thibe

November 17, 2008 — Computerworld — The «
economic bad news got louder in the [T industry
as Intel Corp. reduced its fourth-gquarter revenue f
as much as 20 percent and Sun Microsystems
announced plans to lay off up to 18 percent of its

RELATED STORIES Even India is feeling the

wallop: The country's la
technalogy trade group
its IT services hiring prc

Meamwhile, market res:
IDC lowered its IT sper
forecast for 2009, sayi
expects worldwide sper
by just 2.6 percent aver
level—less than half its
percent prediction. 1DC
IT spending in the U.S.
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IT Industry Recoils as Economic Downturn Worsens

The drumbeat of economic bad news got louder inthe [T industry last week, as Intel Corp. reduced its
garnings forecast and Sun Microsystems Inc. announced a huge |ayoff.

As Economic Reports Worsen, Experts Predict a
Longer Downturn

hlar Sth, 2009 | By William Patalon Il | Category: Financial Mews

Back in December, with the U.5. recession in its 12th month — and showing no signs of abating —
Money Morning Contributing Editor hartin Hutchinson warned that an "L"-shaped recession
Wwas Yery possible.

The .5, recession is now in its 15th month, and marny economists now expect the downturn to
last until 2010 — if not longer. In fact, some economists now say the US. malaise could easily
evolve into the wirulent "L-shaped” downturn that Hutchinson predicted — a development that
would guarantee hoth the maximum pain and the slowest recovery, experts say.

" said in December that the recession could be 'bloody-L shaped. With the huge deficits, that
nowe [ooks the most likely outcome — and believe me when | say that it will be very bloody,"
Hutchinson said this week. "The econormy will bottom guite soon, but every time it tries to
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The Need for Security Has Never Been Greater

AThe Number of phishing sites peaked at over 27,000 in 2008, with
heavier attacks in September/October - linked to the global financial
Crisis

_ Password Stealing Malicious Code URLs
AAttacks escalated in | 35000

31,173

2008: 30000

INCri mewa+ exc hi t an al l

time high of 1,519 20000

unique applications | . .

. . . 11,666 RiE

I Altime high in Dec | 15000 9529

N . 5500 5 680 6,068 -
6008, I1ikelly,, dsuse 080 5,5 : 4,77

success of Sept/Oct
phishing attacks

Source: APWG Phishing Trends Activity Reports (Mar/09)
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Bottom Line: Need to Balance Market Drivers
with Cost Effective Solutions

Market Drivers

Security
Requirements

Regulatory
Pressures

Economic
Downturn

IT
Security Solutions
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Towards Trusted Security For Less:
Things to Consider in order to get the Balance

Market Drivers Risks
Se_cunty Costs
Requirements
Regulatory User
Pressures experience
Do more with Less Effectiveness
- 0]

IT
Security Solutions
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Best Practices: The Layered Approach to Creating a
Secure Enterprise Environment

Remote
Access

Firewall

Content Control &
PolicyBased Encryption

¥ Authentication

| Fh.  ° SecureEndioEnd&
| Boundary Messaging
: — v
~ Network Folder
Encryption
. Content Secure Applications? ® RemOte_AC(_:eSS
| Control Messaging Authentication
Ei ...... - File, Disk & Media
L8 Encryption
e -~ Workstation & Network
Authentication
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SSL Certificates
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Traditional SSL Certificates are a good
fi1rst stepé

A Encrypts data between client and server

A Protects data in transmission

A Core technology widely deployed

A Prevents unwanted disclosure to 3 parties

BUT . ..
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Hard to tell iIf sites are secure

/2 BMO Bank of Montreal Online Banking - Microsoft Internet Explorer o [ 03]
File Edit “iew Favorites Tools Help I o
eﬂack - O v @ @ 'h l ; ) Search *Favorites @‘ E//::' L\% *3 3

Address @ https: {fwww1,bmo, com/cgi-bin/netbnxMBmain?product=1 ;I Go | Links >>

bmo.com | site map | contact us | locate us | frangais | PX =

SignIn | Online Banking = 3

BMO G Bank of Montreal

Personal Finances

Home 2 : o 0 3 Insurance Online Banking

Signin Take a Tour FAQs Register Now Security Tips Technical
Reguirements

Sign In to Online Banking Qurerture de session Tools & Info

» Enhanced Sign In

Bank Card: 500766 | 0 Need help? Security

» When notto save
[~ Remember my Bank Card your Bank Card
» Register Now
» Online Banking Tour

Important Information » News Feeds

Enhanced Sign In to Online Banking m
Ac nrevinusl annnuneend we are fiither enhancinn nur Online Rankinn cecurite Nver the caminn () .v._l
|4 Internet 7

AND . ..
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Provide inconsistent protection against
social attacks
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