Jcs The End-Point and Network Edge Security Specialists

Welcome to the Tech-Security
Conference Session Three

Major Components of Risk Management:
Consolidating Endpoint Security
Functions and Adding a
Managed Security Service for a
Safer Business Environment
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PRESENATION AGENDA

A review of three technologies
to Improve |I/T security In your environment

Network Quality Assurance with Congruity Inspector

Consoli dated Endpoint Secu
StormShield all-in-one agent

Network Edge Security using edge component
consolidation with Network Box Managed Security

Service
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SHOULDNOT WE BE MORE SECURE?

After all that has been spent on security at the
endpoint and network edg
experiencing a more secure business environment?

Why do multiple endpoint security agents and
disparate network edge security tools make us less
secure and cost much more to install, configure and
maintain than single-agent endpoint solutions and
managed security services at the network edge?

The answers are easily understood, once you
understand how simple the solution can be.
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GOOD MANAGEMENT IS ABOUT 100% VISIBILITY

Are All Systems GO?!

Congruity Inspector provides an easy, consistent way to monitor the
network, verify systems, diagnose issues and report on status.

This versatile multi-tool for network management tracks all network
activity revealing actual performance and usage patterns needed to
ensure the productivity, security and confidentiality of systems and data.

Inspector is independent of the network infrastructure and technologies.

Does the firewall stop all HARMFUL traffic?
When is peak demand?

What content moves in and out of the network?
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Troubleshoot performance issues
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V End-to-end Device V|S|b|||ty

V Easy
V Affordable T J _/° 2
V Monitor n - - “

V Diagnhostics
V Reportlng
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CONGRUITY INSPECTOR FEATURES

VSingle Windows PC install, no agents

V Set-up takes about 10 minutes

VPortable, passive, powerful automated operation
ViIndependent view of existing technology & systems

V All-in-one port, protocol, application, content analysis
V3 clicks to root cause

VComplete log, archive for all communications
for every device (Remember, everything on a network
IS communications)
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WHAT INSPECTOR CAN DO FOR YOU

Mctive Device Inventory i Lists all servers and
workstations that communicated with devices outside
the network

Aull Accounting Ledger i Lists who/what is using
network, what applications are in-use, what are they
used for, when and how much

Acirewall Verification i Identifies the actual traffic
passing through the firewall to verify rule effectiveness

ACompliance Documentation i Document & verify
internal controls and network access

Adentify exploited/compromised PCs -- Bots, P2P,
hacking, games, misuse of corporate resources based
on traffic patterns
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WHAT INSPECTOR CAN DO FOR YOU- continued

Arechnology verification i Independent analysis of
Web filtering, Email, Spam, access control and change
control

A\pplication Monitoring i Shows application
performance and utilization levels

AContent Analysisi Identifies actual information being
sent to and received from Internet

ACommunications Monitoring i Identify vectors for
data leakage

Automates & Simplifies Network Managementi
Affordable, Versatile Multi-tool for Network Management
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CONGRUITY INSPECTOR DEPLOYMENT

A single 2000, XP, 2003, Vista or 2008 box, with single or dual
Network Interface Card(s), plugged into a Network Tap Point

Network
Tap
Point

M

) Inspector’ /
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Sensitive data is stored locally T on desktops, laptops, USB

Rogue applications are installed i by users or their friends & relatives
System resources are misused i networks, devices, data

Data copy, paste, and print i do you know where it went?

Empl oyees are getting around the s
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AV AND FIREWALLS ARE NOT ENOUGH!

NSt andamalivara n
sighature engines are rapidly
losing effectiveness against
the surging volume of new

threats, and have very little
value against targeted
t hreats. O

Source: 2009 Gartner Magic Quadrant — Endpoint Protection Platforms
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NETWORK DATA BACKUPS ARE GOOD,
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HELP DESK CALLS ARE A REAL PAIN
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WHO, WHAT, WHEN, WHERE, HOW?
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WONDER WHAT YOUR USERS ARE UP TO?
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