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Managing Mobile Devices 
Working Outside In Rather Than Inside Out
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Agenda

Å Impact of Mobility Growth on IT

Å Whatôs Really Occurring That You Canôt See?

ïWhere the Exposures Lie

Å How Cloud Computing Solutions Can Improve 

Mobile Visibility and Control - Economically
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Fiberlink Corporate Overview

ÅCompany:
ïFounded in 1994 and Headquartered in Blue 

Bell, Pennsylvania

ïPresence in North America, Europe, and Asia 

ÅLegacy of Leadership and Innovation:
ïMobility as a Service (MaaS)

ïGartner Leadership Quadrant for 7 yrs in a row

ïYankeeôs first Remote Endpoint Security solution

ÅProduct Platform:

ïScaling to millions of laptop-to-platform 
transactions each day 

ïUnique approach to mobility management 

ïPatented technology
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Are You Ready To Manage This Growth? 
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Is Mobility a Risk?

­600,000 laptops are reported missing every year -
and that's just at U.S. airports. 

­The cost of recovering from a single data breach 
now averages $6.3 million.

Study by Ponemon Institute

http://creative.gettyimages.com/source/Search/22','22','1','
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Smart Phone Risk

The Washington Post reports:
®In Chicago alone, 160,000 portable devices are left 

in taxicabs every year. 

ï37% of smart-phone users store confidential business 
data on their phones. 

®Only 40% of those surveyed worked at companies that 
have corporate wireless security policies.

http://rds.yahoo.com/_ylt=A9gnMiVZi4tHjV0ABS2jzbkF/SIG=11m4vhlnj/EXP=1200413913/**http%3A//taxipass.com/taxi-rider.jpg
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So What About Company Data?

Do You Know 
Where Itôs Been 

Going?

You Should.
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9,000 USB drives left at UK dry cleaners
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Todayôs Blackberry With 8GB Has the Same 
Data as Over 100 MiniComputers

=
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Employee ñdata leakageò

ÅDisgruntled employees

ÅInadvertent policy 
violations

Customer data

Software and designs

Financial information

Business plans

Employee data

60% of 
corporate data 
resides on 
laptops and PCs

- IDC

ÅSocial security #s

ÅCredit card #s

ÅBank/account #s

ÅProtected health info
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So, my mobile devices and data 
are exposed and IT may not 

know ité.

What are the odds of a problem 
occurring?
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The Economy Is Not Slowing Cybercrime

January 29, 2009
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Websense: Number of compromised 
websites at all - time high
January 21, 2009

A recent study:

ÅOf the top 100 most popular sites on the web, 

70 percent are either hosting malicious content 

or contain a hidden redirect 

ïUp 16 percent over the first half of 2008

ÅThe number of legitimate websites 

compromised, exceeds the amount of sites 

specifically created by cybercriminals  
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The Hackers are Motivated!

Source: Symantec Internet Security Threat Report Trends   
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Mobile Devices Are Targets

Wireless Hacking:

Stolen Laptop:

Data In Motion:

Lost Device:

Taking Aim

http://rds.yahoo.com/_ylt=A9gnMiVZi4tHjV0ABS2jzbkF/SIG=11m4vhlnj/EXP=1200413913/**http%3A//taxipass.com/taxi-rider.jpg
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Securing WiFi 
Is it a False Sense of Security?

ÅNot all WiFi access points are the same

ÅPublic access points donôt want security

ïToo painful for the user to manage it

ÅEven secure points are at risk

ïHome and office environments with WEP are 

exposed

ÅHow easy is it to break WiFi security?
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The Internet as a Hacking Source

Over 100 
more in 

less than 
1 year
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46% of Corporations Still Standardize on WEP

The reason is:

ÁIt takes time, money and resources to setup a better 

WLAN

Take these steps:

ÁUse PEAP (802.1x) or others that require authentication

ÁEnsure all systems have a personal firewall, AV and 

ASpyWare running 

This may be a real Blind Spot!
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There are clearly an increasing 
number of risks associated with 

greater mobility.

What other forces will impact mobile 
device security and management?



>

Copyright 2009 21

State Privacy Regulations

State Security Breach Laws

Forty-four states, the District of 

Columbia, Puerto Rico and the 

Virgin Islands have enacted 

privacy regulations requiring 

that companies disclose to 

consumers, security breaches 

involving personal information. 

http://infotech.aicpa.org/Resources/Privacy/Federal+State+and+Other+Professional+Regulations/State+Privacy+Regulations/State+Security+Breach+Laws.htm
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Aggressive State Movement Towards 
Even Tighter Regulations

Å Massachusetts 201 CMR 17.00 regulation was passed in Sept.  
2008, and most provisions take effect on May 1, 2009.

ÅApplies to all organizations ñwho own, license, store or maintain 
personal information about a residentò of Massachusetts.  

Å Personal Information is defined as a Massachusetts resident's first 
name/first initial and last name or in combination with: 

ÅSocial Security number
ÅDriver's license number or state-issued identification card number
ÅA financial account number, with or without any required access code, 

PIN or password

Å To comply, organizations must implement a range of security and 
privacy standards and technologies described in the law. 
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Summarizing the New Challenges for IT

The Problem:

Å Laptop users are away from the LAN 

for longer intervals in riskier settings

Å Existing LAN-based utilities are 

flawed and canôt effectively reach 

these devices 

Å Expensive: Mobile IT Operations can 

cost a minimum of $2M annually for 

every 1,000 users

Activities related to mobile device management 
that require the most staff resources and skills

ÅLack of visibility, coupled with ineffective device management, leave 

devices and data exposed
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What do we mean by

Lack of Visibility?

Problems canôt be solved if you 
donôt know they are occurring.. 
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So, Are Your Ready For ñThat Callò?

Scenario

ïSenior exec loses a laptop at 
the airport

ïMakes an emergency call to 
IT

ïAsks ñAre we protected?

Your reactionéé??
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Do You Have The 
Visibility To Know 

For Sure ?

Will it be Chaosé.Or Calm?
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Todayôs Architectures are LAN-Locked

The Enterprise Network
Mobile Laptop

Policies

Apps Updates

VPN

IT has some Control

LAN-based solutions rely on a connection to the corporate 

network to receive updates, new policies, and applications  

Data


