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> Agenda

A Impact of Mobility Growth on IT
A Whato6s Really Occurrin
I Where the Exposures Lie

A How Cloud Computing Solutions Can Improve

Mobile Visibility and Control - Economically
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> Fiberlink Corporate Overview

A Company:
I Founded in 1994 and Headqguartered in Blue
Bell, Pennsylvania

I Presence in North America, Europe, and Asia

A Legacy of Leadership and Innovation:
ﬂ I Mobility as a Service (MaaS)
AR, .8 — I Gartner Leadership Quadrant for 7 yrs in a row
I Yankeeds first Remote I
. F?v
%2

A Product Platform:

I Scaling to millions of laptop-to-platform
transactions each day

I Unique approach to mobility management
I Patented technology

Simple. Secure. Mobility.
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Are You Ready To Manage This Growth?




Is Mobility a Risk?

—= __ =1 — — I

- 600,000 laptops are reported missing every vear

and thatist at U.S. airports

- The cost of recovering from a sing
now averages $6.3 million.

= §\ \‘

Study by Ponemon Institute
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=~ Smart Phone Risk

The Washington Post reports:

®In Chicago &él60)00 portable devices a
in taxicabs every year.

1 37% of smatione users store confidenti;
data on their phones.

W~ ' ®0nIy0% of those surveyed worked at cc
- have corporate wireless security policies.
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> S0 What About Company Data?

I

Do You Know
Where |t C
Going?

You Should.
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> 9,000 USB drives left at UK dry cleaners
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by Steve Ragan - Jan 26 2009, 15:00
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Todayos Bl ackberry Wi
Data as Over 100 MiniComputers

BlackBerry

VEDIVIAYZ25]
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>Empl oyee ndat a

A Disgruntled employees | A Social security #s
A Inadvertent policy A Credit card #s
violations A Bank/account #s
_ — — | A Protected health info
corporate data Customer data
resides on Software and designs
IaptOpS and PCs Financial information
- IDC

Business plans

Employee data

N — e
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So, my mobile devices and data
are exposed and IT may not
Know 1t é.

What are the odds of a problem
occurring?



> The Economy Is Not Slowing Cybercrime

== — -
January 29, 2009
. hen financial markets took a dive. With
Data'Stealmg SCAIMS zoniﬂmessrl ca:rounr]lfir t?le \?v?)rlda p“a/:ickirllg,

I have lekEd Into hlgh thel_lrllumber of sc?msai)n the Web soared.
e number of malicious programs cir-
gear Smce laSt fall culating on the Internet tripled to more
i than 31,000 a day in mid-Septem-
| By Byron Acohido and Jon Swartz Cover ber, coinciding with the sudden
¢ USA TODAY SOWR2  collapse of the U.S. financial sector,
according to Panda Security, an In-
ternet security firm.

It wasn’t a coincidence, says
Wan Sherstobitoff, chief corporate evan-
g@ist at Panda.

‘The criminal economy is closely in-
errelated with our own economy,” he
says. “Criminal organizations closely watch

tumble S By Suzy Parker USA ODAY i &
: market performance and adapt as needed
promotions touting fake computer virus  to ensure maximum profit.”
Cy er leves Og On protection, get-rich scams and funny or lu-

rid videos — already were rising last fall Please see COVER STORY next page »

percriminals have launched a
massive new wave of Internet-based
schemes to steal personal data and carry
out financial scams in an effort to take ad-
vantage of the fear and confusion created
tumblmg financial markets, securi
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Websense: Number of compromised \

websites at all -time high
January 21, 2009

A recent study:

A Of the top 100 most popular sites on the web,
/0 percent are either hosting malicious content
or contain a hidden redirect

I Up 16 percent over the first half of 2008
A The number of legitimate websites

compromised, exceedsthe amount of sites
specifically created by cybercriminals
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> The Hackers are Motivated!

InformationWeek

$10- 9150

Price range on the black market for a
full set of identity information

$.09-§5

Price range per stolen credit card

Source: Symantec Internet Security Threat Report Trends
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> Mobile Devices Are Targets
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Wireless Hacking: \

Data In Motion:
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Lost Device:

Taking Aim
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Securing WiFI
Is It a False Sense of Security?

i

A Not all WiFi access points are the same

APublic access points

I Too painful for the user to manage It

A Even secure points are at risk

I Home and office environments with WEP are
exposed

A How easy is it to break WiFi security?
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> The Internet as a Hacking Source

Over 100
more in
less than
1 year

Copyright 2009

/2 YouTube - hacking wep - Windows Internet Explorer
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File Edit Wiew Favorites Tools Help

Gougle | hacking wii
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Youll

Home Videos Channels Shows

“hacking wep™ results 1 20 of about 649

All Channels Playifngg
Alsotry: wireless hacking

Free Web Hacking Scanner
www.acunetix.comiwebhacking! Check for SQL injection & X353 hacks Acunetix Web Vulnerability Scanner

PC Surveillance Software
www.ohservesoft.com Record all passwards, chats, and keystrokes. Instant Download.

Wireless WEP Key Hacking
This videa demonstrates how to use aircrack-ng toals to decrypt wep keys.

KEXXN 1yearago 718208 views jcores187

Hacking WEP with Kismac

ne rating 11 months age 25,308 views  wifucku

IEFD ep. 2 - Wireless Hacking - Cracking WEP

This is the second episode of Full Disclosure by InfinityExists.com. This episode
includes how to crack WEP encryption, and why it can be cracked ...

WRRX N 2Zyearsago 224872views Gregorpm

how to hack WPA-PSK protected WiFi
hacking wifi wpa netwark
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> 46% of Corporations Still Standardize on WEP

ey | = - I

The reason Is:

A It takes time, money and resources to setup a better
WLAN

Take these steps:
A Use PEAP (802.1x) or others that require authentication

A Ensure all systems have a personal firewall, AV and
ASpyWare running

This may be a real Blind Spot!
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There are clearly an increasing
number of risks associated with
greater mobility.

What other forces will impact mobile
device security and management?



> State Privacy Regulations

State Security Breach Laws

Forty-four states, the District of
Columbia, Puerto Rico and the
Virgin Islands have enacted
privacy regulations requiring
that companies disclose to
consumers, security breaches
involving personal information.

Mo Legislation 6
Legislation Enacted 47

Simple. Secure. Mobility.
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http://infotech.aicpa.org/Resources/Privacy/Federal+State+and+Other+Professional+Regulations/State+Privacy+Regulations/State+Security+Breach+Laws.htm

>

Even Tighter Regulations

A Massachusetts 201 CMR 17.00 regulation was passed in Sept.
2008, and most provisions take effect on May 1, 20009.

A Driver's license number or state-issu

A A financial account number, with or wi
PIN or password

A To comply, organizations must implement

_ _ f security and
privacy standards and technologies describe
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> Summarizing the New Challenges for IT

The Problem:

A Lapto p users are away from the LAN Activities related to mobile device management
. . . _ . that require the most staff resources and skills
for longer intervals in riskier settings

Managing Security 58%

A Existing LANbased utilities are il it
A Resolving Helpdask Incidents and Problems
f I a. W e d a n d C a n O t ( Supporting Connectivity and WiFi Access

Ensuring Compliance and Producing Audit Trails

these devices

Setting and Maintaining Policies

Gaining Visibility Into the Compliance of Remote Laptops

A Expensive: Mobile IT Operations can o
cost a minimum of $2M annually for ot

every 1,000 users

A Lack of visibility, coupled with ineffective device management, leave
devices and data exposed
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What do we mean by
Lack of Visibility?

Pr obl ems canot b ¢
donot Kknow t hey




So, Are Your

Scenario

I Senior exec loses a laptop at
the airport

I Makes an emergency call to
IT

IAsks NnAre we p

Your reacti one




Do You Have The
Visibility To Know
For Sure ?




> Todayos Archi tleakddur e

LAN-based solutions rely on a connection to the corporate
network to receive updates, new policies, and applications

IT has some Control

VPN

Mobile Laptop
The Enterprise Network
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