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Wireless: The Invisible Threat to your Network

WIFi throws new pieces in the information security puzzle!

EWired firewalls, IDS/IPS,
anti-virus ineffective against
WiFi threats

E Threats operate below
Layer 3

E Operation in unlicensed
band, open technology

E Signal spillage outside
buildings

- Internet
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Everyone |Is Talking About WiFiI Security

Financial Districts Airspace Reveals Wi-Fi Security Risks,
Sarbanes-Oxley Compliance Journal, May 2009
http://www.s-ox.com/dsp_getNewsDetails.cfim?CID=2614

i EXpress, August 2009
‘ http.//www.|nd|anexpress.com/news/citinq-safetv-qovt-bans-wifi-in-

PCI (Payment Card Industry) DSS Wireless Guidelines, June 2009
https://www.pcisecuritystandards.org/education/info  sup.shtml

—=x Security experts warn of dangers of rogue Wi-Fi hotspots, CNN
Business Traveler
http://edition.cnn.com/2009/TECH/science/08/11/wifi.security.hackers/i
ndex.html?iref=24hours
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Some Even Say It Is A Top Priority

Next Generation Threats and
Vulnerabilities Projection
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A —— Portable Device

Attacks

ALICKE Shared Code/
SOA ARSCKE

Saverlly 3 4

4

3 4 DikAA,

Allachs
2 SOHD Atacks REID ARackE
1 Mobile and Wireless ABSEEE N Enterprise Code
Device Enapalns Hypervlsar! Reverse Engneernng
Altacks WM Altacks
l] 1 1 1 1 1 1 1
-1 LI 1 2 3 4 a &

Time fo Spend to Invest

Aiflight-

NETWORKS

Page 4 The Global Leader in Wireless Security and Compliance a 2009 AirTight Networks, Inc.




Sometimes We Learn The Hard Way

() THE WALL STREET JOURNAL

e E94 Million payment card
;;ij;;fmmm accounts compromised at
How Credit-Card Data TJX stores In USA over WI-FI

Went Out Wireless Door

Biggest Known Theft
Came from Retailer
With Old, Weak Security

By JOSEPH PEREIRA

Ve 0300 P EEstimated liabilities more than

The biggest known theft of credit-card numbers in history began two 11
summers ago outside a Marshalls discount clothing store near St. $4 . 5 B I I I I O n
Paul, Minn.

e

iexpressindia®

Latest terror email sent from WiFi at
Khalsa College

Express Mews Service Posted: Aug 25, 2008 at 2344 hes
Mumbai, August 24 AT5 officizls say email bears photographs of cars stolen from Nevl Murmbal for ferrar
activifies; senders deleted log enbiies atfer using WiF facility
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Incorrect Views of WiFi Security

@D))) |t doesnd6t appl

NGO WiFi Nl donot have any W|F|\
: | must Dbe secureo
Enterprises

¢
\TH& What | have is good enough

WiFi is officially nl have Fir e-wradinstalledahdD S,
deployed hence | am already ¢
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Todayos Presentation

E10 common wireless threats

EChallenges facing IT to detect and defend
these threats

EThe impact of 802.11n

EDifferent approaches for wireless threat
detection, classification and prevention

EClient vulnerabillities
EBest practices
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View from Hacker s Wi ndshi e
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10 Common Wireless Threats

These threats also apply t
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