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ÈWired firewalls, IDS/IPS, 
anti-virus ineffective against 
WiFi threats 

ÈThreats operate below 
Layer 3

ÈOperation in unlicensed 
band, open technology

ÈSignal spillage outside 
buildings

WiFi throws new pieces in the information security puzzle!

Wireless: The Invisible Threat to your Network
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Everyone Is Talking About WiFi Security

Financial Districts Airspace Reveals Wi-Fi Security Risks, 

Sarbanes-Oxley Compliance Journal, May 2009 

http://www.s-ox.com/dsp_getNewsDetails.cfm?CID=2614

Citing safety, Govt bans WiFi in key offices, missions, Indian 

Express, August 2009 

http://www.indianexpress.com/news/citing-safety-govt-bans-wifi-in-

key-offices-missions/497766/) 

PCI (Payment Card Industry) DSS Wireless Guidelines, June 2009

https://www.pcisecuritystandards.org/education/info_sup.shtml

Security experts warn of dangers of rogue Wi-Fi hotspots, CNN 

Business Traveler 

http://edition.cnn.com/2009/TECH/science/08/11/wifi.security.hackers/i

ndex.html?iref=24hours
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Some Even Say It Is A Top Priority

Next Generation Threats and 

Vulnerabilities Projection

June 2009
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Sometimes We Learn The Hard Way

È94 Million payment card 
accounts compromised at 
TJX stores in USA over Wi-Fi

ÈEstimated liabilities more than 
$4.5 Billion
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Incorrect Views of WiFi Security

ñI donôt have any WiFi installed and hence 

I must be secureò

ñI have Firewalls, IDS, Anti-virus installed and 

hence I am already protectedò

No WiFi 

Enterprises

WiFi is officially 

deployed

It doesnôt apply to me.

What I have is good enough
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Todayôs Presentation

È10 common wireless threats

ÈChallenges facing IT to detect and defend 
these threats 

ÈThe impact of 802.11n

ÈDifferent approaches for wireless threat 
detection, classification and prevention

ÈClient vulnerabilities

ÈBest practices
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View from Hackerôs Windshield
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10 Common Wireless Threats

These threats also apply to ñno WiFiò environments


