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Agenda

ÁDatabase security threats 2003-2009

ÁDatabase security solutions ðmarket evolution

ÁSentrigo's Hedgehog, an innovative approach to 

database security 



ÁDatabases hold volumes of sensitive data

Áe.g. credit card numbers, financial results, 

bank records, billing information, intellectual 

property, customer lists, personal data é

ÁBut: 

ÅDatabases are not monitored

ÅSeldom upgraded 

ÅNot patched

ÁThis makes databases an easy target

What are database security threats?



Database security threats 2003-2007

ÁDatabase breaches exist since the first database

ÁSB 1386  (July 2003), a U.S. law mandating 

breach notification, made them public

Á2005 already saw dozens of large scale breaches 

(Choicepoint ð163k records, Guidance SQ ð3800 

credit cards, Lexis Nexis, DSWé.)

Á2007 mega breaches with millions of records 

stolen (TJX, Fidelity and more)



Recent Examples

ÁOver 130M credit and debit cards

ÅHeartland Payment Systems

ÁHannaford Brothers, 7-Eleven, T.J. Maxx, Barnes & 

Noble, BJ's Wholesale Club, Boston Market, DSW, 

Forever 21, Office Max and Sports Authority

ÁMany breaches remain undetected or not made public



Database breaches 2008-2009

Á2008 ðhundreds of breaches reported in the U.S. alone, 

many others in the rest of the world

Á2009 ð100s of breaches so far, many involve insiders

ÁOver 130M credit and debit cards

ÅHeartland Payment Systems

ÁHannaford Brothers, 7-Eleven, T.J. Maxx,

Barnes & Noble, BJ's Wholesale Club,

Boston Market, DSW, Forever 21,

Office Max and Sports Authority

ÁWhat next? Will companies leave databases 

unprotected 



Where do breaches come from?
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Breach example ðinside job

ÁJuly 2007: Certegy, a subsidiary of Fidelity National

ÁA former dba stole check and credit card data 

belonging to about 8.5 million customers (or more!)

ÁSold the data to direct marketing companies

ÁCould it be stopped?



Outsider Breach (Heartland)

Á4 or more criminals (one previously convicted in 

TJX and many more hacks) hacked into outward 

facing application using SQL Injection

ÁUsed backend SQL server to take control of 

other systems

ÁFound workstation with VPN connection open to 

payment systems

ÁResult: estimated 130 million credit

and debit card numbers stolen

from databases

ÁCould it be stopped?



How easy is it to break into a 

database?

Very easyé.



And for an insider? 

Easier still


