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database security




What are database security threats?

A Databases hold volumes of sensitive data

A e.g. credit card numbers, financial results,
bank records, billing information, intellectual
property, customer | i St S

A But:
A Databases are not monitored
A Seldom upgraded
A Not patched
A This makes databases an easy target
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Database security threats 2003-2007

A Database breaches exist since the first database

A SB1386 (July 2003), a U.S. law mandating
breach notification, made them public

A 2005 already saw dozens of large scale breaches
(Choicepoint 0163k records, Guidance SQ063800
credit cards, Lexi s NexI

A 2007 mega breaches with millions of records
stolen (TJX, Fidelity and more)




Recent Examples

A Over 130M credit and debit cards

A Heartland Payment Systems

A Hannaford Brothers, 7-Eleven, T.J. Maxx, Barnes & |
Noble, BJ's Wholesale Club, Boston Market, DSW,
Forever 21, Office Max and Sports Authority

A Many breaches remain undetected or not made public
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Database breaches 20082009

A 2008 8 hundreds of breaches reported in the U.S. alone,
many others in the rest of the world

A 2009 8 100s of breaches so far, many involve insiders
A Over 130M credit and debit cards

A Heartland Payment Systems

A Hannaford Brothers, 7-Eleven, T.J. Maxx,
Barnes & Noble, BJ's Wholesale Club,
Boston Market, DSW, Forever 21,

Office Max and Sports Authority

A What next? Will companies leave databases
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Breach example dinside job

A July 2007: Certegy, a subsidiary of Fidelity National

A A former dba stole check and credit card data
belonging to about 8.5 million customers (or more!)

A Sold the data to direct marketing companies
A Could it be stopped?




Outsider Breach (Heartland)

A 4 or more criminals (one previously convicted in
TJX and many more hacks) hacked into outward
facing application using SQL Injection

A Used backend SQL server to take control of
other systems

A Found workstation with VPN connection open to
payment systems

A Result: estimated 130 million credit
and debit card numbers stolen
from databases

A Could it be stopped?




How easy Is it to break into a
database?
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Very easye.




And for an insider?
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1 Customer Credit Card Numbers [
2 Name Card Type Card Number Exp. PIN Ccv2
3
4 Dan Sarel Master Card 5105105105105100 109 1212 312
5 David Davidoff Master Card 5555555555554440 1210 1313 221
6 Thomas Li Master Card 4222222222227 309 5454 224
7 BenlLi VISA 4111111111111110 1211 6767 335
2 Tiger Wang VISA 40123388888881880 412 7878 464
3 Olive Li American Express 378282246310005 309 8787 556
10 Angela Su American Express 371449635398431 4 09 7654 890 3
11 Cookie Monster Amex Corporate 378734493671000 510 3456 123
12 Big Bird Dinners Club 38520000023237 10 10 1357 432
13 David Bowie Dinners Club 30569309025904 411 2468 654
14 |Bob Dylan Discover 6011111111111110 311 1342 678
15 Sponge Bob Discover 6011000990139420 210 2871 654 I .I
16 Cruella Devil JCB 3530111333300000 209 5668 234
17 Ali Baba icB 3566002020360500 408 4121 276
18 Dan Sarel Master Card 5105105105105100 109 1212 312
19 David Davidoff Master Card 5555555555554440 1210 13213 221 T
20 Thomas Li Master Card 4223222222222 309 5454 224
21 Ben Li VISA 4111111111111110 1211 6767 335
22 Tiger Wang VISA 40128888888818380 412 7878 464
23 Olive Li American Express 378282246310005 309 8787 556
24 Angela Su American Express 371449635398431 4 09 7654 890
A Fanlia Mancbae Ao Coaenneata IICTIIAANDIAETANNN C4n DACH 132 4
M 4 b M| Sheetl  Sheet2 ~ Sheet3 .~ ©J [ il I B
Ready | 3 EEE e [ +)

Easier still




