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> Fiberlink Corporate Overview

A Company:
I Founded in 1994 and Headqguartered in Blue
Bell, Pennsylvania

I Presence in North America, Europe, and Asia

A Legacy of Leadership and Innovation:
ﬂ I Mobility as a Service (MaaS)
AR, .8 — I Gartner Leadership Quadrant for 7 yrs in a row
I Yankeeds first Remote I
. F?v
%2

A Product Platform:

I Scaling to millions of laptop-to-platform
transactions each day

I Unique approach to mobility management
I Patented technology
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Mobile Trends|
Today, Everyone is Mobile and Access
IS Everywhere

= = I

Road Warriors
Trains

Planes Automobiles
Highly Mobile Employees: 25% Employees with Laptops: > 50%
[ Mobi |l i ty] I's not | imited to the trac

Oroad warriorsd seeking to access <cor
public places; increasingly it also includes-pame and fuitime home workers and
socal l ed 6day extenders. o

- Jeremy Green & Pauline Trotter, Ovum, 12/05
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Is Mobility a Risk?

- According to a study by the Ponemon Institute,
600,000 laptops are reported miss

and that's just airfgdsts -, \

- The cost of recovering from a sing|
now averages $6.3 million. |
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=~ Smart Phone Risk

I

- The Washington Post reports:

®In Chicago dlé60€)00 portable deasiee:
left in taxicabs every year.

I 37% of smautione users store confide
business data on their phones.

®O0nIy0% of those surveyed worked at
that have corporate policies about wire

. |
\
N
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LAN-Based Infrastructure Dealt With
~ Device Management, 25 Years Ago

Flashback

DEC RMO3
I 67 MDb
| 200lbs
I $50k each

| Guarded by fstrong 0O
security
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Todayos Bl ackberry an
8GB Has the Same Data as 120 RM03s
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Where has it
been?
Where Is It going?

IT should know!
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> More Data Is Exposed on Laptops

IDC estimates >

that 60% of

Customer data

corporate data ;
resides on Product designs
laptops and PCs Bids and proposals

Proprietary software
Financial information

Business plans

Confidential
employee data
_——
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> A Market Shift is Underway

Dow Jones Industrial Average (*DJl)

|Ent&r name(g) or symbols) l GET CHART | COMPARE EVENTS «

Dec 11, 2008 : wm ~DII 8,5653.0898

E2008 Yahoo! Inc,
2008 Sep Oct
= Yolume 5,513, 840,128

1925 1932 1945 1358

At4:03PM ET: 8,116.03 + 38.47 (0.48%)

TECHNICAL INDICATORS = CHART SETTINGS ~ RESET
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Companies need a more effective way to

manage
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> The Economy Is Not Slowing Cybercrime

=5 B == | .
Thursday, January 29, 2009

1 hen financial ki k a dive. With

Data-stealing scams s, Slbat the 0o it

I have lekEd Into hlgh thr_el_lrllumber of sc?msai)n the Web soared.
e number of malicious programs cir-
gear Smce laSt fall culating on the Internet tripled to more
i than 31,000 a day in mid-Septem-
| By Byron Acohido and Jon Swartz Cover ber, coinciding with the sudden
. USATODRA SOWR2  collapse of the U.S. financial sector,
according to Panda Security, an In-
ternet security firm.

It wasn’t a coincidence, says
yan Sherstobitoff, chief corporate evan-
elist at Panda.

“The criminal economy is closely in-
errelated with our own economy,” he
D ec1ahsts say. says. “Criminal organizations closely watch

Pt e schemes — often involvipg market performance and adapt as needed
promotions e Plter virus to ensure maximum profit.”
Cy er leves Og On protection, get-rlch scams and funny or lu-

rid videos — already were rising last fall Please see COVER STORY next page »

Cybercriminals have launched a
massive new wave of Internet-based
schemes to steal personal data and carry
out financial scams in an effort to take ad-
vantage of the fear and confusion created
by tumbling financial markets, security

Copyright 2009 Simple. Secure. Mobility. | FIBERLINK 12



Websense: Number of compromised \

websites at all -time high
January 21, 2009

A recent study:

A Of the top 100 most popular sites on the web,
/0 percent are either hosting malicious content
or contain a hidden redirect

I Up 16 percent over the first half of 2008
A The number of legitimate websites

compromised, exceedsthe amount of sites
specifically created by cybercriminals
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> Who Is this guy?

A Name: Albert Gonzalez

A Occupation: Uber Hacker
A Internet Handle: Soupnazi
A Age: 28

A Location: Miami

A Crime:

I Indicted on Aug. 17, 2009, for
allegedly stealing ~ 130 million
credit-card numbers i think TJX!!

A Now why would he do that?

SOUI‘Ce T|meC0m Simple. Secure. Mobility. ’ FIBERLINK 14
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> The Hackers are Motivated!

InformationWeek

$10- 9150

Price range on the black market for a
full set of identity information

$.09-§5

Price range per stolen credit card

Source: 2008 Symantec Internet Security Threat Report Trends
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> The Hackers are Motivated!

InformationWeek
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> Mobile Devices Are Targets

Data In Motion: Wireless Hacking:

Lost Device: Stolen Laptop:

Taking Aim

| Update {:. -
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> WIFI Security or Is 1t?

B
I
i

A Not all Access Points are the same

APublic hotspots donodot warl
I Too painful for the user to manage it
I Desire simple connection only

A Even secure access points are at risk (WEP and
WPA cracked!)

I Home and office environments with WEP are exposed
I 46% of companies still use WEP for securing WiFi

A How easy is it to break WiFi security?

Copyright 2009 Simple. Secure. Mobility. | FIBERLINK 18



The Internet as a Hacking Source

’; YouTube - Broadcast Yourself, - Micrasoft Intetnet Exploret

Fle Edt View Favorkes Took Help

Om-0- W {

Searth ¢ Favaries {F‘ -

Address ‘-ﬁ hiktp . youtube, comresulbs?search_guery=hacking+wepésearch_type=

s B ik ”

||
Jﬂuﬁ Crack wep CLIENTLESS with backtrack3
i

Go: 1g|4: Cv j G Jl; &) ﬁ v | {3 Boknaksy @] 156 ocked nsf/ Check v Autolink + @ Sendiow ( \ Settings
Y Sign Up | QuickList (0) | Help  Logn | Si -
Broadcast Yourself Home Videos Channels Community
- seffings
acking wep Videos x| BEAIEN | it search Upload

“hacking wep” viden results 1- 20 of ahout 154

Videos  Channels Sathy | Relevance | w

Hacking WEP Encryntion

WEP being hacked. MORE:
hacks1010:webs.com...hacks hacks1010 hacking
wep wpatsk cell phone upload

IEFD . 2 - Wireless Hacking - Cracking
WEP

To download a High quality version visit our
welgite, wwaw Infintyenists.com...Cracking 124 bit
WEP aircrack airodump aireplay hack hacking
nfinity Exists (mare)

e duplicats videos

Hacking WEP b B2k

Hacking WEP in anyone wireless network... kismet
wireless wep aircrack hacking

+

See duplicats videos

E Wireless WEP Key Hacking
com For aHackina Guide, This video
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Crack WPA with Backtrack3

Click here if you need a compatible wifi card
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Greater Mobility is Creating

>
New Challenges for IT
The Problem:
A Laptop users are away from the Activities related to mobile device management

that require the most staff resources and skills

LAN for longer intervals

A ExistingLANbased wutililties canodt
effectively reach these devices

A An Increase in Cyber crime is
exposing mobile devices

A Protecting and managing mobile
devices is complex and expensive

A Lack of visibility, coupled with ineffective device management,
leaves devices and data exposed
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