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Data Loss: Next Inevitable Corporate Disaster?

Explosive Growth Escalating Privacy Public Embarrassment
of Mobile Devices Regulations and Disclosure Cost
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Increasing Regulatory Pressure

AGrowing in number and
complexity

APublic disclosure is
required in the event of
data loss

Alntellectual property loss
and theft is also a concern

[

US Government
OMG Initiative L
(USA)

Data Protection Act
(Japan)

Sarbanes- Oxley
(USA)

Gramme-Leach-Bliley
(USA)

HIPAA
(USA)

Directive on Protection
of Personal Data
(EV)

\

US Senate Bill 1350
Proposed
(USA)

California SB 1386
(USA)

Government Network
Security Act
(USA)

Data Protection Act
(UK)

| GISRA
(USA)

Datenschutz
(Germany)
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Increasing Need for Mobile Access to Data

Explosive Growth in Mobile Devices

Alnformation and data moving out of
corporate perimeter

A Storage capacity grows as devices
become smaller

A Advances in mobile device
technology will continue to produce
new and more powerful devices
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Increasing Risk of Information Theft

A 19 people a minute become new victims
of identity theft due to data breachesl

ADuring a 3 year period, over 217 million
Americans were victims of identity theft
or exposure2

AEach data breach costs an average of
$6.3 million3

AA typical Fortune 1000
| ocate 2% of t heir PCOs

AA typical Fortune 1000 financial
institution loses 1 laptop a day5

1. Identity Theft Resource Center, 2007
2. 2007 Ponmon Institute Cost of Data Breach study

3., 4., 5. www.privacyrights.org e\~ gl . ?
I =22 E > 4
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Understanding the Risk

The Market Value of Your Sensitive Data

$980-$4,900
Trojan to steal
account information

g % $ 490
g Credit Card
Number with PIN

$78-$294
Billing data
MCAL.IVEL%&?”AM

| Driver's license

$147
Birth certificate

.........

l Social Security card
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$98

$6-$24
Credit card number

$6
PayPal account

logon and password
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The Major Endpoint Threats

Unauthorized
transfer of data to
external devices

Physical loss or
theft of laptops and
mobile devices

Unintentional
distribution via
e-mail, web, etc.

\ Privileged users
breach the data

Information
escapes via print,
CD-ROM, DVD, etc.

User applications
hacked
Trojans/key
loggers/malware
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The Major Endpoint Threats

SHOQ

Bill Boni
CSO, Motorola
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