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Entrust is a World Leader in Identity Management and
Security Software

* Founded in 1994, publicly-listed in 1998 (NASDAQ:
ENTU)

» Best-in-class technology, service and support —
industry pioneer

» Over 2000 customers in 50 countries — global reach

» Geographic presence: U.S., Canada, UK, China,
Germany, India and Japan

* 400+ employees and 110+ patents
« 2008 Revenue: ~$100.0 million

© Copyright Entrust, Inc.
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The Need for Security Continues...

About 7.5% of U.S. adults lost money to financial fraud in
the year ending September 2008 ... driven by a 47%
Increase in data breaches in 2008 (over 2007)

Figure 7. Putting Security Into Perspective

How important are extra security features in influencing your decision to bank online or do more
business online with your bank?

Mean=3.9 23
T T T 1
0 10 20 30 40 50 &0 70 80 a0 100
Percentage of Respondents
W 1. Not atall important m 3 m4 5. Extremely important
Source: Gartner (February 2009) Gartner
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...While Global Regulatory Demands Increase...

___________________________________________________________

Identity Theft Red Flags and
Address Discrepancies under the
Fair and Accurate Credit
Transactions Act of 2003

© Copyright Entrust, Inc. 2009
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...All in the Current Economic Climate
1

Leave a comment

What a Wall Street
Decline Means to
Enterprise IT

IT Slashes Budgets,
Starts Layoffs

How ClOs are Reacting
to the Economic
Downturn

Financial Industry
Mergers, Acquisitions
and Mettdowns:
What's in Store for IT

By Matt Harnblen, Thormas Hoffman, Patrick Thibe

November 17, 2008 — Computerworld — The «
economic bad news got louder in the [T industry
as Intel Corp. reduced its fourth-gquarter revenue f
as much as 20 percent and Sun Microsystems
announced plans to lay off up to 18 percent of its

RELATED STORIES Even India is feeling the

wallop: The country's la
technalogy trade group
its IT services hiring prc

Meamwhile, market res:
IDC lowered its IT sper
forecast for 2009, sayi
expects worldwide sper
by just 2.6 percent aver
level—less than half its
percent prediction. 1DC
IT spending in the U.S.
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IT Industry Recoils as Economic Downturn Worsens

The drumbeat of economic bad news got louder inthe [T industry last week, as Intel Corp. reduced its
garnings forecast and Sun Microsystems Inc. announced a huge |ayoff.

As Economic Reports Worsen, Experts Predict a
Longer Downturn

hlar Sth, 2009 | By William Patalon Il | Category: Financial Mews

Back in December, with the U.5. recession in its 12th month — and showing no signs of abating —
Money Morning Contributing Editor hartin Hutchinson warned that an "L"-shaped recession
Wwas Yery possible.

The .5, recession is now in its 15th month, and marny economists now expect the downturn to
last until 2010 — if not longer. In fact, some economists now say the US. malaise could easily
evolve into the wirulent "L-shaped” downturn that Hutchinson predicted — a development that
would guarantee hoth the maximum pain and the slowest recovery, experts say.

" said in December that the recession could be 'bloody-L shaped. With the huge deficits, that
nowe [ooks the most likely outcome — and believe me when | say that it will be very bloody,"
Hutchinson said this week. "The econormy will bottom guite soon, but every time it tries to
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The Need for Security Has Never Been Greater

* The Number of phishing sites peaked at over 27,000 in 2008, with
heavier attacks in September/October - linked to the global financial

crisis
_ Password Stealing Malicious Code URLs
 Attacks escalated in | 35000
2008: o 31,173
—‘Crimeware” hitan all- | 2000
time high of 1,519 20000
unique applications 1000 e s
—All-time high in Dec 16000 oo 9529
'08, Iiker due to coon 3362 1200 = 4080 T L 6068 4 775
success of Sept/Oct
phishing attacks

Source: APWG Phishing Trends Activity Reports (Mar/09)
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Bottom Line: Need to Balance Market Drivers
with Cost Effective Solutions

Market Drivers

Security
Requirements

Regulatory
Pressures

Economic
Downturn

IT
Security Solutions

© Copyright Entrust, Inc. 2009
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Towards Trusted Security For Less:
Things to Consider in order to get the Balance

Market Drivers Risks
Se_cunty Costs
Requirements
Regulatory User
Pressures experience
“Do more with Less” Effectiveness
- 0]

IT
Security Solutions

© Copyright Entrust, Inc. 2009
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Best Practices: The Layered Approach to Creating a
Secure Enterprise Environment

Remote
Access

P ® Content Control &
B @. < I Policy-Based Encryption

v Authentication

FN.  © SecureEndto-End
Boundary Messaging

= O Network Folder
o) @ Encryption

i Business

Firewall

Content Secure Applications 4 9 RemOte ACCQSS
Control Messaging Authentication
............................................. :' ...... @ File, Disk & Media
. 2 4 6 Encryption
E v ....... @ ................. r@t o Workstation & Network
| M Authentication
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SSL Certificates

© Copyright Entrust, Inc. 2009
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Traditional SSL Certificates are a good
first step...

« Encrypts data between client and server

* Protects data in transmission

« Core technology widely deployed

« Prevents unwanted disclosure to 3" parties

BUT . ..
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Hard to tell iIf sites are secure

/2 BMO Bank of Montreal Online Banking - Microsoft Internet Explorer o [ 03]
File Edit “iew Favorites Tools Help I o
eﬂack - O v @ @ 'h l ; ) Search *Favorites @‘ E//::' L\% *3 3

Address @ https: {fwww1,bmo, com/cgi-bin/netbnxMBmain?product=1 ;I Go | Links >>

bmo.com | site map | contact us | locate us | frangais | PX =

SignIn | Online Banking = 3

BMO G Bank of Montreal

Personal Finances

Home 2 : o 0 3 Insurance Online Banking

Signin Take a Tour FAQs Register Now Security Tips Technical
Reguirements

Sign In to Online Banking Qurerture de session Tools & Info

» Enhanced Sign In

Bank Card: 500766 | 0 Need help? Security

» When notto save
[~ Remember my Bank Card your Bank Card
» Register Now
» Online Banking Tour

Important Information » News Feeds

Enhanced Sign In to Online Banking m
Ac nrevinusl annnuneend we are fiither enhancinn nur Online Rankinn cecurite Nver the caminn () .v._l
|4 Internet 7

AND . ..
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Provide inconsistent protection against
social attacks

’3 PayPal - Log In - Microsoft Internet Explorer ' _-JQJ}J
File Edit View Favorites Tools Help Ii
GBack + = - D) 4} | Qsearch [ilFavorites Prveda | BN S = H &

Address l@ https: /fwww.paypal. comfcagi-binfwebscr?cmd=_login-run :] @ Go | Links >

-~

Pa,yPaI ‘\ The spoofed address bar Sign Up | Log In | Help

Welcome

Send Money Request Money Merchant Tools Auction Tools

Member Log In Secure Log in =

Registered users log in here. Be sure to protect your password. \

Email Address: | Notice the discrepancy (no lock

icon in the status bar)

Password: I Forget your password?

New users sign up here! It only takes a minute.

Log In |

About | Accounts | Fees | Privacy | Security Center | User Agreement | Developers | Referrals | Shops |
Mass Pay

an eBay Company

Copyright @ 1999-2004 PayPal. all rights reserved.
Information about FDIC pass-through insurance

N

(3] [ [ |4 mnternet
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The Solution: EV SSL Certificates

Green bar provides clear . Site owner name shown in
evidence of site validity . browser address bar
/= MAX Home Page - Windows Internet Explorer
@'\-— )y v 'g htms://max.omb.gov/maxportal/;jsessibnid=a_T V|ﬂ Office of i’\‘lanagementand Budget [US] | ¥#| X ‘ ’ R~
¢ - * D - B deh ~ |:bPage v ) Tools ~
W | @maxtome page [ 4 Website Identiication & W - [t Pepe - KTk
Entrust has identified this site as:
QOffice of Management and Budget
Washington, DC
us
This connection to the server is encrypted. |
Home | Training | FAQ | C|  spould | trust this site? Change Password | Login
President's Welco R
Budget
o Budget Documents If you are a new user, plgase reglister here,_ Registration is QNLY available to Federal .
© Supplementals, Budget government personnel with a valid _gov, .mil, or fed.us email address. For an online training
Amendments, and session on how to register and login, please click here.
Releases
: e Hours of Operation
Lefglﬂa‘J‘F- o Supported: Monday-Friday. 8 AM - 5:30 PM Eastern Standard Time (EST)
Information e Extended Hours {unsupported): All Days. 4 AM - 8 AM. 5:30 PM - 2:00 AM EST
© Statements of (depends on application)
:;dﬁ:;”'?“a"':” Policy e System Unavailable: All days, 2 AM - 4 AM EST
(SAPs) v
< - | B K
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Network File/Folder Encryption
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External threats

« Compliance
« Hackers

« Offsite storage
Outsourcing

SIGH |
with ¢ . NToE
nfidentig) g ataop = OF SAVETH

"are brea
ched by Someone 'O PRINT

~RIALL
s

[ SHARE
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Insider Threats

« Employees not
following policy

e Access Control Lists
(ACL’s)

 |T staff access to
confidential information

ClO Insight - Top Internal Security Concerns

Careless orrisky behavior by employees
Lack of employee awareness _
and education
Resistance by managers and employees _
to company security policies
Insufficient funding for essential _
security measures
Deliberate malicious attacks by employees _
Apathy on the part of senior management m

Lack of effective security techneologies m

Lack of trained IT security personnel m

Failure by IT management to enforce
security policies m

o 20 40 G Bo 10

*Respondents were asked to choose their top three selections.

One Third of IT Staff Admit to Snooping Confidential Info*

© Copyright Entrust, Inc. 2009
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Network File/Folder Encryption

Users

Finance

______________

--------------

© Copyright Entrust, Inc. 2009

Folders

Fersona

Automatic and transparent
encryption of files and
folders

Enables secure
collaboration for groups




E“"“S' Securing Digital Identities & Informat ion

Multi-Factor & Risk Based
Authentication
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Flexible Authentication Methods

 Is there a requirement for specialized authentication
hardware?

* Does the solution provide a single authenticator or a
broad range of authentication choices to meet the
needs of a diverse user population?

 If the solution does support more than one type of
authenticator, Is there a variety of authenticators to
address varying security requirements? List which
types?

© Copyright Entrust, Inc. 2009



E“"“S' Securing Digital Identities & Information

Flexible Authentication Methods

« Are there transparent authentication methods available
for minimal user impact?

* Does the solution offer stronger interactive
authentication capabilities if “stepped up” or stronger
authentication is required?

 Does the solution offer second-factor authentication
options for high-risk transactions?

* Are these authenticators supported by a single
platform? If so, Is this platform architected to easily
Incorporate new authentication methods?

© Copyright Entrust, Inc. 2009
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Trusted Security for Less:
Open Multifactor Authentication Platform

» Single Open Platform
« Centralized Policy Management
« Deploy based on Risk, Usability, Cost

Entrust’
[alelclolelrlclulill]
nnnnnnnnnnn
Bwizissnzeams B
Hiesinsavar mber scodk
.......... a
ccccccccccccc

Versatile
Authentication
Platform

© Copyright Entrust, Inc. 2009
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Email Encryption

© Copyright Entrust, Inc. 2009
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| boston com Business
| ravel Your Life Cars lobs

Why Secure your Email?

HOME > BUSIHESS

Bank of America fined record $10m

£av_dalay in diving evidencs
* Regulatory Compliance -

Socure Neowsin

R e T R P e Y

Py 06t Cardihaltur Data

» Collaborate Securely with Partners e ——

Imple mees Stromg Accons 1 Beviret scoes b0 et
Caens sl Msavarea

20y bunrama reed b arvm
W ) AT S e

- v e A

Reguiay Monitor and

* Protect your Brand Reputation - i a

Martan se
Secwity Pebicy el

- Ameriprise notifying 226,000 customers,
- of data theft

- Customer Self Service e

L R o B e e L
VU8 SO  ar t 2ot 4 W0 Mt aheres P e B et by ) e e o )
L e L T )

|0 0w et e Wre w3 Baeel AT STETee Wit wat b o il Y T e A e

« Costs Savings

© Copyright Entrust, Inc. 2009
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Secure Email - Key Stakeholders

O = Q

""-..._Recipient

""--.,.!\/Ianagement.._.--"'

© Copyright Entrust, Inc. 2009
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Email Encryption Considerations

« Sender must be able to easily encrypt a message

« Limit external recipient frustrations
— Use my credentials
— Proprietary solutions. Purchase/Install software
— Client plug-ins or JavaScript. Typically blocked

« Offer multiple methods to deal with external recipients
— Support diverse needs in a single platform
— Webmail delivery

— Adhoc password
—  S/MIME - native Outlook

© Copyright Entrust, Inc. 2009
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Trusted Security For Less Summary

« Criminal activity and regulatory pressures require a
response

« Layered security approach leveraging cost effective
tools and solutions

* Future proof investment by investing in open
architectures and platforms

« Make every dollar count

© Copyright Entrust, Inc. 2009
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Useful Links on Entrust website

o http://www.entrust.com/resources/newsletter/winter2009
/shopping.htm

* http://www.entrust.com/resources/datasheets.cfm

o http://download.entrust.com/resources/download page.
cfm/23611/Entrust%20Buyers%20Guide Auth-
Fraud%20Detection Nov08.pdf

© Copyright Entrust, Inc. 2009
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