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Evolution of Network Forensics
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Source: Verizon Business

Whether a failing of people, process, or technology, only
6% of incidents are discovered by existing monitoring or 
analysis controls 

ñAnti-threatò Tools FAIL 94% of the Time
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Banks

ATMôs

Schools

Casinos

Retail Stores

Airport Security

Convenience Stores

Military Installations

Communities and Homes

Why Not Network Security?

Surveillance is Vital to Physical Security
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LOGS

ÅHeaders only
ÅNo payload
ÅNo search

ÅLimited Information

PACKETS

ÅHeader and Payload
ÅCan recreate files
ÅSearch full content

ÅSee EVERYTHING

VS.

BAD GOOD

Limited Visibility Equals Lack of Knowledge
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Payload is not captured

Only header data or data 

samples are monitored

ÅDifficult to manage all packets on 

todayôs high-speed networks 

(>1Gbps) :

1. Itôs hard to pull the packets off the wire

2. Itôs hard to lay them down on disk

3. Itôs hard to find them on disk

4. Itôs hard to replay them in near real time

5. Itôs hard to integrate with existing tools 

ÅPrior efforts relied on hardware 

ÅHardware solutions donôt scale

Why isnôt there a Camera for the Network?
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The Solution ïSoftware design + Mooreôs Law

Å Proprietary file system that reads 

packets natively

Å Proprietary SoleraDB provides 

packet indexing at line rate at up 

to 10Gbps

Å Leverage technology law

ï Mooreôs Law: increasing 

processor power

ï KryderôsLaw: increasing storage 

density and price drop

ï Gilderôs Law: increasing 

bandwidth
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eMail Security

Web Security
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IM/P2P leaks

DNS­rebinding

Network

Prevention can never work 100% of the 

time

ÅThreats are evolving and unknown

ÅCurrent network tools only provide log or partial 

header info. ïdifficult to investigate event in context

ÅTools only alert and prevent on pre-classified info ï

security breaches go undetected and unresolved

ÅIncomplete pictures - logs, headers, IDS/IPS events, 

SIEM analysis, etc. are inadequate for todayôs 

network speeds and complexities
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In 2008, there were more than 285 

million records compromised -

Verizon Business

Internet

The Case for Network Forensics
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ÅCapture all traffic at wire speed up to 10Gbps providing near-time (one 

millisecond) intelligence and context

Å Store and index 100% of your network traffic without error so it can be played 

back exactly as it happened

Å Search stored traffic based on any criteria: keyword, port, IP address, file type 

(exe), protocol type, IDS alerts, etcé

LAN/WAN

Switch/Tap

Imagine the ability to replay any network event, including the ñunknown unknown,ò 

even months after it occurred. Go from 6% discovery to 100%

ÅIntroduces zero latency on your network

ÅIntegrates seamlessly and is invisible on the network

Digital Surveillance for the Network
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Infinite Storage

Easy to Deploy
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ÅReplay any traffic

ÅCombine segments

ÅThrottle playback

ÅFilter Inbound/ 

Outbound Traffic

ÅProtocol, IP, MAC 

address, payload type, 

or unique bit pattern

ÅFilter at the header or 

payload level 

ÅMultiple filters ïstart 

and stop at any time, 

continue to capture

Filter and Replay Network Traffic
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DeepSee indexes, extracts, and reconstructs popular formats:

ïTime Frame

ïProtocols

ïArtifacts

Imagine the ability to find what you need in seconds on virtually any network 

event with Google-esque intuitive ease.

Stream of packets crossing the network

Packets from selected flows are 
identified and combined 

DeepSee ïVisibility Equals Better Security
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Reporting includes:

ïTop Applications

ïTop Conversations

ïIP Discovery

ïBit/Byte rate

ïPacket Size Distribution

An easy-to-use, customizable reporting tool on applications, conversations, 

packet distribution, data rates, and discovered nodes 

DeepSee ïReports
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Advanced options to 

narrow search

ïText string search

ïTime parameters

ïIP address

ïFile types

Intuitive web-esque search of all captured traffic

DeepSee ïSearch
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Sonar allows you to 

drill down into 

captured traffic by 

any parameter

File-system navigation of all captured data, providing automated folder-based 

filtering and instant PCAP generation 

DeepSee ïSonar
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ÅAPI Access to 3rd Party 

Traffic Analysis and Network 

Security Tools

ÅAPI Integration with 

Firewalls, SIEM, IDS, IPS to 

automate the event alert and 

analysis process

ÅAPI Interoperability with 

existing SAN Solutions

Open Platform with API ïREST Interface
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ÅV2P Tap sits passively off 

the virtual switch

ÅRegenerates traffic outside 

the physical host to any 

security tool

ÅComplete visibility into intra-

VM traffic

ÅUse existing tools from 

physical network

ÅLeverage current methods, 

processes, and IT 

professionals

ÅEliminate the need to buy 

virtual versions of security tools 

Solera V2P TapÊ ïComplete Visibility
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Save Time/Money and Eliminate Risk

Without Solera With Solera 
Network Forensics

16

3

35

Review network traffic, Search 

for specific malware, receive 

instant results. Remediate.

Before

51 man hours

After

< 3 man hours!

IT Security Staff 

runs Encase, 

interrogates 

data to uncover 

the source

Employee downtime 

while security staff 

images disc

Source: Solera Networks customer data

Network forensics doesnôt need to be a costly and difficult process

Finding the source of a 

security event:

Å< 3 hours vs. 51 hours 

ÅEliminate employee 

downtime

ÅReduce exposure to 

further risk 
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Security & Forensics
Å Negative Day Threat Detection

Å Buffer traffic allowing IDS/IPS 
ability to handle the data stream

Å Add packet level contextual data to 
existing alerting systems 

Å Aggregate multiple network 
segment data into one security 
appliance

Å Regenerate/replay to different 
traffic protocols to multiple devices 

Å Create visibility into virtual traffic

Network Management &

Managed Services
Å Reduce incident response time

Å Network vulnerability testing

Å Simplify network audits

Å Remote visibility of customer data 
stream

Compliance
Å Retain an unabridged record of all 

network traffic as insurance 
against evolving mandates

Å Enforce corporate policies

Å Detect, audit, and deter data 
leakage 

Capture a complete history of all network activities and alleviate security, 

management and compliance challenges

Solera Delivers Results ïUse Cases
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What Happened Before You Patched?

Malware Monday Patch Tuesday Wake-up Call Wednesday

You were infected before you patched

Don’t let this happen to you:
1. Give your network a memory

2. Apply patches and pattern updates

3. Search or replay traffic and uncover 

Mondayôs malware

4. Fix the problem

Negative Day Threat DetectionÊ
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ñWe needed a product that could capture 
the immense amount of data that we are 
going to need recorded in a very short 
period of time.ò

Solera Networks ïTotal Customer Satisfaction

"The speed with which we respond to 

events now will more than pay for the cost 

of this device.ñ

ñI actually doubted they would be able to 
deal with the compliance issues in a 
solution at that price. I was pleasantly 
surprised.ò

"Customer support has been outstanding. 
We have found Solera Networks to be 
very responsive.ò



Thank You
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Geoff Belknap –Director of Operations

gbelknap@soleranetworks.com 
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Product
Capture 

Speed
Storage Platform Target

Software Appliance Up to 2Gbps
Up to 

12TB

VMware 

HP/IBM

Virtual, SMB, and Medium/Large 

Networks

Hardware Appliance
Up to 

10Gbps

Up to 

16TB

Off-the-

Shelf
Enterprise & Telco Networks

DS Storage/Archive NA 24TB
Off-the-

Shelf

Cluster-enabled JBOD Storage 

System

Software Modules (DeepSeeÊ Forensics Suite)

DeepSee Reports Top applications, conversations, packet distribution, IP, etc.

DeepSee Search Simple GoogleÊ- esque searching of all captured traffic

DeepSee Sonar
File-system navigation of all captured data, automated folder-based filtering, 

and instant PCAP generation

Customers asking for flexibility in their deployments have found our software 

and hardware offerings uniquely positioned to increase visibility across all 

segments of the networks, virtual and physical.

Solera Networks Product Line
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ÅHigh threat of network breach -
network security is priority

ÅCurrent tools unable to locate 
source of security breach 

ÅFull packet analysis required

ÅCapturing 100% of network traffic

ÅAnalyze complete record of 
network events ïreplay traffic

ÅUse existing tools like Snort®, 
Ntop, TCPdump, and others

ÅSolera appliance helps quickly 
locate source of problem = 
minimized risk

ÅIdentified hacked server used as 
an eBay phishing site

Result

Solera Solution

Business Issue

Only Solera DS lets them 

replay full traffic to go back 

in time to a specific event!

Customer Profile

Major US University ïReplay Network Traffic
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ÅGrowing intrusion threats

ÅMust analyze all network activity -
security, compliance and mgmt.

ÅCurrent tools donôt give full record

ÅCapture 100% of network events

ÅAnalyze full packet, not header

ÅReplay traffic to give meaning to 
firewall, IDS, DLP alerts

ÅActivity before and after security 
alert now available

ÅCan identify the source of any 
security event

ÅQuicker time to resolution = cost 
savings 

Result

Solera Solution

Business Issue

Only Solera DS integrates with their security tools!

Customer Profile

Global Manufacturer ïAdd Context to Alerts
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ÅNetwork has high threat potential

ÅGiven directive to record and keep 
6 months of network traffic

ÅMust replay all network events for 
security, and policy mgmt. 

ÅProvides unlimited storage of 
network traffic

ÅCaptures and records 100% of 
network traffic, not just alerts

ÅWorks with existing alert and full 
packet analysis tools

ÅComplete 6-month record of all 
network traffic for replay

ÅQuickly identify the source of any 
security event 

Result

Solera Solution

Business Issue

Only Solera DS appliances can meet 

their large capacity requirements!

Customer Profile

US Government Agency ïCompliance
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ÅAgency virtualizing servers for cost 
savings and simplicity

ÅVirtualization ïno visibility = high 
security risk for data centers

ÅDS Virtual Appliance captures all 
virtual traffic 

ÅRegenerates traffic to security 
tools for real-time analysis

ÅReplays all traffic (header and 
payload) for complete analysis 

ÅMinimized risk raises confidence in 
virtual network

ÅComplete record of all virtual 
network traffic ïreplay any event 

ÅCost savings by using existing 
security tools

Result

Solera Solution

Business Issue

Only Solera DS provides full packet 

capture and replay for virtual networks!

Customer Profile

US Government Agency ïVirtual Security


