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Evolution of Network Forensics
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Source: Verizon Business

Whether a failing of people, process, or technology, only
6% of incidents are discovered by existing monitoring or 
analysis controls 

ñAnti-threatò Tools FAIL 94% of the Time
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Banks

ATMôs

Schools

Casinos

Retail Stores

Airport Security

Convenience Stores

Military Installations

Communities and Homes

Why Not Network Security?

Surveillance is Vital to Physical Security
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LOGS

ÅHeaders only
ÅNo payload
ÅNo search

ÅLimited Information

PACKETS

ÅHeader and Payload
ÅCan recreate files
ÅSearch full content

ÅSee EVERYTHING

VS.

BAD GOOD

Limited Visibility Equals Lack of Knowledge
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Payload is not captured

Only header data or data 

samples are monitored

ÅDifficult to manage all packets on 

todayôs high-speed networks 

(>1Gbps) :

1. Itôs hard to pull the packets off the wire

2. Itôs hard to lay them down on disk

3. Itôs hard to find them on disk

4. Itôs hard to replay them in near real time

5. Itôs hard to integrate with existing tools 

ÅPrior efforts relied on hardware 

ÅHardware solutions donôt scale

Why isnôt there a Camera for the Network?
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The Solution ïSoftware design + Mooreôs Law

Å Proprietary file system that reads 

packets natively

Å Proprietary SoleraDB provides 

packet indexing at line rate at up 

to 10Gbps

Å Leverage technology law

ï Mooreôs Law: increasing 

processor power

ï KryderôsLaw: increasing storage 

density and price drop

ï Gilderôs Law: increasing 

bandwidth
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Source: commons.wikimedia.org

www.alts.net
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eMail Security

Web Security
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SQL­injection

Exfiltration

Conficker/Gumblar

IM/P2P leaks

DNS­rebinding

Network

Prevention can never work 100% of the 

time

ÅThreats are evolving and unknown

ÅCurrent network tools only provide log or partial 

header info. ïdifficult to investigate event in context

ÅTools only alert and prevent on pre-classified info ï

security breaches go undetected and unresolved

ÅIncomplete pictures - logs, headers, IDS/IPS events, 

SIEM analysis, etc. are inadequate for todayôs 

network speeds and complexities
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In 2008, there were more than 285 

million records compromised -

Verizon Business

Internet

The Case for Network Forensics
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ÅCapture all traffic at wire speed up to 10Gbps providing near-time (one 

millisecond) intelligence and context

Å Store and index 100% of your network traffic without error so it can be played 

back exactly as it happened

Å Search stored traffic based on any criteria: keyword, port, IP address, file type 

(exe), protocol type, IDS alerts, etcé

LAN/WAN

Switch/Tap

Imagine the ability to replay any network event, including the ñunknown unknown,ò 

even months after it occurred. Go from 6% discovery to 100%

ÅIntroduces zero latency on your network

ÅIntegrates seamlessly and is invisible on the network

Digital Surveillance for the Network
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Infinite Storage

Easy to Deploy


