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Evolution of Network Forensics
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Third-party detection of fraudulent activity 55%
Third-party notification (not due to fraud) 1504
Employee discovery during work activities 13%

Unusual system behavior or performance

Event monitoring or log analysis - 6%

2%

Routine internal audit
Blackmail or extortion 2%
Confession or brag by perpetrator 1%

Routine third-party audit | 0%

Whether a failing of people, process, or technology, only
6% of incidents are discovered by existing monitoring or
analysis controls

Source: Verizon Business
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I T——
Surveillance is Vital to Physical Security

Banks

AT MO s

Schools

Casinos

Retail Stores

Airport Security
Convenience Stores
Military Installations
Communities and Homes

Why Not Network Security?
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T —
Limited Visibility Equals Lack of Knowledge

LOGS VS. PACKETS

AHeader and Payload
ACan recreate files
ASearch full content
ASee EVERYTHING

AHeaders only

ANo payload

ANo search
ALimited Information
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Why 1 snot there a Camer

ADifficult to manage all packets on
t oday Gspeedhnetydrks

(>1Gbps) :
Only header data or data
samples are monitored
1. 1t 6s hard to pull the
2. 1tos hard to | ay them
. 3.1ltés hard to find them
\ 4. 1t 6s hard to replay th
-~ 5. 1tdos hard to Iintegrate

A Prior efforts relied on hardware

Payload is not captured _
AHar dware solutions
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The SolutionT Sof t war e desi gn

A Proprietary file system that reads =S0OLERn
packets natively Fills the packet gap

A Proprietary SoleraDB provides
packet indexing at line rate at up

to 10Gbps
A Leverage technology law
I Moorebs Law: I ncreas|

processor power
I Kr y d kaw:Gnereasing storage

. . $125.00 - . . - 10000
density and price drop 525,00 HDD Price/Capacity
I Gilderds Law: I ACcrieasNng - 1000
. o $5.00 - >
bandwidth = 5
o $1.00 - - 100 3
S a
‘= $0.20 - o0
- 10 ©
$0.04 -
$0.01 4 1
[ee] (2] o b N ™ < o (o] N~ [e0] (o] o —
(@] (2] o o o o o o o o o o — —
(0] (0] o o o o o o o
Source: commons.wikimedia.org IR N L A A R
www.alts.net Year o= Price/GB ====GB
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The Case for Network Forensics

2 @ MIP2P leaks o=
(O] L
< @ DNS-rebinding !
= L :
o)) @ SQL-injection :
= :
S 9 Exfiltration \@
Q .
e @ Conficker/Gumblar :
i — Tap ommmmmmm $ $%eccecceccsccccecceccsccns 3
Prevention can never work 100% of the Firewalls ©
time —
|_
AThreats are evolving and unknown psips O 0
o4
ACurrent network tools only provide log or partial _ _ (2) \ E
header info. 7 difficult to investigate event in context €Mail Security <
: <
ATools only alert and prevent on pre-classified info i (2 ) ﬁ
security breaches go undetected and unresolved Web Security 6'
: 0p)
Alncomplete pictures - logs, headers, IDS/IPS events, < (&)
SIEM analysis, etc.arei nadequate for t o GA
In 2008, there were more than 285 9
million records compromised - .
Verizon Business Network .
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T —
Digital Survelllance for the Network

| magine the ability to replay any net wt
even months after it occurred. Go from 6% discovery to 100%

A Capture all traffic at wire speed up to 10Gbps providing near-time (one
millisecond) intelligence and context

A Store and index 100% of your network traffic without error so it can be played
back exactly as it happened

A Search stored traffic based on any criteria: keyword, port, IP address, file type
(exe), protocol type, | DS al ert s, et c

Alntroduces zero latency on your network
LAN/WAN Alntegrates seamlessly and is invisible on the network

Switch/Tap

=
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Easy to Deploy

SAMPLE NETWORK
ARCHITECTURE

TAP/SPAN

NETWORK THIRD PARTY
SECURITY
DEVICE
ANALYSIS
@ DEEPSEE REPORTS
- DEEPSEE SEARCH
P i DEEPSEE SONAR
: - THIRD-PARTY TOOLS
ROUTER | o
SOLERA NETWORKS
= FORENSICS APPLIANCE

— SOLERA DS STORAGE

WEB SERVICES API
TOOL INTEGRATION .
EXTERNAL STORAGE
. SAN/NAS
Infinite Storage ( )
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Filter and Replay Network Traffic

One to many Many to one
AReplay any traffic s PPN
ACombine segments —a—a—) | —a— - =
AThrottle playback _a—a— —a—
AFilter Inbound/
Outbound Traffic
API’O'[OCOL ||:>, MAC Many to many Combination
address, payload type, —— S - —— - =
or unique bit pattern —a—8—> - —a—8— = =
AFilter at the header or —a—> - —a—u> — ——
payload level

AMultiple filters i start
and stop at any time,
continue to capture

DOHWOOH®
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DeepSee 1 Visibility Equals Better Security

Imagine the ability to find what you need in seconds on virtually any network
event with Google-esque intuitive ease.

DEEPSEE

oo
Stream of packets crossing the network BSOS —
EEEJ USSR BN EEEEm BRI EEREEEm

XN\ | /7

EEEEEEEEESR

Packets from selected flows are
identified and combined

DeepSee indexes, extracts, and reconstructs popular formats:

I Time Frame
I Protocols
I Artifacts
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DeepSee i Reports

An easy-to-use, customizable reporting tool on applications, conversations,
packet distribution, data rates, and discovered nodes

DEEPSEE

Reporting includes:

23.87.917%
B 1689502228

i Top Applications o

68.45122
B 5202436
241 KB - 11.77%
1231362400
L] - Q28912 $6.226.240.220
I Top Conversations g Lo
» 229KB - 11.20%

.. . nrm B Ganaean
I IP Dlscovery 219KB - 10.68%

69.89.123.238

B 1572724423

-I- Bit/Byte rate 15712724423 : 3148289

B 1051148370

I Packet Size Distribution

13 SOLERRA

NETWORKS
Contains confidential, proprietary, and trade secret information of Solera Networks. Any use of this work without express written authorization is strictly prohibited.



I T——
DeepSee 1 Search

Intuitive web-esque search of all captured traffic

_ DEEPSEE
Advanced Optlons to Search All Wab Browsing Email Instant Massaging «

narrow search E 8 & Od

I Text string search

. T r t r gsoLeRA
e p a a e e S Arvanced =ean] DEEPSEE  Advanced Search
uuuuuuuuu wiln... all of these words:
.I. F I I e typ eS this exact phrase:
al least 1 of hese words
none of hese words:
this hex pasem: L3
Include arifacts capbured . within the past Sedect
by interface: Select. A £ 2
Treen user of IP \ £ )
froen domain of IP. ) | _
froen: " Search AR
@ Web Browsing
& Emad
Instant Messagng
Voice Over P
¥ O
wasult Prefarences... Anflacts per page: 10 anacts
Web Pages I
Limit to arttact fie type E“";"m:;“o’;ﬂ?'ér;h pptdoc)
Adube Acrobat (par)
Images (pg ¥ pag bmp)
Audio (wav ra
Search Emaills For... Froam =
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DeepSee 1 Sonar

File-system navigation of all captured data, providing automated folder-based
filtering and instant PCAP generation

gSsSOLERR" DEEPSEE Control Center | DeepSea Search Help

Sonar allows you to
drill down into v

Pils Size Last Refrash

captured traffic by L

] ethernel_sounte

any parameter + Cremens s

* ] ethernet_address/

= ] Ipvd_source/

= ] ipva_destinationf

s LG - s smam
B0.0.0.0/

v Bya.71.104.287 20 B/1B/09 4:32:28 PH

L] cats.prap
* ] arofacs/
Download PCAP

Search PCAP
* ] ethemet_soul e Playhack PCAF

* L tep_flows)

* ] ethermet destination/

* ] ethermer_address)

* 1 ipve_sounce

® ] ipvd_destinationS
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Open Platform with APl T REST Interface

@ ) il
A API Access to 3rd Party ( PILOT ®

Traffic Analysis and Network . argus
Security Tools - WinPcap

A API Integration with KIgQET E

Firewalls, SIEM, IDS, IPS to
automate the event alert and
analysis process

) g’ﬂ/)’/’ /74

A API Interoperability with ¢
— : NetApp’
existing SAN Solutions

EMC ®
where information lives @ §
® Hitachi
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Sol er a V2 Fomblete \Esibility

VIRTUAL VIRTUAL VIRTUAL VIRTUAL
MACHINE MACHINE MACHINE MACHINE

O soLenn

............. [ JS—
V2P TAP :

HYPERVISOR

AV2P Tap sits passively off
the virtual switch

ARegenerates traffic outside
the physical host to any
security tool

AComplete visibility into intra-
VM traffic

AUse existing tools from
physical network

AlLeverage current methods,
processes, and IT
professionals

AEliminate the need to buy
virtual versions of security tools
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Save Time/Money and Eliminate Risk

Net wor k forensics doesnot need to be a

Finding the source of a

security event:
A< 3 hours vs. 51 hours
IT Security Staff AEliminate employee
runs Encase, :
interrogates || 35 Bef downtime
data to uncover erore AR
educe exposure to
e - > manhours further riskp
: — After
|
Employee downtime <3 man hours!
while security staff F—| 16 yd
images disc 3

Review network traffic, Search
| for specific malware, receive
Without Solera With Solera instant results. Remediate.

Network Forensics

Source: Solera Networks customer data
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Solera Delivers Results T Use Cases

Capture a complete history of all network activities and alleviate security,
management and compliance challenges

Security & Forensics Network Management &

A Negative Day Threat Detection Man ag ed Services

A Buffer traffic allowing IDS/IPS A Reduce incident response time
ability to handle the data stream A Network vulnerability testing

A Add packet level contextual data to A simplify network audits

A

existing alerting systems I\ o
Aggregate multiple network Remote visibility of customer data

segment data into one security stream
appliance Compliance

A Regenerate/replay to different A Retain an unabridged record of all
traffic protocols to multiple devices network traffic as insurance

A Create visibility into virtual traffic against evolving mandates

A Enforce corporate policies

A Detect, audit, and deter data
leakage
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What Happened Before You Patched?

Malware Monday

Patch Tuesday

Don’ t I
1.
2.
3.

4.

Negative Da y

You were infected before you patched
S happen to
® ®

et t hi

Wake-up Call Wednesday

Give your network a memory
Apply patches and pattern updates

Search or replay traffic and uncover
Mondayds mal war e

Fix the problem

Thr eat

20
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Solera Networks 1T Total Customer Satisfaction

BAE SYSTEMS

XACTWAIR=.

I Skyriver

&
Tahitian
NONI

The One Good Thing"

AWe needed a pr cagurec t
the immense amount of data that we are
going to need recorded in a very short
period of time. 0

"The speed with which we respond to
events now will more than pay for the cost
of this device.q

N &ctually doubted they would be able to
deal with the compliance issues in a
solution at that price. | was pleasantly
surprised.o

"Customer support has been outstanding.

We have found Solera Networks to be ergingech

very responsive. 0
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Solera Networks Product Line

Capture

Upto VMware Virtual, SMB, and Medium/Large

Software Appliance Up to 2Gbps 12TB HP/IBM Networks
. Up to Up to Off-the- :
Hardware Appliance 10Gbps 16TB Shelf Enterprise & Telco Networks
DS Storage/Archive NA 24TB Off-the- Cluster-enabled JBOD Storage
Shelf System

Software Modules (DeepSeeE Forensi (

DeepSee Reports Top applications, conversations, packet distribution, IP, etc.

DeepSee Search Si mpl e Gesguelsearehing of all captured traffic

File-system navigation of all captured data, automated folder-based filtering,

DeepSee Sonar and instant PCAP generation

Customers asking for flexibility in their deployments have found our software
and hardware offerings unigquely positioned to increase visibility across all
segments of the networks, virtual and physical.
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Customer Profile

Major US University i Replay Network Traffic Business Issue

AHigh threat of network breach -

network security is priority
DS APPLIANCE

A Current tools unable to locate
source of security breach

A Full packet analysis required

Solera Solution
A Capturing 100% of network traffic

. A Analyze complete record of
ANALYSIS network events 1 replay traffic

TOOLS

A Use existing tools like Snort®,
Ntop, TCPdump, and others

DS APPLIANCE DS STORAGE

Result

A Solera appliance helps quickly
locate source of problem =

T MNomaiNewenTmffe 11 Only Solera DS lets them minimized risk
=== 10Gbps Capture replay full traffic to go back | Aldentified hacked server used as

in time to a specific event! an eBay phishing site

Traffic Regeneration

1 Mirror/Span Port
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Customer Profile

Global Manufacturer i Add Context to Alerts

Security tool generates alert
Alert is sent to Solera Appliance through API

Solera Appliance sends PCAP containing traffic from before,
during and after the alert

R ¥¥Ie

Application used to diagnose and fix what happened

MIRROR/SPAN
SWITCH

i
|, =

NETWORK SOLERA DS 3150

Business Issue
A Growing intrusion threats

AMust analyze all network activity -
security, compliance and mgmt.

ACurrent t ool s don

Solera Solution

A Capture 100% of network events
A Analyze full packet, not header

A Replay traffic to give meaning to
firewall, IDS, DLP alerts

Result

A Activity before and after security
alert now available

A Can identify the source of any
security event

A Quicker time to resolution = cost
savings

Only Solera DS integrates with their security tools!
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T
Customer Profile

US Government Agency i Compliance Business Issue
A Network has high threat potential
DS 5150 A Given directive to record and keep

Deployed in multiple locations 6 months of network traffic
Capturing at 10 Gbps

Existing Analysis
Tools

A Must replay all network events for
\ security, and policy mgmt.

Solera Solution
A Provides unlimited storage of
network traffic

A Captures and records 100% of
network traffic, not just alerts

AWorks with existing alert and full
packet analysis tools

Result

A Complete 6-month record of all
network traffic for replay

: A Quickly identify the source of any
Only Solera DS appliances can meet security event

their large capacity requirements!
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Customer Profile

US Government Agency 1 Virtual Security Business Issue
A Agency virtualizing servers for cost
PHYSICAL savings and simplicity
SECURITY TOOLS

AVirtualization i no visibility = high
MULTIPLE VMS security risk for data centers
ON EACH SERVER

Solera Solution

A DS Virtual Appliance captures alll
¢ . .
pacone ) wacuie J§_uacns virtual traffic

VIRTUAL
MACHINE

A Regenerates traffic to security

= | tools for real-time analysis
O m——i AReplays all traffic (header and
appLANCE | payload) for complete analysis
Result
SOLERA VIRTUAL AMinimized risk raises confidence in
APPLIANCE CAPTURES ALL virtual network
VIRTUAL TRAFFIC

A Complete record of all virtual
network traffic i replay any event

Only Solera DS provides full packet ACost stavtingls by using existing
capture and replay for virtual networks! SECUTy ool
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