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Why Virtualize?

 Real savings

– Reduced personnel costs

– System consolidation, shared 

infrastructure

– Decreased hardware, power, space costs

– Increased asset utilization

– Reduced implementation/management 

time and complexity. 

 Operational flexibility

 Simplified application delivery

 Enhanced business continuity, disaster 

recovery

 Green IT initiatives

Resource Consolidation
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Virtualization Overview 

• Virtualization 

decouples physical 

resources from the 

OS & applications

• Machines are 

encapsulated as 

files

Virtualization Layer
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Virtualization Trends

• 52% Y-Y growth in 

virtualization servers

• 15% Y-Y growth for 

virtualization software

• Ten-fold increase in Virtual 

Machines by 2011

• Highest Impact Trend in IT 

through 2009

Top Trends for 2009: 

Security, Virtualization

#1 Security Threat for 2009: 

Virtualization vulnerabilities 

and securing virtual 

systems 

http://www.ziffdavisenterprise.com/
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Virtualization Security – The Basics

 Virtualization is not a security 

solution

 Virtualization ―visibility gap‖

 ‗Classical‘ exploits are very 

real

 Hypervisor attacks

– Myths?
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Challenges Managing Virtual Environment  

Significance of Challenges When Managing Server Virtualization Environment

(% Rating 4 or 5 where 5=Extremely Significant and 1=Not at all Significant)
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Specific Challenges with Network Security

 Lack of inter-VM visibility for 

monitoring and enforcement

 Aligning static policies with 

fast VM sprawl and mobility

 Maintaining network session 

state with live migration 

(VMotion) 

 Loss of SOD between server 

admin and network/security 

teams
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Virtualization Benefits Security and Compliance Concerns

Easy machine creation Vulnerabilities on a VM are not detected by 

external scanners

Multiple apps/servers consolidated 

into VM‘s on single ESX

External security devices on physical LAN can‘t 

automatically detect events on virtual devices

VM‘s operating and communicating 

entirely within virtual environment

Visibility gap; Lack of inter-VM visibility for 

monitoring and enforcement

VMotion (live migration) - Mobility 

enables high availability, dynamic 

resource optimization

Maintain security and isolation

Hypervisor enables consolidation Access to sensitive data in VM

Security Challenges In Virtual 

Environments
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Having Fun Yet?

All rights reserved, Dilbert. 2008
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Security as Virtualization Enabler 

Key Use Cases

 Virtualizing the Data Center DMZ 

servers

 Platform for Services Delivery

 Office-in-a-box

 Disaster Recovery

 PCI Compliance
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Enterprises: Protecting the Virtualized Data 
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Cardholder data

Data Center Virtualization

Cost Benefits of the fully collapsed topology:

 Full utilization of resources, replacing physical 
security devices with virtual

 Lowest-cost option

 Support for VMotion mitigates potential loss of 
functionality

 Unified security mngt. of both physical and virtual 
devices
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Cost Saving Scenario’s

MSPs

 Adding security to the cloud

 Flexibility and variety of services

 Outsourcing: cost benefits

Office-in-a-box

 Consolidate security with other 

applications on a single machine

 Protect other virtual machines and 

rest of office

 Simplify provisioning of remote 

office
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Cost Saving Scenario’s

Disaster Recovery

 Preserve security in DR scenarios

 No need for additional physical Firewall on the DR site 

 ―DR on a Disk‖

 Fast deployment – zero time

PCI Compliance

 Inspect & protect network communications between VM‘s 

 Maintain compliance with VMotion support and High 

Availability and Scalability

 Established security vendor is proven solution

– Assessor familiarity, well-understood

– Industry recognized vendor
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Next Steps

 Visit our Security Virtualization Center

– http://www.checkpoint.com/products/security_virtualization/index.html

 Visit out Compliance Center:

– http://www.checkpoint.com/solutions/compliance/index.html

 View VirtSec webinars:

– http://www.checkpoint.com/corporate/events/index.html

http://www.checkpoint.com/products/security_virtualization/index.html
http://www.checkpoint.com/solutions/compliance/index.html
http://www.checkpoint.com/corporate/events/index.html
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Thank You!

Questions?

Tamir Hardof: thardof@checkpoint.com


