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Resource Consolidation

= Real savings
— Reduced personnel costs

— System consolidation, shared
infrastructure

L
— Decreased hardware, power, space costs
— Increased asset utilization

— Reduced implementation/management
time and complexity.

=  QOperational flexibility

=  Simplified application delivery

= Enhanced business continuity, disaster
recovery

= Green IT initiatives




Virtualization Layer
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 Virtualization
decouples physical
resources from the
OS & applications

* Machines are

encapsulated as
files

= Check Point
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* 52% Y-Y growth in
virtualization servers
* 15% Y-Y growth for -~
virtualization software

Top Trends for 2009:
% IDC Security, Virtualization /\
e S EHE

» Ten-fold increase in Virtua
Machines by 2011

» Highest Impact Trend in IT
through 2009

#1 Security Threat for 2009:
Virtualization vulnerabilities
and securing virtual

systems

Gartner _— .
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Virtualization is not a security
solution

Virtualization “visibility gap”

‘Classical’ exploits are very
real

Hypervisor attacks
— Myths?
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Significance of Challenges When Managing Server Virtualization Environment
(% Rating 4 or 5 where 5=Extremely Significant and 1=Not at all Significant)
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Lack of inter-VM visibility for
monitoring and enforcement

Aligning static policies with
fast VM sprawl and mobility

Maintaining network session
state with live migration
(VMotion)

Loss of SOD between server
admin and network/security
teams

© Original Artist
Re progl,ug}ion righ‘ts': obtg’inable from
wwwaé\‘rt'PonStock.comﬁ

"As far as we can tell, the system went down because
someone stepped on a crack in the sidewalk."
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Securnity,Challenges: in \Virtual
EnVi ron ments 4 S SOFTWARE TECHNOLOGIES LTD.

Virtualization Benefits

Easy machine creation

& Check Point

Multiple apps/servers consolidated
into VM’s on single ESX

VM'’s operating and communicating
entirely within virtual environment

VMotion (live migration) - Mobility
enables high availability, dynamic
resource optimization

Hypervisor enables consolidation
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OUR SERVERS ARE USING
TOO MUCH ELECTRICITY.
WE NEED TO VIRTUALIZE.

www.dilbert.com  scottadams Baolcom

1 DID MY PART BY
READING ABOUT
VIRTUALIZATION IN
A TRADE JOURNAL. NOW!
YOU DO THE SOFTWARE
PART.

24308 22008 Scolt Adams. Inc./Dist by UFS, Ing.

WHY IS YOUR PART
TAKING S0 LONG?

All rights reserved, Dilbert. 2008

A [Unrestricted]—For everyone

11



WhatsYeuVilINEeanlRulISESESSION & Check Point

SOFTWARE TECHNOLOGIES LTD.

= Market & Technology Trends

= Virtualization — Security Concerns

= Summary

totalsecurity™
©2009 Check Point Software Technologies Ltd. All rights reserved. & [Unrestricted]—For everyone 12



Virtualizing the Data Center DMZ
servers

= Platform for Services Delivery
= Office-in-a-box
= Disaster Recovery

= PCI Compliance



Entenprisess Protectingjthe Virtualized [Data

| & Check Point
C e n t e r g s SOFTWARE TECHNOLOGIES LTD.

Data Center Virtualization

Virtualized
Security Gateway

Web Servers  Application Servers Database Servers

e Cardholder data

Security Gateway VMware
totalsecurity™ vCenter
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= Adding security to the cloud
= Flexibility and variety of services
= Qutsourcing: cost benefits

» Consolidate security with other
applications on a single machine

» Protect other virtual machines and
rest of office

= Simplify provisioning of remote
office

15



Disaster Recovery

Preserve security in DR scenarios
No need for additional physical Firewall on the DR site
=  “DRon a Disk”

= Fast deployment — zero time

PCI Compliance

= |nspect & protect network communications between VM’s

= Maintain compliance with VMotion support and High
Availability and Scalability

= Established security vendor is proven solution
— Assessor familiarity, well-understood
— Industry recognized vendor
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= Visit our Security Virtualization Center

— http://www.checkpoint.com/products/security virtualization/index.html
= Visit out Compliance Center:

— http://www.checkpoint.com/solutions/compliance/index.html
= View VirtSec webinars:

— http://www.checkpoint.com/corporate/events/index.html

R TAHE TEIHESIER LT

Check Point’

Check Point’

HOFTAMAL TECHHOLOG LS LTD

Progiuctz & Sarvcks By Seppo Abod B Ry Accomnt

Hame  Prodic riche My Seppart ahaid e By Acco

eennurers o sreers  Wirtualization Security and PCl Compliance

em bhis oirt Check Peint ard YMware webirae te keam howe ta mairzan ssparzticn and isalation of Secu rlt}I" Virtualization

et sarvars na uirtualzed enercneEal i0oorier By eEat 200 Gamakanca e arementa.

Endpuinl oo ke S— WA Al P s nmEnias prere for A sompla rsss e D ereciers Eime oons e serseer | Fuska = AT
Aplairae Waltadiogluer il sy e s {jhg{‘;k Pmnt maperizes a2 w25 b ongong opseetiorel sspenaes azsaciatsd with zervers &5 wirtasizaton

woears Bl Aediivcwre dotazorter trarsfomrs from physe B prvTamaE TECHACUCIE LT a0z ok v data coakzes angd oruer roomz, a2 qassber oong acksd s — hos cocs ooty fit

“EXI S1EI'S
Tankack iz Snline
Check 2ant enas e SECuUity proTREaIanals o @eowice 3 C ear readrEp OF A0 10 takE 3dVariEge ©f sl um salo (SR
wrbualzativy whie mantaring abigh eea af sanary . ¥R WE (Wirtual Dilitinn] fore ¥ 8 sore

Eor s Witeare arnl Chete Foir? that am iro the witLalization afforts?
uriguety 2walakle rmovirkozl o it

Fome Froderiz 8 Devizex Buy Tuppert ARowt B My Accourd

SECURITY CENTER

2 noort = 3 . LR TTL ey LRy B
Spport Saan ; : mrablae yon Lo dankn b osanmes cecermbogy veed Lo secoee yoer bl o sasues oo vl "
Brofuscinnal Sarsirae Cﬂm D' lance & RIE‘H Mﬂnﬂgement swrormernts, addmorally YPk-1 Poper WEX providss 2 zooute platform for sirtuaizine vour YPH-1
Trainnn & Cactficsbane = . ooty gabzeracs, ©adlre guizs pravenang ond corecloaton foowduzz cants.
P — Falured Spaokers; Tnd:ly'; coMmpankees ae stroggling with the compladiies and costs of complying with i e : N ™
S—arDefancs SA-sian chary Chaubal ragulations. FEATURED FRODUCT
T T TazhricAl Maketing § Check Port is & lsscding secunty sobtions prowider that deleers compeehensive secuny
Y= are & mtegrated suits of prochscts, With sm uncompromizing commikmert bo pure secunty, YPH-1 VE
™ P— Chard Chadbsl s a S5d Point smplfies compliseos for the snterprize,
PR e b arbrend it anebli wTE L e e P age
nourky Catd - !
H;r”.s Jimusizakisn. Hi= zreq TUATURDD SoLuman szad Yo B
nfvasinasioee man g
Evenks . f q
W Tmor’s prescriptive quidarce oy Mapzing Security Across Multiple Regulations
Mrrrsysteims, where ie had rvar Inbrodusing .,.,,.,.”.Er,,_._m. p_.P_,mP g BEMEFITS BEOLUTIGNS DEFLGTMENT OFTIGME
rezogrcs anacerenk anc grd inf F A
belee af fotarcmtoe st b arae o d osmenw vidusd Fovrnemank nLPHA LT = Saniri=q Urhislred Saecere
it Uk PR Pee WEe
wAmc e Dophay et sith nCWinzErg
RECAULATIONS EOLUTIONS REEDURCES car et LA SREEnTE S
w PO Diaba Swourity Skardard w Chack Prirk PC1 Sciutions w Check Paint Cross-Camplancs | |0
= Garbanes-duer [S0%) wCheok Point S08 Boluions Resouroes
 HIFRA #Chack Prink HIFAA Saktiar *t Check Famt FOLRancurees

totalsecurity™- v A
©2009 Check Point Software Tech /A [Unrestricted]—For everyone 17
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Thank You!

Questions?

Tamir Hardof: thardof@checkpoint.com
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