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Company Introduction

ÅPeter Bybee, CISSP, CISA

ÁCEO of Security On -Demand & Network Vigilance

ÁPast ISSA Chapter President

ÁSpeaker, Lecturer, Published Author & Security Expert

ÁGuest Lecturer at UCSD, National University, others

ÁPast Keynote Speaker & Panelist at IT Security 

Conferences

ÅSecurity On-Demand

ÁFounded 2001 - Managed Security Services Provider 

(MSSP)

ÁFirst in Marketplace to design & build Managed Security 

Services for Network Access Control, & Web App Firewall
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Company Services Description

ÅRisk Assessments

ÅPolicy & Governance Consulting

ÅProduct/Solution Development

ÅSecure Network Design

ÅImplementation Services

ÅVulnerability Scanning

ÅFirewall Management & Support

ÅIntrusion Monitoring

ÅEvent Correlation

ÅLog Management

ñOn-Demandò 
Managed Security 
Services

IT Security 
Consulting & 

Solution Sales
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Company Highlights

ÅSecurity On-Demand

ÁOver 1000 Security Devices being actively managed

ÁClient base consisting of Banks, Credit Unions, Healthcare, 

biotechnology, retail, e -commerce, etc.

ÁCompliance Management for PCI, HIPAA, SOX, GLBA, etc.

ÅOperations

ÁSAS-70 Certification

Á24x7x365 Staffing

ÁPCI Certified ASV

ÁWorldwide Coverage

ÁRedundant Data Centers

ÁCertified Security Analysts
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What Will We Cover Today?

ÅWhat data sources are most valuable to monitor?

ÅHow do you determine what data sources & devices 

to include and exclude?

ÅHow do you get a handle on understanding the risk or 

severity level associated with a monitoring alert?

ÅWhere is the information that should be monitored?

ÅHow will monitoring provide business value to my 

organization?

ÅIf I wasnôt doing it before, why do I need to do it now?

5



Comprehensive, On -Demand  Security

What is Monitoring?

ÅMonitoring means 

1. Centrally collecting events from critical systems, 

applications, & security devices in real time

2. Performing analysis of traffic, data, and events in real 

time

3. Deciding on what actions to take or not take based on 

established policy

4. Responding according the Security Incident Response 

Plan

ÅWhat connection between monitoring & Logging?

ÁMonitoring is NOT Logging

ÁLog Data from various data sources is part of the overall 

monitoring & risk management process 6
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Why Should you Monitor?

ÅWhy Should you Monitor?

ÁProtect Sensitive Company Data Assets

ÁRequired by Compliance & Regulatory Bodies

ÁBusiness Disruption Cost

ÁLegal Liability for Data Replacement

ÁReputation Loss

ÁFines for a Data Breach (PCI, HIPAA, SB -1386, etc.)

ÅIf I didnôt do it before, Why do I need it now?

ÁRegulatory Requirements have changed

ÁStandard of Due Care ïConsidered prudent today

ÁEvolving Threats & Increased Risk to Financial Exploits
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Monitoring Helps 
Keep you Proactive

Itôs easy to get Distracted
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Case Study of a Convicted Hacker

Å In September of 2007, Robert Moore 

pleaded guilty to conspiracy to 

commit computer fraud & was 

sentenced to 2 years in Federal 

prison

ÅHe broke into 15 telecom companies 

and hundreds of businesses 

worldwide

ÅMoore scanned more than 6 million 

computers just between June and 

October of 2005. AT&T reported to 

the court that Moore ran in excess of 

6 million scans on its network alone. 
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How did he do it?

ÅHe purchased 2 GB of data on corporate IP ranges 

for $800

ÅHe then scanned the IPs looking for specific devices 

he wanted to exploit

ÅUsing recon techniques & simple network probing & 

mapping he looked for specific vulns

ÅThen ran exploits for unpatched code, known vulns & 

dictionary attacks against weak passwords

Å70% of all the companies he scanned were insecure, 

and 45% to 50% of VoIP providers were insecure.
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What could monitoring have done?

ÅMoore said it would have been easy for IT and 

security managers to detect him in their companies' 

systems... if they'd been looking. 

ÅThe problem was that, generally, no one was paying 

attention. 

ÅHe further commented:

Á"If they were just monitoring their boxes and 

keeping logs, they could easily have seen us 

logged in there,ñ

Á"If they had an intrusion detection system set 

up, they could have easily seen that these 

weren't their calls." 11
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What Should You Monitor?

ÅWhat is the Ideal Monitoring Scenario?

ÁMonitor Everything!!

ÁEvery scrap of data is important from every source

ÁSome of the recent security breaches have hit companies 

that were ñPCI Compliantò (Heartland Payment Systems)

ÅWhat are the Constraints to Monitoring Everything?

ÁHowever - Impractical due to resource constraints, 

licensing costs for products

ÁHow do you avoid getting only a partial picture by 

monitoring only select devices and sources?
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Where is Security Data Found?

ÅVirtually all systems on the network contain 

security data
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