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Agenda

Å Mobility Trends and Their Impact on IT

Å Looking at the ñInsiderò Threats

Å Addressing Challenges of Greater Mobility

ïUnder Todayôs Market Conditions

Å How Cloud Computing Solutions Can Improve 

Mobile Visibility and Control - Economically
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Fiberlink Corporate Overview

ÅCompany:
ïFounded in 1994 and Headquartered in Blue 

Bell, Pennsylvania

ïPresence in North America, Europe, and Asia 

ÅLegacy of Leadership and Innovation:
ïMobility as a Service (MaaS)

ïGartner Leadership Quadrant for 7 yrs in a row

ïYankeeôs first Remote Endpoint Security solution

ÅProduct Platform:

ïScaling to millions of laptop-to-platform 
transactions each day 

ïUnique approach to mobility management 

ïPatented technology
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Today Everyone is Mobile and Access 
is Everywhere

[Mobility] is not limited to the traditional ôhotõ employee categories, who are typically 

ôroad warriorsõ seeking to access corporate applications while on the move or in 

public places; increasingly it also includes part-time and full-time home workers and 

so-called ôday extenders.õ 

- Jeremy Green & Pauline Trotter, Ovum, 12/05

Road Warriors

Planes

Trains

Automobiles

Highly Mobile Employees:  25%

Day Extenders

Morning

Noon

Night

Employees with Laptops:  > 50%

http://creative.gettyimages.com/source/Search/22','22','1','


>

Copyright 2009 5

Is Mobility a Risk?

­According to a study by the Ponemon Institute, 
600,000 laptops are reported missing every year -
and that's just at U.S. airports. 

­The cost of recovering from a single data breach 
now averages $6.3 million.

http://creative.gettyimages.com/source/Search/22','22','1','
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Smart Phone Risk

­The Washington Post reports:
®In Chicago alone, 160,000 portable devices are left 

in taxicabs every year. 
ï37% of smart-phone users store confidential business 

data on their phones. 
®Only 40% of those surveyed worked at companies that 

have corporate policies about wireless security.

http://rds.yahoo.com/_ylt=A9gnMiVZi4tHjV0ABS2jzbkF/SIG=11m4vhlnj/EXP=1200413913/**http%3A//taxipass.com/taxi-rider.jpg
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So What About Company Data?

Do You Know 
Where Itôs Been 

Going?

You Should.
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More Data is Exposed on Laptops

Customer data

Product designs

Bids and proposals

Proprietary software

Financial information

Business plans

Confidential 
employee data

IDC estimates 
that 60% of 
corporate data 
resides on 
laptops and PCs
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So, my mobile devices and data 
are exposed and IT may not 
know ité.

What are the odds of a problem 
occurring?
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The Economy Is Not Slowing Cybercrime

Thursday, January 29, 2009
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Websense: Number of compromised 
websites at all - time high
January 21, 2009

A recent study:

ÅOf the top 100 most popular sites on the web, 

70 percent are either hosting malicious content 

or contain a hidden redirect 

ïUp 16 percent over the first half of 2008

ÅThe number of legitimate websites 

compromised, exceeds the amount of sites 

specifically created by cybercriminals  
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The Hackers are Motivated!

Source: 2008 Symantec Internet Security Threat Report Trends   
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Mobile Devices Are Targets

Wireless Hacking:

Stolen Laptop:

Data In Motion:

Lost Device:

Taking Aim

http://rds.yahoo.com/_ylt=A9gnMiVZi4tHjV0ABS2jzbkF/SIG=11m4vhlnj/EXP=1200413913/**http%3A//taxipass.com/taxi-rider.jpg
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Securing WiFi 
Is it a False Sense of Security?

ÅNot all WiFi access points are the same

ÅPublic access points donôt want security
ïToo painful for the user to manage it

ïDesire simple connection only

ÅEven secure points are at risk
ïHome and office environments with WEP are 

exposed

ï46% of companies still use WEP for securing 
WiFi

ÅHow easy is it to break WiFi security?
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The Internet as a Hacking Source
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46% of Corporations Still Use WEP as a Standard

The reason is:

Á It takes time, money and resources to setup a better WLAN 
infrastructure

Take these steps:
Á Use an enterprise-grade WLAN solution, such as PEAP (802.1x), 

that requires authentication

Á Verifies identity

Á Ensure all systems have an active personal firewall

Á Ensure all devices are current and have AV and Antispyware 

running 

This may be a real Blind Spot!
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Greater Mobility is Creating
New Challenges for IT

The Problem:

ÅLaptop users are away from the 

LAN for longer intervals

ÅExisting LAN-based utilities canôt 

effectively reach these devices

Å Increase in Cybercrime is exposing 

mobile devices

Å Protecting and managing mobile 

devices is complex and expensive 

Activities related to mobile device management 
that require the most staff resources and skills

ÅLack of visibility, coupled with ineffective device management, 

leaves devices and data exposed
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Fiberlink Assertions:

ÅThere is enormous risk TODAY, in how we handle mobility

ÅThat the problem is getting worse,é fasté will likely double 

in 2 years

ÅExpensive: Estimates are that mobile IT Operations cost a 

minimum of $2M annually for every 1,000 users 

Å That our decades old approach is fundamentally flawed and 

cannot scale to handle the challenge
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Todayôs Architectures are LAN-Locked

The Enterprise Network
Mobile 
Laptop

Policies

Apps Updates

VPN

Policies

Apps Updates

IT has some Control

LAN-based solutions rely on a connection to the corporate 

network to receive updates, new policies, and applications  
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The Mobile Blind Spot

The Enterprise Network
Mobile 
Laptop

Web Sites
Saleforce.com

Partners
Home Network

When the device is not connected to the 

corporate network, it is in the ñMobile Blind Spotò

X

IT is not in Control

Policies

Apps Updates

Policies

Apps UpdatesX

LAN-based architectures rely on a connection to the corporate 

network to receive updates, new policies, and applications  

Todayôs Architectures are LAN-Locked


