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> Agenda

A Mobility Trends and Their Impact on IT
A Looking at the flnside

A Addressing Challenges of Greater Mobility
IfUnder Todayos Mar ket Cond

A How Cloud Computing Solutions Can Improve

Mobile Visibility and Control - Economically
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> Fiberlink Corporate Overview

A Company:
I Founded in 1994 and Headqguartered in Blue
Bell, Pennsylvania

I Presence in North America, Europe, and Asia

A Legacy of Leadership and Innovation:
ﬂ I Mobility as a Service (MaaS)
AR, .8 — I Gartner Leadership Quadrant for 7 yrs in a row
I Yankeeds first Remote I
. F?v
%2

A Product Platform:

I Scaling to millions of laptop-to-platform
transactions each day

I Unique approach to mobility management
I Patented technology
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Today Everyone is Mobile and Access
1 is Everywhere

= = I

Road Warriors
Trains

Planes Automobiles Night
Highly Mobile Employees: 25% Employees with Laptops: > 50%
[ Mobi |l i ty] I's not | imited to the trac

Oroad warriorsd seeking to access <cor
public places; increasingly it also includes-pame and fuitime home workers and
socal l ed 6day extenders. o

- Jeremy Green & Pauline Trotter, Ovum, 12/05
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Is Mobility a Risk?

- According to a study by the Ponemon Institute,
600,000 laptops are reported mis:

and that's just airfgdsts -y, )\

- The cost of recovering from a sing
now averages $6.3 million. ‘
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=~ Smart Phone Risk

- The Washington Post reports:

®In Chicago &él60)00 portable devices a
in taxicabs every year.

I 37% of smamthone users store confidenti
. data on their phones.

®O0nIy0% of those surveyed worked at cc
have corporate policies about wireless se

. |
\
N
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> S0 What About Company Data?

I

Do You Know
Where |t C
Going?

You Should.
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> More Data Is Exposed on Laptops

IDC estimates
that 60% of
corporate data
resides on
laptops and PCs

—
—~

\
/

Customer data

Product designs

Bids and proposals

Proprietary software

Financial information

Business plans

Confidential

employee data

/
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So, my mobile devices and data
are exposed and IT may not
Know 1 té.

What are the odds of a problem
occurring?
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> The Economy Is Not Slowing Cybercrime

B == | .

Thursday, January 29, 2009
1 hen financial ki k a dive. With
Data-stealing scams s, Slbat the 0o it

I have lekEd Into hlgh thel_lrllumber of sc?msai)n the Web soared.
e number of malicious programs cir-
gear Smce laSt fall culating on the Internet tripled to more
i than 31,000 a day in mid-Septem-
| By Byron Acohido and Jon Swartz Cover ber, coinciding with the sudden
¢ USA TODAY SOWR2  collapse of the U.S. financial sector,
according to Panda Security, an In-
ternet security firm.

It wasn’t a coincidence, says
Wan Sherstobitoff, chief corporate evan-
g@ist at Panda.

‘The criminal economy is closely in-
errelated with our own economy,” he
says. “Criminal organizations closely watch

tumble S By Suzy Parker USA ODAY i &
: market performance and adapt as needed
promotions touting fake computer virus  to ensure maximum profit.”
Cy er leves Og On protection, get-rich scams and funny or lu-

rid videos — already were rising last fall Please see COVER STORY next page »

percriminals have launched a
massive new wave of Internet-based
schemes to steal personal data and carry
out financial scams in an effort to take ad-
vantage of the fear and confusion created
tumblmg financial markets, securi
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Websense: Number of compromised \

websites at all -time high
January 21, 2009

A recent study:

A Of the top 100 most popular sites on the web,
/0 percent are either hosting malicious content
or contain a hidden redirect

I Up 16 percent over the first half of 2008
A The number of legitimate websites

compromised, exceedsthe amount of sites
specifically created by cybercriminals
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> The Hackers are Motivated!

InformationWeek

$10- 9150

Price range on the black market for a
full set of identity information

$.09-§5

Price range per stolen credit card

Source: 2008 Symantec Internet Security Threat Report Trends
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> Mobile Devices Are Targets

= | A,’—'—_

7. S
Wireless Hacking: \

Data In Motion:

| N
o ' |
\
\ /
N /
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Lost Device:

Taking Aim
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Securing WiFI
IS It a False Sense of Secur_itg’_?z!

>

A Not all WiFi access points are the same

APubl ic access points
I Too painful for the user to manage it
I Desire simple connection only

A Even secure points are at risk

I Home and office environments with WEP are
exposed

I 46% of companies still use WEP for securing
WiFi
A How easy is it to break WiFi security?
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> The Internet as a Hacking Source

e =

3 YouTube - Broadcast Yourself. - Microsoft Internet Explorer

Fil=  Edit

View Fawvoribes  Tools  Help

eﬁack - O - @ @ ;h|pSearch *Favorites @‘ E’-f_r::z- ’:\_;»"' 4 J J% .ﬁ

Address IE hkbp: [ v voutube . com|results?search_query=hacking+wepfsearch_type=

x| e ks >

(;chle“cv LIGD +@3 B - | 9% Bookmarksw EJ 156 blocked | ﬂ:ﬁ'check * % Autolink - Q.’_, Autofl @Send bow @Settingsv
Y Sign Up | Quicklist (0) | Help | LogIn | Site: @ =
Broadcast Yourself™ Home Videos Channels Con‘lmunity
. - zettings
hacking wep | |V||:|e|:|3 j Search | e sl Upload
“hacking wep” video results 1- 20 of about 154 B
Videos Channels Sartby: | Relevance @w Uploaded: | Anytime Display, | == ==
| Hacking WEP Encryption Addec 3 morths ago % atat
' | WEP being hacked. MORE: :Z\”;:'—iﬂ;a;"ﬂw—m better
hacks1010wehs.com.. hacks hacks1010 hacking S
wep wpa tsk cell phone upload ;::** than
- flowers
More in Education Give mom a
' . ) FREE" Mokia 6085
[EFD ep. 2 - Wireless Hacking - Cracking Adddect 10 mornths ago camera phore
WEP From: Gregoram P
.To download a High guality version visit our \_:'T’i;m 003
webhsite, wwaw.infinityexists.com...Cracking 128 hit .
WEP aircrack airodumnp aireplay hack hacking 0442
See duplicate videos Infinity Exists (maore) More in Howto & Style
Hacking WEPF by Ba@i Added: 1 year ago
Hacking WEP in anvone wireless network... kismet E;E%
wiraless wep aircrack hackin e
e I 9 b & 8.8
Fen 03:36
See duplicate videos More in Sports
c it 2 = Wireless WEP key Hacking Added: & morths ago
opyri -
Pyrg corm For a Hackina Guide. This viden From: jcortes187 =]

S & Done
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> 46% of Corporations Still Use WEP as a Standard

The reason Is:

A It takes time, money and resources to setup a better WLAN
Infrastructure

Take these steps:
A Use an enterprise-grade WLAN solution, such as PEAP (802.1x),
that requires authentication
A Verifies identity
A Ensure all systems have an active personal firewall

A Ensure all devices are current and have AV and Antispyware
running

¥

nis may be a reai Bi:_l(j Spor

V)
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Greater Mobility is Creating

>

The Problem:

New Challenges for I'T

Activiti /ated f bile devi t
A Laptop users are away from the that require the most staff resources and skills
LAN for longer intervals -
Managing Security 58%
A ExistngLANb ased wut il i el
Resolving Helpdask Incidents and Problems
effectively reach these devices Sopiog vty nd Wi s
Ensuring Compliance and Producing Audit Trails
A Increase in Cybercrime is exposing st iin Pl
] ] Gaining Visibility Into the Compliance of Remote Laptops
mobile devices ot
Not Sure
A Protecting and managing mobile
devices is complex and expensive
A Lack of visibility, coupled with ineffective device management,
leaves devices and data exposed
Copyright 2009 Simple. Secure. Mobility. | FIBERLINK 18




> Fiberlink Assertions:




> Todayos

Ar c hi t-leakddu r e

LAN-based solutions rely on a connection to the corporate
network to receive updates, new policies, and applications

IT has some Control

Mobile

Laptop The Enterprise Network
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> Todayos Archi tleckddur e

LAN-based architectures rely on a connection to the corporate
network to receive updates, new policies, and applications

When the device is not connected to the IT is not in Control
corporate networ k, It 1s 1 n the nMo

Mobile .
The Enterprise Network

Laptop
Web Sites
The Mobile Blind Spot Saleforce.com
Partners

Home Network
Simple. Secure. Mobility. FIBERLINK 21
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