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> Agenda

e Mobility — benefits, threats and
challenges

e Technologies you should consider
e Setting priorities

e Mobility-as-a-Service
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> Fiberlink corporate overview

e Company:
— Founded in 1994; headquartered in Blue Bell,
Pennsylvania

— Presence in North America, Europe, and Asia

e |Legacy of Leadership and Innovation:
— Mobility as a Service (MaaS)
— Gartner Leadership Quadrant for 7 years in a
row
e Mobility as a Service:
— The MaaS360 Platform

— Visibility, control and connectivity for laptops,
distributed PCs and mobile devices

— A menu of managed security services
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> Fiberlink customers
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>Mobility hlps ployees...

Be more productive
Get closer to customers

...but mobility also brings new challenges...
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>Managing endpoint security

» Applications « Visibility

e Personal firewall ° Updates
e Anti-virus o
« Others e Remediation

e Patches
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The "Mobile Blind Spot”

° Employees dont log onto the corporate network
for hours, days or weeks

e No patches, no updates, no visibility

e Exposed to hackers and zero-day malware

e No compliance reporting

Updates
Apps Policies

INTERNET

Mobile
Laptop
Web Sites
The Mobile Blind Spot Personal email

Saa$S business apps
Simple. Secure. Mobility. FIBERLINK 7
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>Loss and theft of devicg_s |
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http://shop.verizonwireless.com/?id=BlackBerry%AE+Curve+8330+in+Silver+PDA/Smartphone

> Lost devices
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* 600,000 laptops are reported missing every year j
uﬁ.ji;pons. (Ponemon Institute)

 In Chicago alone, 160,000 portable devices are left

......
.........
..........
e ol

taxicabs every year. (Washington Post)

* 37% of smart-phone users store confidential busi

data on their phones. (Washington Post)
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> 9,000 USB drives left at UK dry cleaners
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Forgotten USB sticks at the dry cleaners leaves data hung out to dry (IMG: courtesy of 10
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> Insecure communications

e Eavesdropping e "Man in the middle” attacks
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> Insecure communications

“Many firms were simply turning on their wireless net access
points and use default settings that anyone familiar with wi-fi
could easily find out...RSA said that 26% of wi-fi networks
found London used default settings compared to 30% in
Frankfurt, 31% in New York and 28% in San Francisco.”
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>WEP IS not Very secure
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>Employee

data leakage”

e Disgruntled employees |e Social security #s
e Inadvertent policy e Credit card #s
violations e Bank/account #s
— — | e Protected health info
60% of Customer data
corporate data
resides on Software and desigrj
laptops and PCs | ——— _
- IDC Financial information

Business plans

Employee data

S — e
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>Employee “data leakage™

e 61% of respondents said that accidental data leaks

occur frequently or very frequently. (Ponemon Institute)

e 79% of respondents said one or more insider-
related security breaches at their companies go

unreported. (Ponemon Institute)
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> Compliance — does it affect me?

e Yes, if you store credit card numbers or
social security numbers

e Yes, if you store confidential employee
information

e Probably, if your business customers are
regulated

e In the future, if you store any confidential
customer information
— Massachusetts 201 CAR 17.00, effective

1/1/2010 (http://www.fiberlink.com/fiberlink/en-US/utiIiﬁy/MassZO1.html)
FIBERLINK 16
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> Review key technologies

Endpoint Security Communications
e Personal firewall e \V/PN

e Anti-virus and anti-spyware

e Patch management

e /ero-day threat protection/intrusion
protection

Data Protection

e Data encryption

e Data leak prevention
e Device (USB) control
e Back-up and recovery

CCCCC ight 2009 Simple. Secure. Mobility. FIBERLINK 18




> Include visibility/management tools

e What laptops are missing a critical patch?

e How many systems have the standard
firewall in the current release?

e How old are the anti-virus signature files?
o \What unsafe applications are installed?

e Has the new security application been
installed properly?

e How many systems have enough
capacity to upgrade?




o Identify risks
— Legal and regulatory exposure
— Loss of reputation

e Identify who is carrying the data
— Credit card and banking numbers

— Employee data (SS #s, contact information,
health information)

— Confidential business information: Business
plans, product designs, software code, etc.

Copyright 2009 Simple. Secure. Mobility. ’ FIBERLINK 20




>Set priorities, cont.

e Tighten up access and auditing
— May require rewriting policies

e Use “thin client” technology and SSL VPNs
where applicable

— Better for “functional” workers and database-
oriented applications,

— Usually not good for knowledge workers and
“personal productivity” applications
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>Set priorities, cont.

e Set up a mobile security “baseline” configuration
— Personal firewall
— Anti-virus
— Patch management
— Data encryption?

e Create a “"plus” configuration for key employees
— Data encryption (if not in baseline)
— Device (USB) control
— Data leak prevention
— Back-up and recovery
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> Mobility as a Service (Maa$S)

1. Collect and submit data from endpoints __mi";;,m
« Inventory data |

* Device status Management g =60

« Compliance status Portal

3. Report on inventory,
status, compliance, cost

4. Define and distribute
policies, document that
policies were enforced

The Enterprise Network

2. Enforce policies on endpoints
» Stop applications

* Restart applications

» Download files

» Cut network access

Web Sites
Personal email

The Mobile Blind Spot SaaS business apps
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> Improve operational eff|C|ency

e A single management console giving a comprehensive
view of software and security applications on endpoints
— Installed hardware and software
— Operating system patches

— Firewalls and anti-virus packages
o Identify gaps and problems
e Know what needs to be updated
e Document compliance

nal Firewall Version (Top 10}

\ - W
Sygate5.6

e Plan for upgrades and migrations

Installed Endpoint Security Applications

Free Space on System Driv

W <=5 W 50105 W 1gwzsy W [ Not Available
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> Manage and protect corporate data

e One console to view and control
multiple endpoint security and data
protection applications

o Automatically update OS patches
and anti-virus signature files

e Monitor and remediate security
software

e Block non-compliant systems (NAC)

e Speed up deployment of new security

applications
— Data encryption,

- DLP Action When Out of Compliance Warn But Do Mot Enforce LI Select the action to be t:
________ Celect Ong -------—- Firewall applications beir
D I USB t | Disconnect Extend260 Established: not been installec.Q;
- eVICe Con ro isconnect Extend260 Established
Restrict Internst Access based onf; =
Warn But Do Not Enfarce Disconnect Extend360 Established Internet and YPM
—_— Others Connec kions
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> Reduce risk by enforcing compliance

Qut-of-Compliance Events by Application

W Anti-Virus B Data Encryption
B Extend360 Enforcement Agent B Firewall
[ Generic Applications

Devices Out-of-Compliance (Top 10)

Out-of-Compliance Enforcement Actions

Drint . Diownlnad

Copyright 2009
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Provides a comprehensive
picture of:

— Software installed

— Patches applied

— Devices in compliance

— Devices out of compliance

— Reasons for falling out of
compliance

— Enforcement and
remediation actions taken

Simple. Secure. Mobility.
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> Mobility management is a “"Smart Spend™

Q. What is a "Smart Spend”

— A. An investment that impacts multiple initiatives o7 |

e Reduce capital expenses

— Hosted solutions reduce data center and
hardware expenses

o | ower direct and indirect costs of mobility

1
— Reduce administration, help desk, security and )
training costs; support telework

e Increase the value of existing investments

— Manage existing security applications better.

Copyright 2009 Simple. Secure. Mobility.
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> What does it mean to you?

e Increased mobility is creating new device
and data threats

e Mobile devices are the most vulnerable

e Implement security solutions that reach the
“unconnected users” — the Mobile Blind Spot

e Consider a cloud-based solution to improve
overall visibility where mobility is most
vulnerable

— Fewer resources to support
— Better overall economics

Copyright 2009 Simple. Secure. Mobility. FIBERLINK 28
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Please stop by our display

for more details

Questions? jfriedman@Fiberlink.com
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