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Extending Device and Data Protection 

to the Mobile Workforce

The New “Insider” Threat
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Agenda

• Mobility – benefits, threats and 
challenges

• Technologies you should consider

• Setting priorities

• Mobility-as-a-Service
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Fiberlink corporate overview

• Company:
– Founded in 1994; headquartered in Blue Bell, 

Pennsylvania

– Presence in North America, Europe, and Asia 

• Legacy of Leadership and Innovation:
– Mobility as a Service (MaaS)

– Gartner Leadership Quadrant for 7 years in a 
row

• Mobility as a Service:

– The MaaS360 Platform

– Visibility, control and connectivity for laptops, 
distributed PCs and mobile devices 

– A menu of managed security services
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Retail Technology Travel Other

Finance Healthcare Insurance Media

Automotive Consulting Consumer Goods Energy

Fiberlink customers

http://www.payless.com/default.aspx
http://bbfliis04/
http://www.motorola.com/seamless_mobility
http://images.google.com/imgres?imgurl=http://dailygameplan.typepad.com/photos/uncategorized/toyota_logo_20.jpg&imgrefurl=http://dailygameplan.typepad.com/dgp/&h=185&w=256&sz=39&hl=en&start=11&tbnid=LJd1IG3DDCI7VM:&tbnh=80&tbnw=111&prev=/images%3Fq%3Dtoyota%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D
http://www.anixter.com/AXECOM/US.NSF/HomePage?OpenForm
http://rds.yahoo.com/_ylt=A0geu5cXQJNIU2sBRJlXNyoA;_ylu=X3oDMTBzMXU3MGUzBHNlYwNzYwRjb2xvA2FjMgR2dGlkA0Y5MTlfOTk-/SIG=1k8ef6v4a/EXP=1217696151/**http%3a//images.search.yahoo.com/images/view%3fback=http%3A%2F%2Fsearch.yahoo.com%2Fsearch%3Fei%3DUTF-8%26p%3Dfruit%2Bof%2Bthe%2Bloom%2Blogo%26w=67%26h=47%26imgurl=www.teezz.co.uk%2Fimages%2Fembroidered%2Ffruit-of-the-loom-logo.jpg%26size=2.3kB%26name=fruit-of-the-loom-logo.jpg%26rcurl=http%3A%2F%2Fwww.teezz.co.uk%2Fimages%2Fembroidered%3FS%3DD%26rurl=http%3A%2F%2Fwww.teezz.co.uk%2Fimages%2Fembroidered%3FS%3DD%26p=fruit%2bloom%2blogo%26type=jpeg%26no=2%26tt=529%26oid=01f6ccf6ca4b3d0e%26tit=fruit-of-the-loom-logo.jpg%26sigr=11daav780%26sigi=11t4j63aa%26sigb=120vktnou
http://rds.yahoo.com/_ylt=A0WTefg4v6pI3oUAtI2JzbkF;_ylu=X3oDMTBqY2pzbGhoBHBvcwMxMQRzZWMDc3IEdnRpZAM-/SIG=1huas1n7f/EXP=1219236024/**http%3A//images.search.yahoo.com/images/view%3Fback=http%3A%2F%2Fimages.search.yahoo.com%2Fsearch%2Fimages%3Fp%3Dsimmons%2Blogo%26fr%3Dyfp-t-501%26toggle%3D1%26cop%3Dmss%26ei%3DUTF-8%26w=140%26h=70%26imgurl=beckerfurnitureworld.com%2FMfg%2FImages%2Fsimmons_logo.jpg%26rurl=http%3A%2F%2Fbeckerfurnitureworld.com%2FManufacturers.aspx%3FTabIndex%3D0%26size=2.4kB%26name=simmons_logo.jpg%26p=simmons%2Blogo%26type=JPG%26oid=13cc8cff3067f55e%26no=11%26tt=1,777%26sigr=11taih0u8%26sigi=11kfi4pc4%26sigb=132lahm03
http://rds.yahoo.com/_ylt=A0WTefUMwKpI418ArLeJzbkF;_ylu=X3oDMTBqYmk3ZDF2BHBvcwM1NwRzZWMDc3IEdnRpZAM-/SIG=1hljgnj6b/EXP=1219236236/**http%3A//images.search.yahoo.com/images/view%3Fback=http%3A%2F%2Fimages.search.yahoo.com%2Fsearch%2Fimages%3Fp%3Dryder%2Blogo%26js%3D1%26ni%3D21%26ei%3Dutf-8%26fr%3Dyfp-t-501%26xargs%3D0%26pstart%3D1%26b%3D43%26w=351%26h=167%26imgurl=www.ryder.com%2Fimages%2Flogo_br.jpg%26rurl=http%3A%2F%2Fwww.ryder.com%2Femployees_brandcenter_logo.shtml%26size=34.9kB%26name=logo_br.jpg%26p=ryder%2Blogo%26type=JPG%26oid=a259afcaace4e362%26no=57%26tt=475%26sigr=11lpp6pkc%26sigi=110joq68q%26sigb=13gqmjio8
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Mobility helps employees…

Be more productive

Work more hours
Enjoy flexible lifestyles

Get closer to customers

…but mobility also brings new challenges…
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Managing endpoint security

Offices

• Visibility
• Updates

• Remediation

• Applications
• Personal firewall
• Anti-virus
• Others

• Patches

http://images.google.com/imgres?imgurl=http://www.covenantnetwork.org/images/coffee.gif&imgrefurl=http://socialindividualist.blogspot.com/2008/02/new-coffee-mix.html&usg=__KFmnxysAZaXVnwEzzeQjFTu4FK8=&h=567&w=450&sz=5&hl=en&start=41&tbnid=drQS70X0JSMFjM:&tbnh=134&tbnw=106&prev=/images%3Fq%3Dcoffee%26gbv%3D2%26ndsp%3D20%26hl%3Den%26sa%3DN%26start%3D40
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The “Mobile Blind Spot”

• Employees don’t log onto the corporate network 

for hours, days or weeks

• No patches, no updates, no visibility

• Exposed to hackers and zero-day malware

• No compliance reporting

The Mobile Blind Spot

Mobile 
Laptop

Web Sites
Personal email

SaaS business apps

Policies
Apps

Updates

X
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Loss and theft of devices

http://shop.verizonwireless.com/?id=BlackBerry%AE+Curve+8330+in+Silver+PDA/Smartphone
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„ 600,000 laptops are reported missing every year just 
at      U.S. airports. (Ponemon Institute)

„ In Chicago alone, 160,000 portable devices are left in 
taxicabs every year.                (Washington Post)

„ 37% of smart-phone users store confidential business 
data on their phones. (Washington Post)

Lost devices

http://rds.yahoo.com/_ylt=A9gnMiVZi4tHjV0ABS2jzbkF/SIG=11m4vhlnj/EXP=1200413913/**http%3A//taxipass.com/taxi-rider.jpg
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9,000 USB drives left at UK dry cleaners
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Insecure communications

Offices

• “Man in the middle” attacks• Eavesdropping

http://images.google.com/imgres?imgurl=http://www.covenantnetwork.org/images/coffee.gif&imgrefurl=http://socialindividualist.blogspot.com/2008/02/new-coffee-mix.html&usg=__KFmnxysAZaXVnwEzzeQjFTu4FK8=&h=567&w=450&sz=5&hl=en&start=41&tbnid=drQS70X0JSMFjM:&tbnh=134&tbnw=106&prev=/images%3Fq%3Dcoffee%26gbv%3D2%26ndsp%3D20%26hl%3Den%26sa%3DN%26start%3D40
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“Many firms were simply turning on their wireless net access 
points and use default settings that anyone familiar with wi-fi 
could easily find out…RSA said that 26% of wi-fi networks 
found London used default settings compared to 30% in 
Frankfurt, 31% in New York and 28% in San Francisco.”

Insecure communications
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WEP is not very secure
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Employee “data leakage”

• Disgruntled employees

• Inadvertent policy 
violations

Customer data

Software and designs

Financial information

Business plans

Employee data

60% of 
corporate data 
resides on 
laptops and PCs

- IDC

• Social security #s

• Credit card #s

• Bank/account #s

• Protected health info
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„ 61% of respondents said that accidental data leaks 
occur frequently or very frequently. (Ponemon Institute)

„ 79% of respondents said one or more insider-
related security breaches at their companies go 
unreported. (Ponemon Institute)

Employee “data leakage”

http://creative.gettyimages.com/source/Search/22','22','1','
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Compliance – does it affect me?

• Yes, if you store credit card numbers or 
social security numbers

• Yes, if you store confidential employee 
information

• Probably, if your business customers are 
regulated

• In the future, if you store any confidential 
customer information

– Massachusetts 201 CAR 17.00, effective 
1/1/2010 (http://www.fiberlink.com/fiberlink/en-US/utility/Mass201.html)



So What Should We Do?
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Review key technologies

Endpoint Security

• Personal firewall

• Anti-virus and anti-spyware

• Patch management

• Zero-day threat protection/intrusion 
protection

Data Protection

• Data encryption

• Data leak prevention

• Device (USB) control

• Back-up and recovery

Communications

• VPN
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Include visibility/management tools

• What laptops are missing a critical patch?

• How many systems have the standard 
firewall in the current release?

• How old are the anti-virus signature files?

• What unsafe applications are installed?

• Has the new security application been 
installed properly?

• How many systems have enough 
capacity to upgrade?
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Set priorities

• Identify risks

– Legal and regulatory exposure

– Loss of reputation

• Identify who is carrying the data

– Credit card and banking numbers

– Employee data (SS #s, contact information, 
health information)

– Confidential business information: Business 
plans, product designs, software code, etc.
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Set priorities, cont.

• Tighten up access and auditing

– May require rewriting policies

• Use “thin client” technology and SSL VPNs 
where applicable

– Better for “functional” workers and database-
oriented applications, 

– Usually not good for knowledge workers and 
“personal productivity” applications 



>

Copyright 2009 22

Set priorities, cont.

• Set up a mobile security “baseline” configuration

– Personal firewall

– Anti-virus

– Patch management

– Data encryption?

• Create a “plus” configuration for key employees

– Data encryption (if not in baseline)

– Device (USB) control

– Data leak prevention

– Back-up and recovery



>

Copyright 2009 23

Mobility as a Service (MaaS)

The Mobile Blind Spot

The Enterprise Network

Web Sites
Personal email

SaaS business apps

Management 
Portal

1. Collect and submit data from endpoints
• Inventory data

• Device status

• Compliance status

Agent

3. Report on inventory, 

status, compliance, cost

4. Define and distribute 

policies, document that 

policies were enforced

2. Enforce policies on endpoints
• Stop applications

• Restart applications

• Download files

• Cut network access



>

Copyright 2009 24

Improve operational efficiency

• A single management console giving a comprehensive 
view of software and security applications on endpoints 

– Installed hardware and software

– Operating system patches

– Firewalls and anti-virus packages

• Identify gaps and problems

• Know what needs to be updated

• Document compliance

• Plan for upgrades and migrations



>

Copyright 2009 25

Manage and protect corporate data

• One console to view and control 
multiple endpoint security and data 
protection applications

• Automatically update OS patches      
and anti-virus signature files

• Monitor and remediate security 
software

• Block non-compliant systems (NAC)

• Speed up deployment of new security 
applications
– Data encryption, 

– DLP

– Device (USB) control

– Others
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Reduce risk by enforcing compliance

Provides a comprehensive 
picture of:

– Software installed 

– Patches applied

– Devices in compliance

– Devices out of compliance

– Reasons for falling out of 
compliance

– Enforcement and 
remediation actions taken
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Q. What is a “Smart Spend”

– A. An investment that impacts multiple initiatives

• Reduce capital expenses

– Hosted solutions reduce data center and 

hardware expenses

• Lower direct and indirect costs of mobility

– Reduce administration, help desk, security and 

training costs; support telework

• Increase the value of existing investments 

– Manage existing security applications better.

Mobility management is a “Smart Spend”
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What does it mean to you?

• Increased mobility is creating new device 
and data threats

• Mobile devices are the most vulnerable

• Implement security solutions that reach the 
“unconnected users” – the Mobile Blind Spot

• Consider a cloud-based solution to improve 
overall visibility where mobility is most 
vulnerable
– Fewer resources to support

– Better overall economics



Thank You!

Please stop by our display 
for more details

Questions?  jfriedman@Fiberlink.com


