e 2 NETWITNESS

® TOTAL NETWORK KNOWLEDGE

How to Stop Serious Threats
from Evading Detection

Coley Moore
Senior Systems Engineer
coley.moore@netwitness.com

el

NETWITNESS

What We Will Be Discussing Today

A Advanced Persistent Threats and the Gaps in the Threat
Management Lifecycle

A How to Improve Network Security Monitoring
I Three Case Studies
A Final Thoughts and Conclusions

A Q&A
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NETWITNESS Companies Are Being Slammed

o s RWOI "TJIX Employee Fired for
rlided WMPI.E:EM RLD ‘ ® DG Exposing Shoddy Security"
Tv] = SEARCH. [} The Register (UK)

(05/27/08)

TJX data breach: Af M card numbers, it's the biggest
ever
It eclipses the compromise in Yune 2005 at CardSystems Solutions

Security
VISA, MasterCard USA (with cvv2 code) b Print Anicie (0 Gioss Window
Csdz j BjdsdWdf oyg USD
dud pdsj dsdi d W o Hannaford says malware planted on its store
5-50 iMmeYy tetsH O} §.0 servers stole card data
- Jaikumar Vijayan
51-100 4 ﬁ'] bq EBE5HO 45 d Bros C? disclosed this wi the intruders who stole up
101500 ey eEh 040 PREST ' denit tiom e grocars erstems planting malware
Rapid? Custo

501-1000 ifMoy tesH O} 3.0

1001-5000 iy s 0} 2.0
B 15 dz1QPO0 iy EsHORfdh dlsj

[ fdzd | Ok dzzy des Bsdzjj 10000 |€
10M BlkHjls GlsHjd &ZOw MCdrHSO

Source: iDefense
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40V Problems in the Threat Management
NETWITNESS Lifecycle

(. A Advanced Persistent Threats
_ ) - continue to evade point solutions
7 ) 4 A Insider threats also cannot be
) ) underestimated i particularly in

' & & multinational organizations

A Results: Breaches in data privacy
and enormous data loss issues
A Each stage in the threat management
lifecycle offers an opportunity to stop an
attack from becoming a disaster
A At each stage it is critical that your InfoSec
staff is equipped with the right visibility and
tools needed to understand the scope and Advanced Persistent
context of the problem Threats
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NETWITNESS

. \ Content End-point
Firewalls IDS/IPS

Aunfortunat el yA Thfs@gfogh B#ves

indeptho has b egahy dotddtidl aps in
upon a series of point

Network Visibility Gaps Are Critical

solutions offering your network visibility,

incomplete capabilities: exploited by your top

i Signature based adversaries today:
detection

. . A Application attacks
I Zone segmentation

T Access controls A Zero-day threats

i Packet filtering A Data loss events

i Content monitoring A Designer malware
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ey Who Is Doing the Hacking?

NETWITNESS

A Electronic Criminal Groups: Rapidly Emerging Underground
Industry (several examples of successful large scale
operations)

i Organization: High
i Capability: High
i Desire: High for financial gain, unknown otherwise

A Nation-Sponsored Activities: From Intelligence Gathering to
Network-Centric Warfare (Chinese Information War: Theory
and Practice / aka ADragon Byt
DHS, Germany)

i Organization: High
i Capability: High
1 Desire: Connected to national policy
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NE‘_I’V?/ITNESS Threat Lifecycle Scorecard

A Threat assessment misses key issues

A Exfiltration prevention fails

A Malware detection only catches pieces or fails entirely
A Analysis requires the correlation of hard to obtain data

A Incident resolution and remediation requires more input
and more resources

A Gaps, Errors, and Inefficiency

Bottom line: There are many gaps in network visibility, and these

are the very gaps being exploited by your top adversaries today.

Copyright 2008 NetWitness Corporation 7
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N?TV;’!TNFS‘S Organizations Must Close the Gaps

. \ Content End-point
Firewalls IDS/IPS
A For the remainder of this presentation we will discuss

how to:

i Introduce new network visibility and bridge gaps in typical
layered security environments

T Increase efficiency in the security cycle

i Enhance and leverage the capabilities of the current layered
security model
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Case Studies

r.r;g What is Needed?

NETWITNESS

A A new kind of network monitoring for incident responders /
investigators, threat analysts, auditors and others

A Reconstruction of network events to provide live threat
intelligence into advanced persistent threats

A What unique information might we obtain from next
generation security monitoring?

I Why are the certain transaction types or inquiries on our
network new or so prevalent?

i How can | be sure this IDS or SIM event is a false positive?

T What is the magnitude of this incident? What other systems
and traffic is implicated?

I Who is using policy evasion technologies (e.g. TOR, PGP, etc.)
to transfer files out of our network and to avoid audit or
detection?

T Which employees are doing X, Y and Z relative to our goals?
I Who communicates with our competitors the most and how?
T How is any class of data leaving our organization?

Copyright 2008 NetWitness Corporation 10
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TOTAL NETWORK KNOWLEDGE

Technology Requirements
for Next Generation Network Monitoring

Infrastructure
L L]

LU

Live, promiscuous
full packet capture
Session reassembly
Port agnostic
processing and data
modeling

Real-time metadata
indexing across the
OSl stack

Focus on application
layer

Data Modeling

Analytics

Automated analysis

SDK

Interactive research

Copyright 2008 NetWitness Corporation 11
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TOTAL NETWORK KNOWLEDGE

Example 1: Drive-by-Exploitation

A Whatisafndr-b w20
A In early 2008, more than 10,000 hosts
were compromised i The attackers
embed code to silently redirect users to
malicious web sites hosted around the
world. This trend continues today
A Difficult to prevent and tough for many
organizations today to determine scope
of threat and loss
A When
alert for:
i cross-site scripting
i zero-size IFRAMES

i malicious downl
obfuscated JavaScript)

i non-standard traffic appearing over
various ports

i abnormal traffic to foreign locations
i clear text authentication

oads

thinkindbya®outstiig

(i

darkREADING

roadband Wirelass World

Major Security Vendors' Sites
Could Be Launchpads for
Phishing Attacks

McAfee, Symantec, and VeriSign sites all found to contain
cross-site scripting flaws

UNE 10,2008 | 10:45 AM

By Tim Wilson
Site Editor, Dark Reading

Vitn 3l the talk Websttes, youd
think that the major sscurty vendors’ sies, tfeast would be vuinerabilty-fee

Mot so. according fo 3 (epod issuad yestercay by a security watchdog s,

The site, XSSed. states that  has venied some 30 cross-site scriping

the Viebsie: Y3 bestinown
‘security vendors. WcAfee, Symantec, and VedSign, The vuinerabiies could make it
possible for 1o faunch

‘customers, according I

atacks are ngly being
tegitimate sies and
servers builtby the aliackers. By expialing wanerabiliies in legSmate sites, e
attacker gains credibiy for phishing or malware links anc bypass securlt 1ols
ot

siles, (See 59%
‘Sies 3nd Hack-and-Pler Phishing on the Rise )

h vencors’
10 this trend. of
‘company can be infected with XSS.” he 33y In fact some amackers have

Symantec. and VeriSign, looking on tem as a paicular challenge. Femandex
sars
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A An Il ni ti al
LTI

NE

)netwitness Informer = Dashboard - Mozilla Firefox

Ele Edt Vew Hglory Bookmarks lock Help

A Itis important to
fuse conceptual

E-w-& (38 | L1 Mtoe152.165, 155,129 MhmReporteriiebetack asp ~ b (Gl

@ Getting Started [, Latest Meadins (G| Google (] Google

NETWITNESS problem areas
Oushbourd Define Schectie View Tooh Admin Help and target high
s risk adversary
- &% 04144 #M - Potential Data Leakage trends
&% 04:43 M - Phishing Prafile
% &% 04:21 74 - Highighted Cauntry A In this case, the
)% 04:05 M - Google Search .
e QT o P e existence of a
° DS - .
@} 04105 Ph - Tumeling
@] % 04100 PM - PCI notorious
s DYNDNS is
See Al .
Y particularly
16:41147.1667 Info Hosts concerni
‘ ° 16:41:46.8430 Tor Usage
. 161411465617 Clartext Passwords over FIP
{ y 16141146.3506 Uses Downlaading P35
16141:46.3117 Users Downlaading WP3s
16:41:46.2605 Users Downloading MP3s I~
£ 4 2a S 16:41;45.9211 1P Addresses Using IRC
9 16:41:45.7180 Users Downloading torrent
Sioove | amapm | ai6pm | awopm
e b o e il
16:34.25 £003 Tnfa Hocke. b
=
Copyright 2008 NetWitness Corporation 13

N_ETV?/ITNESS Other Problem Areas

AL NETWO

B B3t Wew Hitory Bookmaks Took e

A Once the dynamic
& - - & [ :ilacabhos aporterwebiDef auk aspx - ol o0 « N H
@ & {88 | it ocabostuRportrebiefaut e DNS activity Is
% Getting Started £} Latest Hoadines: & NetWEness Infarmer... .
B discovered, other

® G 144 1~ Potdel Dok Leskage suspicious activity
° L occurring around

- & oviz2 1 - ishighed Gounry the same date/time
vy b e e stamp can easily be

100

S Y T oo Tl mined and charted

* * = @] % 04:00 P - PC1
U e , B onsto sl The threat
s e e | S | ST [ e e R intelligence model
u;-m Goagle Search Slzypg Logins BitTorrent sites Host Active lerts matures as

adversarial trends
are further
understood and
codified

! CT Letds | oo
-

8 stort] [@ Netwitness Informer .. EXER
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; Moving Quickly from Alerts
NETWITNESS to Results

NOWLEDC

@ Nattiness Investigator 8 -8 x
© Collection Edit Wiew Bookmarks History Help

Al Data Informer Demo a0 s

(<) Colkotons | Infomer Demo - | china - Infames Dema. 3 4bx

@m\ﬁ

Subject (20 of 183 items, Session Total)

hello Dnshmer rea\ products hrrea\ men, 5196692517 (3)-re: this is an Ema\\ senHrjm ahoo (3)-this is a email sent from gma\l 3) - gmailis d\ﬂerem harz Th ro h f SIOn
anms real umnn:\s for real men, DWQEEEI: 17 (2)- hello joe maneweﬂ real DrDﬂUE\S for real men, EWEIIJ 517 (2) - hello k am\een seniff, real pmnu:\s forrea

5195992517 (2)-hello Kevinm IrupSK, i colored pill. 2) - helloKim daniel, real procucs for el men, 6195092517 (2)- helo i kol real prosucts orrea. M QYA AV sY A W= [=1A 4

2196962517 2 -hela e et 163l procuts fo 15l e, 5196380517 (2, - Vo Iichacl i, xcellent o an mend apos & producta ¢ - nalls i
products for real men, 6196692517 (2) - hiello mike cheremsak, real products for real men, 6198582517 (2) - hello roxanne felps, real products for real men, 51 .
hello shawn vi, real products for real men, 8198592517 (2) - hello steven chmislewski, improve your men&apos:s activity: all products at ane store (2) - hello ter querles, the
real products for real men, 5195502817 (2) [m

Originating IP Address (1 item, Session Total) d d |
] el metadata model,
SQL Query (20 ftems, Session Total) and a 31 party
select @@microsofiversion (3) - select isnull(suser_sname), suser_name() (3) - exec sp_msdbuseraccess n&apos permaapos; , n&apos;discovery_db&ap
5p_msdbuseraccess n&apos;perm&apos; . n&apos;fe_db&apos; (1) - exec sp_msdbuseraccess N&apos;perm&apos; . N&apesmsdb&apos; (1) - dboc show H H
iR e ey € DUTAtION Service,
sp_dbcmptievel n&apos;discovery_dh&apos; (1) - exec sp_dbcmptlevel n&apos;fe_db&apos; (1) - exec sp_helpmergepullsubscription (1) - exec sp_helppullst
exec sp_| (1) - exec sp_| n&apos;dh&apos;, n&apos %4&apos; (1) - exec sp_msdbuserpriv n&apos;ver&apos; (1) - exec
(1)-exec sp_tables (1) [more] We Can nOW see a

of the Dynamic DNS

Phone Number (1 item, Session Total
17038520310 (1

Source City (20 of 558 items, Session Tnta\‘
madid ) - budapest 27
victoria

m Destination City (20 mamnnems Session Total
beijing (758} - moscow

-rome

s (21) - santiago (21) - beograd (20) - beiing (18) -taipei (18) - buenos aires (15) -
parcelona 16 - sakistuna (1) andon (4 - singapore (1) - dubai (12)-Tairield (12)- h (12) [more]

~grenoble (15) - p

1) - san francisco == toranto (372) - madrid (3

-budapest (210) - new york 201

- sunnyvale (573) - shanghai (
Sofia (2

- guan;

montreal ~london (

Source (1item, Session Total

spam (3206

ThreatINT Dest (& items, Session Total}
dyndns (318) - prawy (122) - spam (24) - ware:

activity

- malware (2) - hasor (

= 5 Line Rote: im0 0 s Packets Captured: 0
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Drilling into the Details

2, NatwWiiness Tnvestigator & -5 %X
© Qoledin ESt few fooimats  Hstery

Drilling into ,
the dyndns B EmO-cEe s 2o o
alert reveals FEraciRtetis =
the source IP B ‘3;:1:,::5;"‘“*s-f.m:,
of all dynamic ke

D N S req ueStS L& T[P DEEIII’\EI‘IUII Furl (2 items, Session Total)
Most likely an @ )
fiown € d ofl
internal Bl 5w o
machine

Need to
understand
pathology for
damage

control and i
assessment s et

Action Event (1 item, Session Total

4pu.com (1) - stbar wangmeng.com

=] Ethernet Protocol (1 item, Session Total)

=] IP Protocol (1 ftem, Sessien Total

sion Total
304 gif (1)-20071130113153_054.gif (1) - 20852 g 1,91 (1) - 24747 i (1) - 29031 gif (1) -
dexhimi (1) - Index?.him (1) - Main.cS5 (1) - MMSS JS (1) - moregi 1) - more it

T4.gif (1) - 700x100_02_bg120img gif
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Isolating the Source of the Problem and

ESS Knowing the Malware Pathology

Inspection
.exe file

enumeration

downloads,

standard port
activity at the top

(8090), and
destination
Chi

look at .exe
downloads.

nae
abnormal. Take a

2, etwkness Investigator &
CColeton B e Bmaks ety g
alata

hows

i Colections | Iforme Deme | nkowmes Demo, L}

B N ceEeeas s
W W

Service Type (5 Itzms, Session Tatal
OTHER (313 - HTTP L (36)-DNS

no o

| Filename (20
3 hami

jation Port (3 liem:
60 (hitp) ) - 443

2= 11ame fff 12000 21- 13000 2

®

s,
Hiips;

top (1 e, Session Tetl
e

Crypto (1 ftzm,

s

al

=] IP Protocol (2
& e e
Capture

-

[ Line Rate; e 00 b

Packsts Copturedi 0

NETWITNESS

@, netwitness Investigator &

© Collction Edit Miew Bookmarks

AllData

iz Collections | Informer Demo

Pagelofl | v & |HM <

Time  Service Size
Large | 2008- IP/
Session | May-30 TCP/ KB
Clickto | 1449:37 HTTP
Create
Capture
L]

| Intormner Demo. 3|

62747 H 00:00:29:42:10:24 - 00:50:56.FD:92:94
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Discovering the Index Case (Patient 0)

Hstory  Help

Informer Demo > 192.168.221.129 » Sessions for 1.exe

4 b x Informer Demo Content - Session 33935
2@ Hkl-BEe g
EZRHER

rr[BEssms

Events

=| [session m: 33035 -
Time: 5/30/2008 14:49:37 to 5/30/2008 14:4
Protocol: 2048/6/1  Flags: Keep Assembled
192.168.221.129 : 1129

| 50.24.107.165 : 80

A.192.188.221.120 -» 59.34.107.185

D 1129-» 80 ()

83 payinac: 550057

2 medium: 1

Bicpags: 27

8 ctreams: 2

9 packets: 1634
Ifetime: 2

4 rpackets: 33

3 payioad: 22076

HTTP W2 404 - TAHEALERN.
Inteerot & S8 (15)

A Viewing
Session
Content i
Chinese HTTP
error page?

A Obfuscated
JavaScript?

A How did this

get on my

+.333252.com
nnection: Keep-Alive

i, casipm.ac.cn/englishihathewiNews 20
48 client Mozlals.0 (compatible; ISIE 6.0; Window
NET GLR 2.050727)

A aliasip: 59.34.197.155

2 alias host: www.333292.com

© aciion: get
L flename: cb jsI%C3%B0%CI%B2HCE%0T
exension: <none=

referer

/i, casipm.ac.cn/englishhathewiNews 20
18 ciient Miozilar 0 (compatible; MSIE 6.0; Windon o |

Line Rate: — O ] 0 Mbs

Packets Captured: 0

network?
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Xt pags buttan 1o conti

v 333292 comeh jo=</sciipt> S
s

TR/ HITR [
£7 /ch.ja HTTF/1 1

sateria |
fecee . /i casipm . crengish Whattiew News 2004030503 him Acce

Perform a content search for fAchb.j

Someone visited Chinese Academy of Sciences webpage that was
compromi sedé hence | aunched the Jav{
s

mal ware DOI NG and what

Wh a't i s thi
network

Copyright 2008 NetWitness Corporation 19
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NETWITNESS

NETWO

Di scovering the Mal

=" imadign Country (2 items, Session Total)
(@» ted States (27)

Alerts (11 items, Session Total)
< NetWitness:Malwarez -

essvulneral ~
Service Type (5 items, Session Total) A L et 0s g (0) b ac k

OTHER (313 - HTTF (2 - 88L (30) - DN& (10) - METBIOS (2} - SMB | p o i nt é
ign Port (3

eBemsmaiign o A Top Destination was China and
< (308} - 80 (D) (85 e S
' TCP 8090 have the highest
number of sessions (vs. HTTP,
HTTPS)?

Probably will be a good idea to
look more closely at these

sessionseé

Copyright 2008 NetWitness Corporation 20

10



40V Uncovering Covert Channels and
NETWITNESS Beacon Trojans

& Nt Investigaor &

Colection  Edt Wew Hockmarks Hstory Hep

== IP Protocol (4 items, Session Total) 3 = el
= TCP (480) - UDP (1500 - ICMP (1) - IGMP (1) pogetoi1s | 4 < > w Bl S M 5

LT ———

ination &) Cotlections | &, NewDeno. 3
1, Ganan 0 o : DS) (31) EE 200810y30 1433

oo £ o Eookmats tmory b
Al Dara NewDemeo » 192 185 221129 » 5090 @

L= == LY =R

2008-May-30 14:49.39

3] IP Protocel (1tem
=l ee

Source IP Address (1 zm, Session Tota)

o

Destination [P address (1 tem, Ssssice Teta
coprure
= B lrehate) FE 0100 Padets Cactred | Cppture

- B UneRote: — 005 Packets Caphursd: 0

Remember port 8090?

A Non-descript sessions destined to China i do not decode to known
protocol i non-standard traffic

Regul ar 366 Byte beaconingé |

Copyright 2008 NetWitness Corporation 21

’fu‘ Google Earth mapping of RED traffic

NETWITNESS represents beacon to Chinese IP

& Google Earth
Fie Edt View Tools Add Help

=8|

Image NASA
opa Technologies p ~ )
6 Tolo Aas « Google

8 DMapas/El Mercurio

57°0405.81" N 154'22'09.31"W O\

Eye alt 9407.19 km

Copyright 2008 NetWitness Corporation 22
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NETWITNESS

g

Summary of Example #1

A
A
A
A

Thousands of compromised, sites exist using this same attack trend
Live Threat Intelligence highlights key areas of concern --- live
DYNDNS, PROXY, HAXTOR, BOTS, DARKNET..etc.

From Informer, you can navigate instantly to application and content
detail showing the Dynamic DNS activity in detall

Focusing on source IP address shows file download enumeration
(1.exe,2.exe) , non-standard port activity(8090), and top destination
Chinaé all abnor mal

Drilling in cb.js as potential culprit, turns out top be an obfuscated
JavaScript that among other things initiated the exe downloads, and
installed the Beacon Trojan.

Further search for cb.js shows that user visiting a compromised site
caused the infection.

Additionally the non-standard activity showed beaconing malware
periodically sending 366 Byte sessions to server located in China.

In this case system was quarantined prior to any known data loss

Copyright 2008 NetWitness Corporation 23
O .
. Example #2: Beacon Trojan
NETWITNESS p J
A Normal Traffic: fio- J | E—
place to hidebod —_— : —
A HTTP, DNS, HTTPS, Etc. From Real Life Companies
A Non-standard traffic using : L
Standard ports |s a good tlp HOME INVESTMG COMPANIES TECHROLOGY INNOVATION IMlI:IIG. SMALBE SStaels ASU iR LfesT |
i E.g.Non-DNS Traffic over oo T
Port 53 The New E-spionage Threat
A Should | be concerned? How
do | l ook for it?
IDS platform do this?
A NetWitness

i Holds the ONLY US Patent
for session-based port-
agnostic service
identification in a network
security system

i

e s i -

Copyright 2008 NetWitness Corporation 24
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NETWITNESS

Using Active Threat Intelligence

-& A2 | oo isportarsbiDet ks

A Charts tracking 2

A Gettng Strtmd . Latost Hoaditws 3 tiwiness bfcrmr. .

Non-standard
service over
standard ports
A Trackitems like:  |.
T Non-DNS over 53 |-

NETWITNESS

EXE Dawnloads
= 1

T Non-HTTP over 80 | °

Recent Reports

@] 0444 BM - Botantial Data Luakags

@) 0443 PM - Bhishing
@)%, 04:21 P14 - righlightsd Country

2] %) 04:10 PH - Test Bule

0% M - Test Rule
% B - Gosgle Search

Pratacol utlizstion

&% 08105 P - Turseling

i Non-SMTP over 25 | |z~
i Etcé

A Traffic spike for

Non-DNS over 53? e

1 Sen 0
, ik
AT \ PR | e e
et
; :
o ] ﬁ.. -
=

Drill.

Copyright 2008 NetWitness Corporation
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Port Agnostic Session Analysis

@, NetWitness Investigator 6

Collection Edit Yiew Bookmarks History Help

Allpata Informer Demo > Custam Drill"(servic

= gEOos e eEas s

() Collections | @, Informer Dema 3 |

Alerts (1 item, Session Total)

= Netitnessvulnerabilit: NonstandardFartDNS (7)

=

Service Type (1 ftern, agsion Total)
OTHER (7)

7 total sessions over [
port 53 with
unknown service.

Source IP Address (1 iterg! Session Total)
10.10.10.150 ()

Destination IP address (7 items, Session Tota)

é m u S t t a E Ethernet Protocol (1 itern, Session Total)
Py
CIOSEI’ |OOk at the 1P Protocol (1 itam, Session Total
: TP
sessions /5] TCP Destination PorNtem, Session Tota)

& 53 omain) 7y

amatSa Tel
g 00:0C:29:AB:29:94 (7)

E Ethernet Destination (5 items, Session Tatal)

m, Session Tatal)

Capture

- Line Rate: — 0 |0 Mbs

1010101 ¢1)- 1010102 (13- 1010003 (1) - 10.10.10.5(1)- 10101022 (1)- 10101024 (1) - 101010211 (1)

D00IADBAFI 3 (3) - 00:0C:20:A8:47:B4 (1) - 001 £BF 543IBED (1) - 001 8:39:6F 36:87 (1) - 00:19:D2 300412 (1) =l

Fackets Captured: 0

b juam| 2

Copyright 2008 NetWitness Corporation
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NETWITNESS

NOWLEDC

Non-Standard Traffic

@, NetWitness Investigator 8 k
Colection  Edit View Bookmarks History Help
All Data Infarmer Dera » ip.sre=10.1 > Sessions for a0

)

Pagelof1 | i 4 » B

i) Colections | @, Informer Demo. 3|

Time BIIce Events
Large | 2008-May-3014:47 IPITCP rOTH = 00:0C28:AB:29:94 -» 0011802 3E0A12
Session

e A101010150-- 10100211

ok to

Creale ':lmana 53 fdomair)

View = alert: Netwitness:yulnerabilit; NonstandardPorONg

B .—-'-- 2008-May-3014:47:15 IPJTCP [OTHER 2448 0:0C:20:A8:29:94 -= D0:03ADBAF2:31
E A 1010101502 1010101
D 1081 - 53 tdomair)
View = alert: Netwitnass:Vulnerability NonstandardPortONG

B | 2008-May3014:4715  IPJTCPJOTHER 5448 | 00:00:29:48:29:94 -= 00:0C 29494754
B =

*MUWWUWEUJWUWU.WU.Z
D 1070+ 53 tdomain)
Ve = alert: Netiiiness:ulnerabilite NonstandardPortDNS

B | 2008-May30144715  IPJTCPIOTHER 2448 |= ouoc2aas29:94 > 00:18:3006F: 3687

A101010.150->10.10.10.3
- W .

Capture

= Line Rate: [m—0 ] 0 Hbs Packsts Captured; 0

il Very small
sessions followed
by big se
Too big to be plain

DNS, and zone

ansfer is not
TCP.. Take a look
at payload

LM

Copyright 2008 NetWitness Corporation 27
ORE., s B Command Shell Traffic
@, Netiitness Investigator 8 - 0O X
Collection Edit Wiew Bookmarks History Help
Al Data Informer Demo > ip.src = ... » Sessions ... » Content 1S3 ] »
Payload shows B==5 2 202805
Command and @.g]jjljimns || 2 Informer Dema. | ar L
control software —— s
commands being
controlled over port |G
53. What is it T
doing? Look at T e
10.10.10.150 ]
originating IP | : |
o &
(note: data altered | §eg S
to protect privacy) [N i
TYPE/CAT Type text file =
Copyright 2008 NetWitness Corporation 28
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f.f‘_-g Inappropriate Binaries on Our
NETWITNESS Network!

FTP of various
binaries with

O malicious

names ( sniff,

scan, kill).
Outbound

PUT shows

Copyright 2008 NetWitness Corporation 29

L] N 7
NETWITNESS Exfiltrated Data”

Looks like file
exfiltrate
out. Most likely,
compromised data

(note: IP addresses C)
changed for

confidentiality

reasons)
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