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What We Will Be Discussing Today

ÅAdvanced Persistent Threats and the Gaps in the Threat 

Management Lifecycle

ÅHow to Improve Network Security Monitoring

ïThree Case Studies

ÅFinal Thoughts and Conclusions

ÅQ&A
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Companies Are Being Slammed
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VISA, MasterCard USA (with cvv2 code)

ʢʦʣʠʯʝʩʪʚʦʠʜʝʥʪʠʬʠʢʘʮʠʷʮʝʥʘʚ$USD 

5-50 ʝʩʪʚɹʧʨʦʜʘʞʝ5.0

51-100 ʝʩʪʚɹʧʨʦʜʘʞʝ4.5

101-500 ʝʩʪʚɹʧʨʦʜʘʞʝ4.0

501-1000 ʝʩʪʚɹʧʨʦʜʘʞʝ3.0

1001-5000 ʝʩʪʚɹʧʨʦʜʘʞʝ2.0

ʙʦʣʝʝ10000 ʝʩʪʚɹʧʨʦʜʘʞʝʧʠʰʠʪʝ

ɽʩʣʠ ɺʘʤ ʥʫʞʥʦ ʙʦʣʝʝ 10000 ʢʘʨʪ, ʩʚʷʞʠʪʝʩʴ ʩ ʥʘʤʠ, ʜʣʷ 

ɺʘʩ ʙʫʜʝʪ ʦʪʜʝʣʴʥʘʷ ʩʢʠʜʢʘ
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Source: iDefense

"TJX Employee Fired for 

Exposing Shoddy Security"

The Register (UK) 

(05/27/08) 

Problems in the Threat Management 

Lifecycle

Å Each stage in the threat management 

lifecycle  offers an opportunity to stop an 

attack from becoming a disaster

Å At each stage it is critical that your InfoSec 

staff is equipped with the right visibility and 

tools needed to understand the scope and 

context of the problem

Assessment

Prevention

DetectionAnalysis

Response
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Å Advanced Persistent Threats 

continue to evade point solutions

Å Insider threats also cannot be 

underestimated ïparticularly in 

multinational organizations

Å Results:  Breaches in data privacy 

and enormous  data loss issues 

Advanced Persistent 
Threats

Designer 
Malware

Parasitic 
Applications

Application 
Attacks

4



3

Network Visibility Gaps Are Critical

ÅUnfortunately, ñdefense-
in-depthò has been built 
upon a series of point 
solutions offering 
incomplete capabilities:
ïSignature based 

detection

ïZone segmentation

ïAccess controls

ïPacket filtering

ïContent monitoring

ÅThis approach leaves 
many potential gaps in 
your network visibility, 
exploited by your top 
adversaries today:
Å Application attacks

Å Zero-day threats

Å Data loss events

Å Designer malware
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Firewalls IDS/IPS
Anomaly 
Detection

Content 
Monitoring

End-point 
protection

Who Is Doing the Hacking?

ÅElectronic Criminal Groups:  Rapidly Emerging Underground 
Industry  (several examples of successful large scale 
operations)
ïOrganization:  High  

ïCapability:    High  

ïDesire:  High for financial gain, unknown otherwise

ÅNation-Sponsored Activities: From Intelligence Gathering to 
Network-Centric Warfare   (Chinese Information War: Theory 
and Practice / aka ñDragon Bytesò, Sandia, DoD, State Dept, 
DHS, Germany)
ïOrganization: High   

ïCapability: High   

ïDesire: Connected to national policy
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Threat Lifecycle Scorecard

ÅThreat assessment misses key issues

ÅExfiltration prevention fails

ÅMalware detection only catches pieces or fails entirely

ÅAnalysis requires the correlation of hard to obtain data

ÅIncident resolution and remediation requires more input 

and more resources

ÅGaps, Errors, and Inefficiency  

Bottom line:  There are many gaps in network visibility, and these 

are the very gaps being exploited by your top adversaries today.  
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Organizations Must Close the Gaps

ÅFor the remainder of this presentation we will discuss 

how to:

ï Introduce new network visibility and bridge gaps in typical 

layered security environments

ï Increase efficiency in the security cycle

ïEnhance and leverage the capabilities of the current layered 

security model

Firewalls IDS/IPS
Anomaly 
Detection

Content 
Monitoring

End-point 
protection
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Case Studies
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What is Needed?

ÅA new kind of network monitoring for incident responders / 
investigators, threat analysts, auditors and others

ÅReconstruction of network events to provide live threat 
intelligence into advanced persistent threats

ÅWhat unique information might we obtain from next 
generation security monitoring?
ïWhy are the certain transaction types or inquiries on our 

network new or so prevalent?

ïHow can I be sure this IDS or SIM event is a false positive?

ïWhat is the magnitude of this incident?  What other systems 
and traffic is implicated?

ïWho is using policy evasion technologies (e.g. TOR, PGP, etc.) 
to transfer files out of our network and to avoid audit or 
detection?

ïWhich employees are doing X, Y and Z relative to our goals?

ïWho communicates with our competitors the most and how?

ïHow is any class of data leaving our organization?
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Technology Requirements 

for Next Generation Network Monitoring
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Å Live, promiscuous 

full packet capture

Å Session reassembly

Å Port agnostic 

processing and data 

modeling 

Å Real-time metadata 

indexing across the 

OSI stack

Å Focus on application 

layer

S
D

K

Infrastructure Data Modeling Analytics

Automated analysis

Interactive research

Example 1:  Drive-by-Exploitation

Å What is a ñdrive-by?ò

Å In early 2008, more than 10,000 hosts 
were compromised ïThe attackers 
embed code to silently redirect users to 
malicious web sites hosted around the 
world. This trend continues today

Å Difficult to prevent and tough for many 
organizations today to determine scope 
of threat and loss

Å When thinking about ñdrive-bysò, stay 
alert for: 

ï cross-site scripting

ï zero-size IFRAMES

ï malicious downloads (i.e. ñexeò and 
obfuscated JavaScript)

ï non-standard traffic appearing over 
various ports  

ï abnormal traffic to foreign locations

ï clear text authentication
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An Initial Problem Areaé

ÅIt is important to 

fuse conceptual 

problem areas 

and target high 

risk adversary 

trends

ÅIn this case, the 

existence of a 

notorious 

DYNDNS is 

particularly 

concerningé

Other Problem Areas

ÅOnce the dynamic 

DNS activity is 

discovered, other 

suspicious activity 

occurring around 

the same date/time 

stamp can easily be 

mined and charted

ÅThe threat 

intelligence model 

matures as 

adversarial trends 

are further 

understood and 

codified

ÅLetôs look at the real 

evidenceé
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Moving Quickly from Alerts 

to Results

Copyright 2008 NetWitness Corporation 15

Through fusion 

between alert 

queries, the 

metadata model, 

and a 3rd party 

reputation service, 

we can now see a 

ñdrillableò alert with 

full data behind the 

content and context 

of the Dynamic DNS 

activity

Drilling into the Details
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ÅDrilling into 
the dyndns 
alert reveals 
the source IP 
of all dynamic 
DNS requests

ÅMost likely an 
ñownedò 
internal 
machine

Å Need to 
understand 
pathology for 
damage 
control and 
assessment
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Isolating the Source of the Problem and 

Knowing the Malware Pathology 

Inspection shows 

.exe file 

enumeration 

downloads, non-

standard port 

activity at the top 

(8090), and top 

destination 

Chinaé all 

abnormal. Take a 

look at .exe 

downloads.
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Discovering the Index Case (Patient 0)

ÅViewing 

Session 

Content ï

Chinese HTTP 

error page?

ÅObfuscated 

JavaScript?

ÅHow did this 

get on my 

network?
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The Original Drive Byé

Å Perform a content search for ñcb.jsò

Å Someone visited Chinese Academy of Sciences webpage that was 
compromisedé hence launched the JavaScript infecting the visiting host. 

Å What is this malware DOING and what has it done, now that itôs on my 
network
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Discovering the Malwareôs Signature

Å Letôs go back to our starting 
pointé

Å Top Destination was China and 
TCP 8090 have the highest 
number of sessions (vs. HTTP, 
HTTPS)?

Å Probably will be a good idea to 
look more closely at these 
sessionsé
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Uncovering Covert Channels and 

Beacon Trojans

Å Remember port 8090? 
Å Non-descript sessions destined to China ïdo not decode to known 

protocol ïnon-standard traffic
Å Regular 366 Byte beaconingé looks to be empty, but not appropriate
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Google Earth mapping of RED traffic 

represents beacon to Chinese IP



12

Copyright 2008 NetWitness Corporation 23

Summary of Example #1

Å Thousands of compromised, sites exist using this same attack trend

Å Live Threat Intelligence highlights key areas of concern --- live 
DYNDNS, PROXY, HAXTOR, BOTS, DARKNET..etc. 

Å From Informer, you can navigate instantly to application and content 
detail showing the Dynamic DNS activity in detail

Å Focusing on source IP address shows file download enumeration 
(1.exe,2.exe) , non-standard port activity(8090), and top destination 
Chinaé all abnormal.

Å Drilling in cb.js as potential culprit, turns out top be an obfuscated 
JavaScript that among other things initiated the exe downloads, and 
installed the Beacon Trojan.

Å Further search for cb.js shows that user visiting a compromised site 
caused the infection.

Å Additionally the non-standard activity showed beaconing malware 
periodically sending 366 Byte sessions to server located in China.

Å In this case system was quarantined prior to any known data loss
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Example #2:  Beacon Trojan

Å Normal Traffic: ñThe perfect 

place to hideò

Å HTTP, DNS, HTTPS, Etc.

Å Non-standard traffic using 

standard ports is a good tip

ï E.g. Non-DNS Traffic over 

Port 53

Å Should I be concerned? How 

do I look for it? Doesnôt my 

IDS platform do this?

Å NetWitness

ï Holds the ONLY US Patent 

for session-based port-

agnostic service 

identification in a network 

security system
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Using Active Threat Intelligence

ÅCharts tracking 

Non-standard 

service over 

standard ports

ÅTrack items like:

ïNon-DNS over 53

ïNon-HTTP over 80

ïNon-SMTP over 25

ïEtcé

ÅTraffic spike for 

Non-DNS over 53? 

Drill.
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Port Agnostic Session Analysis

7 total sessions over 
port 53 with 
unknown service. 
é must take a 
closer look at the 
sessions
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Non-Standard Traffic

Very small 

sessions followed 

by big sessioné. 

Too big to be plain 

DNS, and zone 

transfer is not 

TCP.. Take a look 

at payload
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Command Shell Traffic

Payload shows 
command and 
control software 
commands being 
controlled over port 
53. What is it 
doing? Look at 
10.10.10.150 
originating IP

(note: data altered 
to protect privacy)
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Inappropriate Binaries on Our 

Network!

FTP of various 

binaries with 

malicious 

names ( sniff, 

scan, kill).   

Outbound 

PUT shows 

concern. 
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Exfiltrated Data?

Looks like file 
exfiltrate.rar FTPôd 
out. Most likely, 
compromised data

(note:  IP addresses 
changed for 
confidentiality 
reasons)


