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The Economic Realityé

In a recent CIO survey:

ÅMore than 50% have put nonessential projects on hold

Å25% have decided to freeze IT hiring

Å61% are re-evaluating their 2009 budgets

Bottom line:

In 2009 and beyond IT staff will need to do more with lessé

You can take it as a given that [information technology] budgets will remain relatively 

flat in the coming years, so you simply have to do more within your fixed budget.  The 

way to do that is to figure out ways to cut your existing costs.ò 
ðTom Kireilis, acting deputy director of the Office of Infrastructure Optimization at the federal GSA

Source: http://www.networkworld.com/news/2008/100808-economy-freezing-it-budgets.html?tc=mgt 
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CobiT

FISMA

J-Sox

Deconstructing Information Security Compliance

PCI
SOX

HIPAA NERC Industry Regulations

Control Frameworks / 
Governance

ITIL

ISO/IEC 
17799

Corporate Mandates

Policies

Standards

Procedures

Leadership Process TechnologyPeople

Å Tone at the Top
Å Commitment
Å Monetary resources
Å Regular involvement
Å Competitive 

Advantage

Å Knowledge of the 
Business

Å Project Management
Å Communication
Å Sales
Å Collaboration

Å Risk Identification and 
Prioritization

Å Policy Development / 
Publication

Å Monitoring
Å Training

Å Comprehensive system 
assessment

Å Automated 
enforcement of 
technical policy

Å Business Intelligence / 
Reporting

Industry Standards

NIST

FDCC

DISA 
STIG

CIS
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Setting the Stage: Five IT Security òTruthsó

1. You canõt secure what you 

donõt see.

2. Secure doesnõt mean compliant 

and compliant doesnõt mean 

secure ðbut they are related!

3. More tools doesnõt mean 

youõre more secure 

ðin fact it may leave you less secure.

4. Youõre only as secure as you can prove/demonstrate/report

ðmgmt wants to see it in writing.

5. Security metrics can be your friend ðembrace them!

Photo from: http://spinspotter.files.wordpress.com/2009/01/truth -consequences-500.jpg
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