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The Economic Real il ty

You can take it as a given that [information technology] budgets will remain relatively

flat in the coming years, so you simply have to do more within your fixed budget. The

way to do that is to figure out ways to
0 Tom Kirellis, acting deputy director of the Office of Infrastructure Optimization at the federal GSA

In a recent CIO survey:

A More than 50% have put nonessential projects on hold
A 25% have decided to freeze IT hiring

A 61% are reevaluating their 2009 budgets

Bottom line:
Il n 2009 and beyond I T staff

Source: http://www.networkworld.com/news/2008/100808-economy-freezing-it-budgets.html?tc=mgt




Deconstructing Information Security Compliance
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Control Frameworks /
ISO/IEC Governance
17799
l!lll Corporate Mandates

Industry Standards

Leadership People | Process | | Technology
A Tone at the Top A Knowledge of the A Risk Identification and A Comprehensive system
A Commitment Business Prioritization assessment
A Monetary resources A Project Management A Policy Development/ A Automated
A Regular involvement A Communication Publication enforcement of
A Competitive A Sales A Monitoring technical policy
Advantage A Collaboration A Training A Business Intelligence /
Reporting




Setting the Stage: F
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1. You canot secur e

donot see.

2. Secure doesnaot
and compliant d
secure0 but they are related!

3. More tools does
youdre more sec
d in fact it may leave you less secure.

4. Youodore only as secure as you can
d mgmt wants to see it in writing.

5. Security metrics can be your friend embrace them!

Photo from: http://spinspotter.files.wordpress.com/2009/01/truth -consequences500.jpg




Soé why havenot securi-t

_®

A Lack of consensus among
stakeholders or industry

I What 0s I mportant? ' answe
depends upon your position
within the enterprise or the
security mar ket

A Lack of certainty, lack of visibility
means lack of reliable data points
to measure.

ASecurity team dod&
management of the solution




Operational Excellence in IT Security:
4™y Some suggestionsé

A View security with an operational filter.

AStart prioritizing the O0Ab
A Begin with a baseline by asking these questions:

I What 06s I n my environment ?
I Which of these do | have control over?

I Of these, which are in compliance with
<insert standard here>?
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Operational Excellence in IT Security:
,ﬂf:i-?;:‘?:;.:So me suggestionsé
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A Develop methods and processes to measure efficiency in

Change Management:
I What percentage of the environment can we VERIFY
conforms to these changes within a 2hour timeframe?

MAKE THAT YOUR SLA.
A Measure efficiency around auditing procedures (audit
fi ndings shoul dnot be a sur

I How often do we monitor for nocompliance?
I What 6s the pr oces s-comgpliantdewcese d i a!i 0

I How long does it take from detection to remediation?
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Continuous Compliance:
_0 Requires Pervasive, Redime Visibility

What is the current compliance status for
all my desktops and servers?

How can | be sure laptops are Iin -
compliance when they are roaming and/of.
off network? »

How do | bring laptops, desktops and
servers back into compliant status?

What rogue devices are gaining access td
my network?

5/20/2009
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Managing Security Costs
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Servers / Data Centers

Rogue Assef] Vulnerability Coﬁﬁéﬂ%on

Discovery | Assessment] Management Management

Desktops / Workstations / Laptops

Secunia A By i Btk avii#e. ... insightexpress i

o do work’at home. (See Re & Wigtkers Still Living Dars Rinarch on the Right Deciier

Stay Secune . . -
oy Secwre S P =

T

- e S Wt e ' Says.)

" N
Fewer than 2 percent of Windows PCs are fully patched with updated and--The new study indicates that users frequently download unauthorized data and ;

secured software accnrding to new data gathered b}r‘ Sacunia. “Fapplications to their work machines for personal use. About 30 percent of
! remployees use their company-issued PCs for personal email, and about half use

eir work PCs for personal Web research and online banking.

w:u i data during the pastwe [om 0 newu o -
: A {0 {" % *‘t More than half of end users have changed the security settings on their company-

dssued laptop to view restricted Websites, even though they knew it was against
JUmompany policy. About 25 percent say itis "none of the company's business” if they

‘Tﬁgwe changed the security settings on their computer, the study says. '
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Managing Compliance Costs

F2YLX AL YOS Ad |y 9 EtdSatmGmmm—":
Minimize the cost! RS T EEEEE

Five IT Compliance Truths e =l
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Staying compliant is cheaper than becoming ': I

compliant.

A

A Accelerated and automated remediation
saves time and money, and reduces risk.

A

Auditors require proof of compliance,
dzy F2NIidzy I 6§ Steyx (GkSa OFyau &

Automate Continuous Endpoint
Discovery, Assessment, Remediation
and Reporting
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Security & Compliance Lifecycle

A—
Ensure all endpoints are Ensure endpoints are configured Ensure all endpoints are
iIdentified and assessed securely and stay that way patched i on or off network

How many tools do you use for all of the above?




Consolidate, Increase Visibility, Reduce Cost

7 — . BigFix Security Configuration and
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ACentralize Security and Compliance for
Servers and Desktops
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low users to reuse any of their st 24 passwords. Old passwords may have been compromised, or an attatker may have taken  long tine to crack encrypted passwords. Reusing an
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= Supelied Configuration Referznce Data:

Hote amguter ConfigurationtWindaws Settings\Security SettngsiAconunt Aoici:

" ASpeed the time to remediation

File

assword Policy

Ancrease Overall Accuracy

AReduce organizational risk
AccesstoPreal ef i ned é :

A Vulnerability Assessment policies

A Patch Management policies

A Configuration Management policies




Prove you are Secure and Compliant

System Compliance Report

~—— Select Report Parameters

Compliance P

cliey: | SCM Checl

— Y
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. . . ) Print
Compliance Policy SCM Checklist for FDCC on Windows XP Beta
Report Generated Fri Dec 5 2008 16:54:58 GMT-0800
Total Computers 6
Compliant Computers 1(17%)
Non-Compliant Computers 51(83%)
System Compliance Average
[ I— — I I I I i |
46.4%
Overall Campliance Devices by Compliance P tag

A

Reaitime visibility into the current
state of compliance

Quickly identify critical gaps in
compliance to defined security policy

Make informed decisions and be
confident that the information is
accurate

Reduce manpower needed to manage,
enforce, fix, and prove security and
compliance to policy

Provide visibility, control, and proof
through a single unified management
console and integrated web reports
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Customer Examples of Cost Savings

o To Io Do

Failed internal audit of information security configuration compliance
Highly distributed infrastructure with centralized visibility and reporting
Customized BigFix SCM to meet internal configuration requirements

Reduced configuration cycle from 6 months /3 FTE to 2 weeks /1 FTE

National Retalil
Chain

o To Io I P

Failed PCI Audit due to poor configuration policy enforcement

No visibility or ability to report on configuration compliance status

No ability to enforce configuration standards across infrastructure
Leveraged BigFix SCM Controls to achieve PCI specific requirements
Eliminated duplicate and ineffectual products, reduced time and

resources necessary to comply and maintain compliance to policy

Federal Agency

5/20/2009

Ongoing failures to secure systems and mitigate against threats caused by
poorly configured and badly managed systems

Systems highly susceptible to internal abuse and external attack
Leveraged out-of-the-box checklists to assess compliance and

automate remediation of non-compliant systems.
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Benefits of the BigFix Approach

00000000

Protects endpoints no matter where they are located, how they are
connected, or whether they are on or off the network

Minimal network, endpoint impact

Reailtime compliance reporting instead of potimt-time assessments

Continuous compliance enforcement

Quick time to implement

Very low implementation, infrastructure, maintenance costs

Unifies endpoint protection, security and vulnerability management to
single agent, single console, single infrastructure




