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AGENDA:

• Data Protection Challenges

• Common Threat Vectors for Data Loss

• 5 Steps to Implementing Data Protection

• Q&A
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“TJX’s $1 billion
data breach”

“DuPont scientist downloaded 

22,000 sensitive documents as 

he got ready to take a job with 

a competitor…”         

“ChoicePoint to pay $15 million
over data breach—Data broker 

sold information on 163,000 people

The FSA has fined Nationwide 

£980.000 for a stolen laptop

Marks & Spencer was sued for over $2mill

Data Breach - The escalation of a serious threat
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Data Breach - The escalation of a serious threat

1500 Laptops, 2500 PDA’s, 62000 Mobile 
Phones simply left behind in the taxi

During US election laptop stolen out of 
McCain’s election office with sensitive data

Credit Card institute lost 1 Million credit card 
numbers on a CD-Rom

German Ministry lost in 2 years 189 Desktops 
and 326 Laptops incl. VPN dial in details
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Data Privacy, Regulatory Compliance and You

• Increasing regulatory 
frameworks

– Growing in number, complexity, 
responsibility on your behalf

• Designed to protect an 
individuals right to privacy with 
respect to personal data

• Hong Kong Monetary Authority

– Examinations on Controls 
over Customer Data 
Protection

– All USB device must be 
encrypted with file transfer log

– Location of the customer data

Sarbanes- Oxley 
(USA)

California SB 1386 

(USA)

Directive on Protection

of Personal Data
(EU)

Gramm-Leach-Bliley
(USA)

Data Protection Act 
(UK)PA/PA(PS)A

(Australia)

Data Protection Act
(Japan)

Datenschutz 
(Germany)

Government Network

Security Act 
(USA)

eCommerce Act
(South Korea)

US Senate Bill 1350 

Proposed 
(USA)

US Government
OMG Initiative

(USA)

Personal Data (Privacy)
Ordinance

(Hong Kong)

CPPDP Law

(Taiwan)
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$100 
Social Security card

$500-$1,000
Trojan to steal account 
information

$5 
PayPal account 
logon and password

Information - The new age currency

$50-$100
Birth certificate

$200-$300 
Credit Card Number with PIN

$2-$10 
Credit card number

$30
Driver's license

Data Breach 2.0
The price of a credit card

http://images.google.com/imgres?imgurl=http://www.bestbonuscard.com/wp-content/uploads/mlb_credit_card_rewards.jpg&imgrefurl=http://www.bestbonuscard.com/mlb-credit-card-rewards/&usg=__ss6H7KboYQOPq90mwvAwTn96Ds4=&h=315&w=500&sz=142&hl=en&start=14&tbnid=NMZn5fY4F8mz0M:&tbnh=82&tbnw=130&prev=/images%3Fq%3Dcredit%2Bcard%26gbv%3D2%26ndsp%3D21%26hl%3Den%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.people.fas.harvard.edu/~lipoff/files/idpictures/Old_Drivers_License.jpg&imgrefurl=http://olelafe.blogspot.com/2007/02/myth-of-drivers-license.html&usg=__vx_zk6RriQK8-eXy8UjFZdHL1Xo=&h=253&w=405&sz=55&hl=en&start=21&tbnid=G8TiVrVU3EeRgM:&tbnh=77&tbnw=124&prev=/images%3Fq%3Ddrivers%2Blicense%26gbv%3D2%26hl%3Den
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The

Perfect

Storm

Data Breach - The escalation of a serious threat

Over 250 privacy laws

mandate Data Protection

380 Million

corporate 

desktops

300 Million

corporate 

laptops

2.1 Billion

CD/DVD’s

300 Million

USB Sticks

“TJX’s $1 billion 

data breach”

“DuPont scientist downloaded 22,000 

sensitive documents as he got ready to 

take a job with a competitor…”

“ChoicePoint to pay $15 million over 

data breach—Data broker sold 

information on 163,000 people

The FSA has fined Nationwide 

£980.000 for a stolen laptop

Marks&Spencer was sued for over $2mill

300-400 Million

handhelds

In 2008
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Over 80% of the Global 5000 have no data security in place

The perfect storm has arrived – but – most companies are still not prepared

 Data Security is incident driven …

 Insider steal information ?

 Data Security is complex !
“Where do I begin ?”

Data Breach - The escalation of a serious threat
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Securing your information can be done …

… in a matter of weeks – not years or months

… 2-12 weeks to value

Your five „steps“ to 99% Data Protection...

1. Understand the Risk

2. Fix Data Encryption

3. Manage Removable Media

4. Define Confidential Data

5. Deploy Data Loss Prevention

Data Breach - The escalation of a serious threat
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The path to protecting your vital information

Understand
the Risk

1 Data is not static,

so security cannot be static

Security MUST be “data centric” 

Remote

employees

Business

partners

Suppliers

Mobile

employees

Customers

Hackers

© ®
™

Competitors
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Threats magnify the problem

Loss or theft of 

laptops and 

mobile devices

1
Unauthorized 

transfer of data to 

USB devices

2

Unable to locate and 

protect sensitive 

data

3

Theft of company 

secrets by 

employees

4
Lack of content 

awareness and 

coordinated 

response to 

intrusions

6

Print and copy of 
client data by staff

5

Access to 

sensitive files by 

unauthorized users

7

Understand
the Risk

1
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360° Protection wherever the data travels!

Data Security needs to take place anywhere...

Data in MOTION

eMail

Webmail

IM/Chat

Blogs

File Shares

FTP

Data in USE

USB Sticks

CD / DVD

iPod

Ext. Hard drives

Printouts

Data at REST

Desktops

Notebooks

Databases

Mail Archives

File Shares

Doc Mgmt Sys

Understand
the Risk

1

0%
Secure
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Understand
the Risk

1

Data Protection needs to be tightly woven into the 

business

 Sensitive and confidential information can be lost anywhere

 The threat comes from the inside AND the outside

Technology is NOT the hard part

 Aligning the business stakeholder is key

 Raise the awareness level for the threat

Data protection is not a static decision

 Information is constantly changing & travelling

 Partners are changing, so solutions need to evolve

To Summarize: The First Step!

The path to protecting your vital information
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Fix
Data Encryption

2

Challenge !

 Laptop is lost / stolen! What information was on it?

 Non encrypted data is always considered “stolen” or “exposed”

 Data privacy laws / regulatory compliance / corp. governance

How to fix the problem ?

1. Deploy hard drive encryption on all laptops & desktops

2. Monitor your inventory / run audit reports

Understand
the Risk

1

The path to protecting your vital information
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Single Agent
Single Console

ePO Console

 Pre-boot authentication

 Entire device is encrypted

 Invisible to end-user

Fix
Data Encryption

2

60%
Secure

Understand
the Risk

1

The path to protecting your vital information
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Challenge !

 Laptop is lost / stolen! What information was on it?

 If data was encrypted then it is not considered compromised

 Data privacy laws / regulatory compliance / corp. governance

How to fix the problem ?

1. Deploy hard drive encryption on all laptops & PCs

2. Monitor your inventory / run audit reports

Time ?

 Planning / design / policy: 1-3 weeks

 Deployment:      2-4 weeks

Fix
Data Encryption

2

60%
Secure

Understand
the Risk

1

The path to protecting your vital information
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Manage
Removable Media

3

Challenge !

How to fix the problem ?

 Information is transferred IN and OUT

 Can be bought anywhere for $20

1. Use only encrypted USB sticks

2. Install DEVICE CONTROL software

3. Set policy to use only encrypted USB sticks - or-

set policy to encrypt data when transferred

Fix
Data Encryption

2

Understand
the Risk

1

The path to protecting your vital information
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Single Agent
Single Console

ePO Console

80%
Secure






Manage
Removable Media

3

Fix
Data Encryption

2

Understand
the Risk

1

The path to protecting your vital information
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Time ?

Challenge !

How to fix the problem ?

 Data is transferred IN and OUT

 Can be bought anywhere for $20

1. Use encrypted USB sticks

2. Install DEVICE CONTROL software

3. Set policy to use only encrypt USB sticks - or -

set policy to encrypt data when transferred

 Encrypted USB sticks: Time to write a purchase order

 Device Control Software:      1-3 weeks

 Set policy for encryption:      1 week

Manage
Removable Media

3

Fix
Data Encryption

2

Understand
the Risk

1

80%
Secure

The path to protecting your vital information
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Define
Confidential Data

4

Simple to say, but …

 What data?

 From whom?

 Where is the data?

“Protect my sensitive data! …and   

don’t interfere with the 
business!”

Executive directive …

Manage
Removable Media

3

Fix
Data Encryption

2

Understand
the Risk

1

The path to protecting your vital information
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1. Focus on risk drivers specific to your organization

 Compliance, Intellectual Property (IP)

 Business information, staff related information

 Legal information

 Customer information

2. Define most critical vectors

 Data at Rest, Data in Motion, Data in Use

 Location of data

 Focus on data that travels

3. Determine the functional stakeholders’ needs

 Interview stakeholders; i.e. legal, HR, compliance, …

 Define their needs & requirements

Data Protection is not static …

Define
Confidential Data

4

Manage
Removable Media

3

Fix
Data Encryption

2

Understand
the Risk

1

The path to protecting your vital information
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Deploy
Data Loss
Prevention

5

98-99%
Secure

Define
Confidential Data

4

Manage
Removable Media

3

Fix
Data Encryption

2

Understand
the Risk

1

The path to protecting your vital information

Time ?
1 week

First Step Second Step

Time ?
1-2 weeks

 Define DLP Policy       

 Run report
tune &
refine

 Mine Data           

 Capture Data Transfers
similar to               Indexing
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Create

Policies

Capture and 

index all 

network data

DLP policy creation with “Capture”

Actual outgoing email, IM, web traffic, etc.

1-3 weeks

Effective

Protectio

n

Offline data

Tweak / 

Edit Policy

Offline 

fast-

forward 

testing

Bonus = Forensics!

Help catch theft of critical data by employees
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Data Security

100%

80%

60%

40%

20%

0%

Understand

THE RISK

Fix DATA

ENCRYPTION

Manage

REMOVABLE

MEDIA

Define

CONFIDENTIAL

DATA

Deploy

DATA LOSS

PREVENTION

The path to protecting your vital information
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Network

McAfee Integrated Security Platform

Endpoint
Anti-Virus & Anti-Spyware

Email AV & Anti-Spam

Host DLP

Desktop Firewall

Host IPS

NAC

Policy Auditing

SiteAdvisor

Network DLP

E-mail Security

Web Security

Firewall/UTM

IPS

NAC

Behavioral Analysis

Vulnerability Mgmt

Remediation 

Policy Auditing

Endpoint Encryption

Device Control

Macintosh AV

Linux AV

Forensics

• Agent deployment

• Configuration

• Updates

• Policy settings

• Alerts

• Reporting

Single Agent
Single Console

ePO

M
c
A

fe
e
 A

g
e
n

t

Risk & Compliance

D
a
ta

 D
is

c
o

v
e
ry
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THANK YOU!!
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Single Agent
Single Console

ePO Console

Manage
Removable Media

3

“Fix”
Data Encryption

2

Understand
the Risk

1

The path to protecting your vital information

98-99%
Secure

Define
Confidential Data

4

Deploy
Data Loss
Prevention

5





Host DLP
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Deploy
Data Loss
Prevention

5

98-99%
Secure

Define
Confidential Data

4

Manage
Removable Media

3

“Fix”
Data Encryption

2

Understand
the Risk

1

The path to protecting your vital information

Time ?
1 week

First Step Second Step

Time ?
1-2 weeks

 Define DLP Policy       

 Run report
tune &
refine

 Mine Data           

 Capture Data Transfers
similar to               Indexing

Network DLP


