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AGENDA:

ÅData Protection Challenges

ÅCommon Threat Vectors for Data Loss

Å5 Steps to Implementing Data Protection

ÅQ&A
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ñTJXôs $1 billion
data breachò

ñDuPont scientist downloaded 

22,000sensitive documents as 

he got ready to take a job with 

a competitoréò         

ñChoicePoint to pay $15 million
over data breachðData broker 

sold information on 163,000 people

The FSA has fined Nationwide 

£980.000for a stolen laptop

Marks & Spencer was sued for over $2mill

Data Breach - The escalation of a serious threat
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Data Breach - The escalation of a serious threat

1500 Laptops, 2500 PDAôs, 62000 Mobile 
Phones simply left behind in the taxi

During US election laptop stolen out of 
McCainôs election office with sensitive data

Credit Card institute lost 1 Million credit card 
numbers on a CD-Rom

German Ministry lost in 2 years 189 Desktops 
and 326 Laptops incl. VPN dial in details
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Data Privacy, Regulatory Compliance and You

ÅIncreasing regulatory 
frameworks
ï Growing in number, complexity, 

responsibility on your behalf

ÅDesigned to protect an 
individuals right to privacy with 
respect to personal data

ÅHong Kong Monetary Authority

ï Examinations on Controls 
over Customer Data 
Protection

ï All USB device must be 
encrypted with file transfer log

ï Location of the customer data

Sarbanes- Oxley 
(USA)

California SB 1386 

(USA)

Directive on Protection

of Personal Data
(EU)

Gramm-Leach-Bliley
(USA)

Data Protection Act 
(UK)PA/PA(PS)A

(Australia)

Data Protection Act
(Japan)

Datenschutz 
(Germany)

Government Network

Security Act 
(USA)

eCommerce Act
(South Korea)

US Senate Bill 1350 

Proposed 
(USA)

US Government
OMG Initiative

(USA)

Personal Data (Privacy)
Ordinance

(Hong Kong)

CPPDP Law

(Taiwan)
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$100 
Social Security card

$500-$1,000
Trojan to steal account 
information

$5 
PayPal account 
logon and password

Information - The new age currency

$50-$100
Birth certificate

$200-$300 
Credit Card Number with PIN

$2-$10 
Credit card number

$30
Driver's license

Data Breach 2.0
The price of a credit card

http://images.google.com/imgres?imgurl=http://www.bestbonuscard.com/wp-content/uploads/mlb_credit_card_rewards.jpg&imgrefurl=http://www.bestbonuscard.com/mlb-credit-card-rewards/&usg=__ss6H7KboYQOPq90mwvAwTn96Ds4=&h=315&w=500&sz=142&hl=en&start=14&tbnid=NMZn5fY4F8mz0M:&tbnh=82&tbnw=130&prev=/images%3Fq%3Dcredit%2Bcard%26gbv%3D2%26ndsp%3D21%26hl%3Den%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.people.fas.harvard.edu/~lipoff/files/idpictures/Old_Drivers_License.jpg&imgrefurl=http://olelafe.blogspot.com/2007/02/myth-of-drivers-license.html&usg=__vx_zk6RriQK8-eXy8UjFZdHL1Xo=&h=253&w=405&sz=55&hl=en&start=21&tbnid=G8TiVrVU3EeRgM:&tbnh=77&tbnw=124&prev=/images%3Fq%3Ddrivers%2Blicense%26gbv%3D2%26hl%3Den
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The

Perfect

Storm

Data Breach - The escalation of a serious threat

Over 250 privacy laws

mandate Data Protection

380 Million

corporate 

desktops

300 Million

corporate 

laptops

2.1 Billion

CD/DVDôs

300 Million

USB Sticks

ñTJXôs $1 billion 

data breachò

ñDuPont scientist downloaded 22,000 

sensitive documents as he got ready to 

take a job with a competitoréò

ñChoicePoint to pay $15 million over 

data breachðData broker sold 

information on 163,000 people

The FSA has fined Nationwide 

£980.000 for a stolen laptop

Marks&Spencer was sued for over $2mill

300-400 Million

handhelds

In 2008


