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% Agenda
The lbenefitscofiinformationcentric securnity

¥ The 7 deadly sins of data security
M The business of information flows
¥ Challenges in controlling data
X Information-centric protection

I The promise

I The essential elements

I The roadmap
X Virtualization security
M Questions
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AnalysiscofiBreaches*
Risk:ano: the impact
Breach type Risk of br‘ LYLJ O ‘
Laptops 31% 9%
Media (USB, DC/DVD) 8% 14%‘

Hack (Network, Servers) 18% 56%
Email 3% 0%
Fraud 6% 11%
BackupTapes 4% 7%
Web attack 14% 1%
Other 16% 2%

yBased on number of records, not thei

*Source: Attrition.org
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/ The 7/ddeadly isinsfaf-data: security

Security is an IT problem

| have the latest firewalls, antmalware

| have disk encryption on my laptops

The real threat Is inside/outside the organization
| need the highest level of security

Security Is about restricting the sharing of data
LG 62y Qi KILWSYy 02 YS
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% Information flow

The importance-of collabaration

As time goes on the most important thing about a
scientific or technological base may not be what
Information is in it at any given moment, but the
speed with which it is continually renewed and the
richness of communication carrying specialized
know-how to those who need it and acquiring
knowledge swiftly from all over the world.

It Is not thestocksbut the flow that will matter.
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/ The lbusiness oftthe 2lcentury

% Collaboration
I Partnerships
I Open flow of information
I Shared assets
M Speed and agility
I Adapting to new information
I Rapid scaling
M Globalization
I Diverse world
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% IT realities
Today -and tomorrow

 Complex infrastructure
I Heterogeneous systems
I Virtualized environments
I Exponential storage growth

x Uncontrollable span
I Distributed data
I Distributed employees
M Point-based security
I Perimeter, device, network

N

Security is NOT optimized for information flows that
enablebusiness collaboration
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RecentBreaches*
A worrying antwidevariety,of causes

Organization

Type of breach

Records lost

Harvard Law School
Bankof New York/Mellon
Georgia Dept of Health
US Marines

TIMaxx

Blue Cros8lueShield
AnheusesBusch

Baylor Health Systems
Best Western

NY Dept of Homeles3vcs

Lost backup tape
Lost backup tape
Lost CD
Lost USB media
Hackedwireless network
Lost laptop
Stolen laptop
Stolen laptop
Hacked files on server
Email attachment

21,000
12.5 Million
2.9 Million
207,000

90 Million
40,000
190,000
100,000

8 Million
8,400

*Source: Attrition.org
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% Poor secuntyccatisingptoblems

M Nearly 360M records compromised in last 4 years

i At an average remediation price tag of $202* per
record, this comes to ~$18B of costs per year!

M Security (people, process and technology) not aligned
with business flows

I Focus on protecting certain poingno holistic
viewpoint of data protection

Current data protection approaches are obsolete!

*Ponemon Research 2009
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Devicecentric security

Ineffective:and obsolete

Complex
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% What if you could
protect the dataiitself?

\
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Information-centric security
Protectthe information:
not the device not the path,andnot the perimeter
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/The promisesof informatiorcentric secunity
Protect once-> protect evernywhere

M Ownership from the business units

I The single major benefg¢who owns information
versus who owns infrastructure?

M Comply with regulations

i5Fa0lF Aaz2ztlradA2ysS LISNBAA

I Policy driven: tracking, access, retention, etc.
X Enable secure collaboration
I Align with business workflow/information flows
I Support cros®rganizational scenarios
M Reduce complexity and costs
I No changes to applications, user workflows
I Optimized for virtualized environments
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fiitt of aniinformationcentric solution

X Eliminate multiple point products
I And tough integrations among them
M Resource optimization

I Free up valuable and scarce resources for strategic
security projects

What 0sSTCQD ur
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/ An information-centric solution
The essential-elements

¥ Smart data

I Self describing with embedded policy

I Persistence with the datapolicies, access control
X Universal policy definitions

I Application and platform agnostic

I Security and management
X Usability and flexibility
I Invisible technology

I Access control for apps, users, resources
T Virtual and nonavirtual environments
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oving towards:ani informationcentric world

wDisk encryption wlntegrated products wPolicy driven
wTape encryption wHybrid approach wPersistence with data

wFile encryption wPolicy emphasis wHeterogeneous
wExtended enterprise

COPYRIGHT © 2007 BITARMOR SYSTEMS, INC. ALL RIGHTS RESERVED.
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 Virtualization

I A paradigm shift in

Virtualization securnity

wHosts the

Infrastructure managemen| execution

I Huge benefits in flexibility,
agility and costs

I Devices, applications, and

networks being virtualized
» \Wrong security focus
I Anti-malware, Hypervisor

rootkits, Preventing escape wrepresents

from virtual environment,
Intrusion detection

I Important, but missing the
true asseftc data!

COPYRIGHT © 2007 BITARMOR SYSTEMS, INC. ALL RIGHTS RESERVED.

environment

information
as bits

-

Applications

Networks

wTakes action
on data

Enables
collaboration
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Protect the data!

The @nlyway:tossecure awirtualrenvironment

M The data

I Is the only element that
cannot be virtualized!

I Has a longer lifecycle than
virtual devices, networks
and applications

i Is the only element that ~
moves between the virtual ))_(\
and nonvirtual spaces

M Devicecentric products will
not work in a virtual world

I Information-centric
protection is theONLY
answer!

Applications
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/ What to look for

M Policy driven

I Is the solution driven by centrally configurable
security and management policies?

M Persistence
I Do these policies persist with the data itself?

M Transparency

I Is the protection transparent to applications,
devices, networks and users?

I Can it work seamlessly in a virtual environment?
 Simplicity

I Is the solution simple to deploy and manage?

I Does itreducethe need for deviceentric security?
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BitArmor DataControlt

Protect your data wherever it goes

COPYRIGHT © 2007 BITARMOR SYSTEMS, INC. ALL RIGHTS RESERVED.
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Protection policies: thatsstaywith lthel data

Access Control

Encryptor) l Access Expiration

Basic
Classification
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Protectingyourdata

/ A risk-based, prioritizet-approach

Stop the
bleeding

wDisk Encryption
wUSB Encryption
wEmail Encryption

COPYRIGHT © 2007 BITARMOR SYSTEMS, INC. ALL RIGHTS Ri

ESERVED

Build a secure

foundation

L> wFile Share Protection
wTape Encryption
wData Leakage

Prevention

Invest for a
safe future

wData Retention
wReporting

wSecure
Collaboration
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¥ Disk Encryption, USB and Email Attachment protection
I Single integrated solution
I One install, configure options based on need
| Easier to use, simplén manageg better TCO
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Conclusion: The fiuture iishhere!

M The sun is rising for informatiofcentric security
I Get the business units involved
| Easiest way to become compliant
I Enables information flow and secure collaboration
| Reduces costs and complexity

M \What you can do today
I Think beyond the devicethink critical data assets
I Align security with business assets/flows
| Start small but start informatiowentric!
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The future ©of security i1srinformatiorcentric.
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Benefits

Imple policies

Policy evolution

ODvnamic policies

arentagentless
OMollaborative
able policies  self updating/adapting

Fewer agents
Multiple platforms
Central control

Enforced by ag
Single platform
/ Intra-organizati

ents

on
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Securingidataonrmultiple devices
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Email
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USB

...> [ Corporate

Network Backup

facility
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BitArmor
Control Server Central Data Center Backup
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