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A Common Security Concerns
AVulnerabilities/Exploits

lﬂ A Authentication/Encryption
ABest of Breed Secure Mobility
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Why Wi-Fi?

Improved Ubiquitous
Productivit Voice and Data

Mobile Apps

Unauthorized Worms and Rogue Access
Access Viruses Points
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WiIi-FiI Facts

AMost companies

° Have or are looking to deploy
> Are extremely concerned about security

- AMost deployments
o Startsimplei pri vat e, |l 1 mi ted AHot
> Grow like wildfire

-ACentrino Effecto

- Ubiquitous coverage and mission critical applications

° Quickly become unmanageable 1
unplanned/uncoordinated growth

- It will become a primary connection medium i Voice, Video, Data
(and maybe the default!)
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— Introduction

AHow are attackers exploiting wireless
networks?

° Does IEEE 802.11i solve all wireless
vulnerabilities?

A Accuvant has several interests in
understanding wireless attacks

° Improving wireless security assessment analysis
techniques

° Helping customers improve mobile security

> Keeping ahead of attackers with innovative security
solutions

APlease use this information responsibly
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' WIi-FI Puts Your Network in the Air

ARF is everywhereé physical
ACandét control signal.g
A Must Protect:

° Medium - airwaves

> Network

° Users from users
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Wireless Network Map

Signal Strength
Weak




Ad-Hoc Networks

A Ad-hoc networks are uncontrolled networks i set up
by users instead of administrators

A The capability is part of 802.11(enabled by default)
A No authentication required i anyone can join

A Most users will not bother using encryption in this
case
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A Plugs into wired corporate network

A Traffic bridged between public hotspot and enterprise networ =
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http://www.t-mobile.com/hotspot/

Hijacking Clients

A Multiple tools to abuse preferred network

list on clients

° Hotspotter
> RawGlueAP
> KARMA

A When and how stations
roam still driver
dependent

A Can be abused by attackers

A Easy to impersonate a valid
access point with "soft AP"
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-+ Wireless Metwork Connection Properties |E| |E|

General | Wireless Metworks | ﬁ.dvancedl

Uze Windows to configure my wirglezs network, zettings

Aevalable networks:

Ta connect to, disconnect fram, ar find out mare infarmation
about wireless networks in range, click the button below,

[ Wiew YWireless Metwaorks

Prefermed networls:
Automatically connect to available netwarks in the order listed
belo:

1 zomethingclever [Autarmatic] Move up

L WEPMET [&utomatic)
A4 tmobile [Automatic] Move dowvin

[ Add. ][ Bemove H_ Froperties ]

Learn about zetting up wireless network,

configuration.

[ OF. ][ Cancel ]
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RSA Show Vulnerabilities

 More complex wireless threats amd attackss

.. A Intruders focusing on targeting individual devices
Instead of APs and controllers

gl A The masquerading process included:

° Launching a denial of service attack to knock a device
off the network

° Then spoofing the MAC address of the device to then
connect to the network as the spoofed device

A T-Mobile phone acting as a soft-AP
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« Defending Mobile Workstations

A Accuvant/Aruba/Juniper are researching,
Investigating vulnerabilities using these techniques

° Working with vendors to resolve, improve security for
wireless industry overall

A Deploy wireless IPS monitoring to identify attacks
against wireless clients, access points

A Ensure client drivers, third-party AP code is up-to-
date

A Deploy endpoint security solution to enforce your
wireless security policy
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