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The Economic Realityé

In a recent CIO survey:

ÅMore than 50% have put nonessential projects on hold

Å25% have decided to freeze IT hiring

Å61% are re-evaluating their 2009 budgets

Bottom line:

In 2009 and beyond IT staff will need to do more with lessé

You can take it as a given that [information technology] budgets will remain relatively 

flat in the coming years, so you simply have to do more within your fixed budget.  The 

way to do that is to figure out ways to cut your existing costs.ò 
ðTom Kireilis, acting deputy director of the Office of Infrastructure Optimization at the federal GSA

Source: http://www.networkworld.com/news/2008/100808-economy-freezing-it-budgets.html?tc=mgt 
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CobiT

FISMA

J-Sox

Deconstructing Information Security Compliance

PCI
SOX

HIPAA NERC Industry Regulations

Control Frameworks / 
Governance

ITIL

ISO/IEC 
17799

Corporate Mandates

Policies

Standards

Procedures

Leadership Process TechnologyPeople

Å Tone at the Top
Å Commitment
Å Monetary resources
Å Regular involvement
Å Competitive 

Advantage

Å Knowledge of the 
Business

Å Project Management
Å Communication
Å Sales
Å Collaboration

Å Risk Identification and 
Prioritization

Å Policy Development / 
Publication

Å Monitoring
Å Training

Å Comprehensive system 
assessment

Å Automated 
enforcement of 
technical policy

Å Business Intelligence / 
Reporting

Industry Standards

NIST

FDCC

DISA 
STIG

CIS
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Setting the Stage: Five IT Security òTruthsó

1. You canõt secure what you 

donõt see.

2. Secure doesnõt mean compliant 

and compliant doesnõt mean 

secure ðbut they are related!

3. More tools doesnõt mean 

youõre more secure 

ðin fact it may leave you less secure.

4. Youõre only as secure as you can prove/demonstrate/report

ðmgmt wants to see it in writing.

5. Security metrics can be your friend ðembrace them!

Photo from: http://spinspotter.files.wordpress.com/2009/01/truth -consequences-500.jpg

wŜƎŀǊŘƭŜǎǎ ƻŦ ǘƘŜ ŜŎƻƴƻƳȅΧ
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Soé why havenõt security metrics been adopted?

Å Lack of consensus among 

stakeholders or industry

ïWhatõs important?  This answer 

depends upon your position 

within the enterprise or the 

security marketé

Å Lack of certainty, lack of visibility 

means lack of reliable data points 

to measure.

ÅSecurity team doesnõt òownó the 

management of the solution
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Operational Excellence in IT Security:
Some suggestionsé

ÅView security with an operational filter.

ÅStart prioritizing the òAó in òCIAó

ÅBegin with a baseline by asking these questions:

ïWhatõs in my environment?

ïWhich of these do I have control over?

ïOf these, which are in compliance with 

<insert standard here>?
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ÅDevelop methods and processes to measure efficiency in 

Change Management:

ïWhat percentage of the environment can we VERIFY 

conforms to these changes within a 24-hour timeframe? 

MAKE THAT YOUR SLA.

ÅMeasure efficiency around auditing procedures (audit 

findings shouldnõt be a surprise anymore)
ï How often do we monitor for non-compliance?

ï Whatõs the process for remediation of non-compliant devices?

ï How long does it take from detection to remediation?
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Operational Excellence in IT Security:
Some suggestionsé
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Continuous Compliance: 

Requires Pervasive, Real-time Visibility

What is the current compliance status for 
all my desktops and servers?

How can I be sure laptops are in 
compliance when they are roaming and/or 
off network?

How do I bring laptops, desktops and 
servers back into compliant status? 

What rogue devices are gaining access to 
my network?
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Managing Security Costs
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Rogue Asset 
Discovery

Vulnerability 
Assessment

Find

Patch 
Management

Security 
Configuration 
Management

Fix

¢ƘŜ bŜŜŘ ŦƻǊ {ŜŎǳǊƛǘȅ 5ƻŜǎƴΩǘ Dƻ !ǿŀȅ .ŜŎŀǳǎŜ .ǳŘƎŜǘ 5ƻŜǎΗ
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Managing Compliance Costs

Five IT Compliance Truths:

Å ¸ƻǳ ŎŀƴΩǘ ŀŦŦƻǊŘ ƴƻǘ ǘƻ ōŜ ŎƻƳǇƭƛŀƴǘΦ

Å ¸ƻǳ ŎŀƴΩǘ ƳŜŀǎǳǊŜ ŎƻƳǇƭƛŀƴŎŜ ƻƴ ŀǎǎŜǘǎ 
ȅƻǳ ŘƻƴΩǘ ǎŜŜΦ

Å Staying compliant is cheaper than becoming 
compliant.

Å Accelerated and automated remediation 
saves time and money, and reduces risk.

Å Auditors require proof of compliance, 
ǳƴŦƻǊǘǳƴŀǘŜƭȅΣ ǘƘŜȅ ŎŀƴΩǘ ǘŀƪŜ ȅƻǳǊ ǿƻǊŘ ŦƻǊ ƛǘΦ

Automate Continuous Endpoint 
Discovery, Assessment, Remediation 

and Reporting

/ƻƳǇƭƛŀƴŎŜ ƛǎ ŀƴ 9ȄǇŜƴǎŜ Χ
Minimize the cost!
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Security & Compliance Lifecycle

Discover

Assess

Remediate

Report

Ensure all endpoints are 

identified and assessed

Ensure endpoints are configured 

securely and stay that way

Ensure all endpoints are 

patched ïon or off network
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Consolidate, Increase Visibility, Reduce Cost
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BigFix Security Configuration and 

Vulnerability Managementé

ÅCentralize Security and Compliance for 

Servers and Desktops

ÅIdentify changes and compliance deviance 

quickly

ÅSpeed the time to remediation

ÅIncrease Overall Accuracy

ÅReduce organizational risk

Access to Pre-definedé

ÅVulnerability Assessment policies

ÅPatch Management policies

ÅConfiguration Management policies
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Prove you are Secure and Compliant
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Å Real-time visibility into the current 
state of compliance

Å Quickly identify critical gaps in 
compliance to defined security policy

Å Make informed decisions and be 
confident that the information is 
accurate

Å Reduce manpower needed to manage, 
enforce, fix, and prove security and 
compliance to policy

Å Provide visibility, control, and proof 
through a single unified management 
console and integrated web reports
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Customer Examples of Cost Savings
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Financial Company

Å Failed internal audit of information security configuration compliance

Å Highly distributed infrastructure with centralized visibility and reporting

Å Customized BigFix SCM to meet internal configuration requirements

Å Reduced configuration cycle from 6 months / 3 FTE to 2 weeks / 1 FTE

Å Failed PCI Audit due to poor configuration policy enforcement 

Å No visibility or ability to report on configuration compliance status

Å No ability to enforce configuration standards across infrastructure

Å Leveraged BigFix SCM Controls to achieve PCI specific requirements

Å Eliminated duplicate and ineffectual products, reduced time and 

resources necessary to comply and maintain compliance to policy

Å Ongoing failures to secure systems and mitigate against threats caused by 

poorly configured and badly managed systems

Å Systems highly susceptible to internal abuse and external attack

Å Leveraged out-of-the-box checklists to assess compliance and 

automate remediation of non-compliant systems.

National Retail 

Chain

Federal Agency
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Benefits of the BigFix Approach

Protects endpoints no matter where they are located, how they are 
connected, or whether they are on or off the network

Minimal network, endpoint impact

Real-time compliance reporting instead of point-in-time assessments

Continuous compliance enforcement

Quick time to implement

Very low implementation, infrastructure, maintenance costs

Unifies endpoint protection, security and vulnerability management to a 
single agent, single console, single infrastructure

$

$

$

$

$

$

$
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