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Company Introduction

ÅSecurity On-Demand

ÁFounded 2001

ÁñOn-Demandò Managed Security Services

ÅPeter Bybee, President/CEO

ÁCISSP, CISA, San Diego ISSA Chapter President

ÁSpeaker, Lecturer, Published Author & Security Expert

ÁExpertise with Small, Medium, & Enterprise & able to 

address multiple Compliance Areas (SOX, HIPAA, PCI, 

GLBA, etc.)

2



Comprehensive, On -Demand  Security

Company Highlights

ÅSecurity On-Demand

ÁOver 1000 Security Devices being actively managed

ÁClient base consisting of Banks, Credit Unions, Healthcare, 

biotechnology, retail, e -commerce, etc.

ÁCompliance Management for PCI, HIPAA, SOX, GLBA, etc.

ÅOperations

ÁSAS-70 Certification

Á24x7x365 Staffing

ÁPCI Certified ASV

ÁWorldwide Coverage

ÁRedundant Data Centers

ÁCertified Security Analysts
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What is Monitoring?

ÅMonitoring means 

1. Centrally collecting events from critical systems, 

applications, & security devices in real time

2. Performing analysis of traffic, data, and events in real 

time

3. Deciding on what actions to take or not take based on 

established policy

4. Responding according the Security Incident Response 

Plan

ÅWhat connection between monitoring & Logging?

ÁMonitoring is NOT Logging

ÁLog Data from various data sources is part of the overall 

monitoring & risk management process 4
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Why Should you Monitor?

ÅWhy Should you Monitor?

ÁProtect Sensitive Company Data Assets

ÁRequired by Compliance & Regulatory Bodies

ÁBusiness Disruption Cost

ÁLegal Liability for Data Replacement

ÁReputation Loss

ÁFines for a Data Breach (PCI, HIPAA, SB -1386, etc.)

ÅIf I didnôt do it before, Why do I need it now?

ÁRegulatory Requirements have changed

ÁStandard of Due Care ïConsidered prudent today

ÁEvolving Threats & Increased Risk to Financial Exploits
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Case Study of a Convicted Hacker

Å In September of 2007, Robert Moore pleaded 

guilty to conspiracy to commit computer fraud & 

was sentenced to 2 years in Federal prison

ÅHe broke into 15 telecommunications companies 

and hundreds of businesses worldwide

ÅMoore scanned more than 6 million computers 

just between June and October of 2005. AT&T 

reported to the court that Moore ran in excess of 

6 million scans on its network alone. 
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How did he do it?

ÅHe purchased 2 GB of data on corporate IP ranges 

for $800

ÅHe then scanned the IPs looking for specific devices 

he wanted to exploit

ÅUsing recon techniques & simple network probing & 

mapping he looked for specific vulns

ÅThen ran exploits for unpatched code, known vulns & 

dictionary attacks against weak passwords

Å70% of all the companies he scanned were insecure, 

and 45% to 50% of VoIP providers were insecure.
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What could monitoring have done?

ÅMoore said it would have been easy for IT and 

security managers to detect him in their companies' 

systems... if they'd been looking. 

ÅThe problem was that, generally, no one was paying 

attention. 

ÅHe further commented:

Á"If they were just monitoring their boxes and 

keeping logs, they could easily have seen us 

logged in there,ñ

Á"If they had an intrusion detection system set 

up, they could have easily seen that these 

weren't their calls." 8
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What Should You Monitor?

ÅWhat is the Ideal Monitoring Scenario?

ÅMonitor Everything!!

ÁHowever - Impractical due to resource constraints

ÁMonitor Select Devices & Sources ïWill only give you a 

partial picture

Where is Security Data Found?

ÁVirtually all systems on the corporate network contain 

security data

ÅWhat data sources are most valuable?

ÅHow to determine what data sources & devices to 

include and exclude?
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Security Architecture Model
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Data Monitoring Challenges

ÅFundamental Questions

ÁWhat data sources are most valuable to monitor?

ÁHow do you determine what data sources & devices to 

include and exclude?

ÁHow do you get a handle on understanding the risk or 

severity level associated with a monitoring alert?
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5 Data Monitoring Challenges

1. Security Context

2. Information Overload (Too Much Data)

3. ñSiloedò Security information

4. Lack of Information about ñBad Guysò

5. Process, Documentation, & Reporting
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1. Security Context

Å What is Context?

Á Prioritizes value of each data monitoring source

ÁDepends on the sourceôs ability to help you make decisions

Á Is specific to each organization

Å All systems/data sources do not provide equally valuable Security 

Context.

Á The more relevant security context you have, the more likely it is 

you will successfully detect real security incidents while weeding 

out false positives

Å Incorporating Security Context means focusing on areas of risk to 

the organization

Á Risk is primarily comprised of threat, vulnerability, Asset Value 

and Impact (or potential impact)
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Context Suggestions

ÅConduct security architecture context review 

ÁUnderstand where critical data is being stored & 

transmitted (data at rest, data in transit)

ÁHelp determine what data sources are most important 

based on overall risk to business

Å Identify other data sources that can be integrated 

with new or existing security layers 

ÁNewer Services, such as WAF, NAC, Wireless, etc.

ÅHelp Consolidate Security Layers & reduce 

complexity (e.g. IPS combined with NAC, etc.)

ÅEnsure that Compliance Requirements are met
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Context Monitoring Priorities

1. Network IDS/IPS Alerts

2. Firewall Alerts

3. Host & Client Based Alerts

4. Network Devices with ACLs

5. Server & Application Logs

6. Wireless Alert Data

7. Vulnerability Scan Data

8. Unauthorized Access or Use
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Determining Risk through 

Event Triage

ÅLooking at Alerts outside of a risk context is a waste 

of Time

ÅUnderstand the asset value

Å Instantly Understanding the severity of a threat is 

critical when determining what action to take

ÅThe alert severity should be higher if there is an 

attack against a vulnerability that the network is 

susceptible
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2. Information Overload

ÅThe Problem of Too Much Data

ÁMonitoring too much data and/or irrelevant data means 

you will have lots of false positives

ÁSecurity Architectures (IDS, IPS sensors, Firewalls, etc.) 

are designed to ñSenseò, not analyze, sift, or filter

ÅEvent Correlation

ÁDeveloping Correlation Rules in SIM products is hard & 

requires constant tuning, new rule creation

ÅMillion Dollar Question ï

ÁHow do you use information being reported or logged, to 

improve your security posture (e.g. tune or change a 

rule in your firewall or IDS)
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2. Filtering Suggestions

ÅEliminate Unnecessary & Excess Data

ÁUse Sensors that filter out excess data using alert 

thresholds that are tuned to the company environment

ÁAlert Data that has exceeded analysis criteria and 

should be further analyzed and followed up on

ÅOptimized Alert Architecture

ÁFilter out excess data at the edge (sensor) before itôs 

processed & analyzed by the SIM (event correlation 

engine)

ÁMonitoring a small subset of relevant data means itôs 

easier to detect and understand real threats

18



Comprehensive, On -Demand  Security

3. ñSiloedò Security Information

ÅWhere do information security silos exist?

ÁScan data (PCI Scans, vulnerability scans)

ÁRisk Assessments

ÁAudit & Compliance Reports on Internal Controls

ÁDefenses & Countermeasures

ÁPerformance Mechanisms & Data

ÁService Providers ïISPs, etc.

ÁFlows - Routing & Switching Infrastructure

ÁAudit & Event Logs

ÁPeople ïIT Staff, consultants, business partners, 3 rd

party vendors
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4. Research on ñBad Guysò

Å In 2003 ISS published some research they had 

gathered

ÅThey reported that among all reported/known 

successful attacks exploiting data and 

committing credit card theft, 50% of the attacks 

originated from IP addresses that were previously 

published as known fraudulent or suspected 

attacker IPs

ÅToday there are lots of good sources for 

information on the internet that can provide help

ÁDshield.org, CyberTA , CERT, & Others
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5. Reporting & Process

ÅFor most compliance initiatives, itôs not enough to 

wait for a confirmed successful penetration

Å In order to defend against legal liability, you need to 

demonstrate that your company, management, 

culture, etc. actually cares by showing that a 

minimum standard of Due Diligence is maintained

ÅYou need to log and report on suspected and 

attempted violations of computer policy (attacks, or 

unauthorized attempts to access data)

ÅNeeds to address internal as well as outsider 

attacks (employee insider)
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Frequent Pain Points
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4. Lack of Information 

about Known & 

Suspected ñBad Guysò

Attackers

1. Alerts from 

Sensors with 

Context (Severity)

Raw Log Data

5. Incident Response 

Investigation Reporting 

Requirements

Vulnerability Info

Sensor Alerts

2. Information

Overload  (Too 

Much Information)

3. Completely 

ñSiloedò Scan 

Data Not Utilized
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Traditional Monitoring Solution
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Manually Sift Through

Information & Determine 

Whatôs Important

Alerts Include False Positives as well as 

ñReal Dataò Mixed Together


