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Extending Device and Data Protection 

to the Mobile Workforce

The New ñInsiderò Threat
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Agenda

Å Mobility Trends and Their Impact on IT

Å Addressing Challenges of Greater Mobility

Å Solutions Being Pursued to Help Close 

Gaps

Å WiFi Security ïa ñTutorialò
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Fiberlink Overview

Å Company ïFounded in 1994. Headquarters in 
Blue Bell, Pennsylvania. Presence in NA, EMEA & 
Asia. Over 250 employees. 

Å Leader in Mobility as a Service (MaaS) ï
Help enterprises leverage new developments in 
mobile technology to increase productivity, lower 
costs and improve overall management

Å Leadership ïRecognized by industry analysts 

as an innovator and leader in the mobile 

market.

Å Financials - Privately held, profitable and 
growing.  Investors include Goldman Sachs, GE 
and TCV.  
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ÅCompanyïFounded in 1994. Headquarters in 

Blue Bell Pennsylvania. Presence in NA, EMEA & 

Asia. Over 250 employees. 

ÅMission ïMake Laptop mobile computing simpler 

and more secure, so enterprises can realize the 

full potential of mobile work.

ÅCustomersïOver 1,000,000 deployed users 

across over 700 enterprise customers,

ÅLeadershipïRecognized by industry analysts as 

an innovator and leader in the mobile market.

ÅFinancial - Privately held, profitable and growing.  

Investors include Goldman Sachs, GE and TCV  

Fiberlink Overview
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Today Everyone is Mobile and Access is 
Everywhere

[Mobility] is not limited to the traditional ôhotõ employee categories, who are typically 

ôroad warriorsõ seeking to access corporate applications while on the move or in 

public places; increasingly it also includes part-time and full-time home workers and 

so-called ôday extenders.õ 

- Jeremy Green & Pauline Trotter, Ovum, 12/05

Road Warriors

Planes

Trains

Automobiles

Highly Mobile Employees:  25%

Day Extenders

Morning

Noon

Night

Employees with Laptops:  > 50%

http://creative.gettyimages.com/source/Search/22','22','1','
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More Data is Exposed on Laptops

Customer data

Product designs

Bids and proposals

Proprietary software

Financial information

Business plans

Confidential 
employee data

IDC estimates 
that 60% of 
corporate data 
resides on 
laptops and PCs
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Gone Phishing?  They are Motivated!

Recent Information Week Article:

Å $10 - $150
ïPrice range on the black market for full set of identity 

information

Å$.50 - $5
ïPrice range per stolen credit card number

Å196,860
ïUnique phishing messages detected by Symantec for the 

first half of 2007, up 18% over previous 6 months

Å52,771
ïNumber of active bot-infected computers per day during 

first half of 2007

Source: 2008 Symantec Internet Security Threat Report Trends, 01/07 -06/07  
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Targeting the Mobile Device

Wireless Hacking:

Stolen Laptop:

Data In Motion:

Lost Device:

Taking Aim

http://rds.yahoo.com/_ylt=A9gnMiVZi4tHjV0ABS2jzbkF/SIG=11m4vhlnj/EXP=1200413913/**http%3A//taxipass.com/taxi-rider.jpg
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Youôve Got Security Covered, Right?

Human Engineering Issues

When it comes to security, 
you can not depend on 
the end user alone

Organizations must 
automate the process 
and make it seamless 
to the end user
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Decisions, Decisionsé

Hackers

Regulatory 
Compliance

Theft

Happy Executives

Malware

Mobility 
Costs

Patch Tuesday
Policy 

Enforcement

Data at Rest

Endpoint Security

Information Security

Network Access Control

Policy Enforcement

Security Posture

Backup & Recovery

Data Encryption

Application Hardening

USB Control

HIPAA Compliance

SOX Compliance

Data in Motion

How do you extend this protection to the remote device?


