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We are Security Specialists…

• Top ten security software company with ~ 

$100M in annual revenues

• Global reach with over 1700 customers in 60 

countries

• Offices in the US, Canada, UK, Germany, 

China, Japan

• Industry pioneer and leader, with 460 

employees and 110+ patents

• Best in class technology, service and support 

• Founded in 1994, publicly-listed in 1998 

(NASDAQ: ENTU)
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Securing Digital Identities and Information…
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http://www.schufa.de/index.html
http://en.wikipedia.org/wiki/Image:SWIFT.jpg
https://www.bnz.co.nz/Personal_Solutions
http://www.digitalinsight.com/home/home


Entrust Cost Savings Solutions:

-Entrust IdentityGuard

-Entrust Entelligence Messaging Server

-Entrust SSL Certificates
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Agenda

• Three issues underscore the need to secure digital identities and 
information: risk mitigation, business enablement and compliance 
pressures.

• When data is lost or stolen, organizations incur both financial and brand 
damages. 

• Organizations require greater information flow to customers, partners and 
employees faster and in real time to stay competitively viable. 

• Regulatory agencies recognize the need to protect identities and 
information and have mandated certain requirements dictating the handling 
of sensitive information. 

• Moreover, because of hackers, keystroke logging, phishing and other 
attacks which grant access to applications, perimeter security (anti-virus, 
firewall, etc.) is no longer enough to protect identities and information. 
Rather, organizations should have trusted security - often SSL, multifactor 
authentication, fraud detection, digital certificates and PKI - which strikes 
the right balance between affordability, expertise and service.
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Solutions that Save Clients Money

- IdentityGuard: In just over one year, an organization 

with 1000 users can save over $40,000 by switching 

from RSA SecureID tokens to Entrust IdentityGuard.

- EMS: Organizations that use secure electronic 

statement delivery can reduce their printing and 

mailing costs by 90% or more.

- SSL Certificates: Entrust SSL Certificates are priced 

nearly 65% less than the Industry leader, for the 

same quality, standards-based technology. 



Entrust IdentityGuard
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IdentityGuard Overview

• Range of authenticators in a single versatile platform

• Single point of policy streamlines administration 

• Five Applications for Authentication: 
– Remote VPN Access - Desktop Log In - Outlook Web Access

– Extranets/Web Applications - Wireless Network Access
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Broadest Range of Authenticators in Market

Machine IP Geo

User Transparent

Scratch PadGridToken

Physical Form Factors

Knowledge

jsmith

************

Username & 
Password

Web based

Picture + Caption 
Replay

Mutual Auth

Out-of-Band

Mobile Devices
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SSL VPN: Juniper
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• Perpetual licensing model (no renewal costs)

• Hardware not required: Optional $5 Tokens / $2 Printed 

Grid Cards

IdentityGuard: Low TCO / High ROI

Year One Cost*

Server License - $15,000

Backup Service License 

- $7,500

User Licenses - $8 per 

user

Support – 18% of 

software costs

= $36,000

* MSRP for 1000 user 

environment

Year Two Cost

Support – $5,500

Year Three Cost

Support - $5,500
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Target Verticals

HealthCare

Application

• Web Portals for 

Doctors

• VPN access for 

remote 

employees

• Address HIPAA 

compliance

• VPN to 

communicate 

physician 

transcripts to 

and from billing 

departments and 

transcriptionists

Retail

Application

• Address PCI 

compliance

• Secure VPN access 

for remote employees

• Establish customer 

confidence in web 

portals

• Enable customers to 

purchase via the web

Gov’t

Application

• ‘In Field’ Police 

Officers can 

securely access the 

network to file 

reports and log case 

information

• Secure Web Portal 

for employees:  

access Pay stubs, 

Pension benefit 

statements and 

gross/net pay 

scenarios

• Secure Information 

at the Desktop
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Customer Deployment Scenarios

U.S. Treasury Department

Customer Challenge:

• Provide secure access for 530,000 plus employees 
and customers

• Strong 2nd factor security

• Easy to use with minimal training and maintenance

Solution:

• Leveraging grid authentication option

• Addressing issue of visually impaired with Braille 
grids
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Customer Case: US Dept of Treasury
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Entrust Entelligence Messaging Server (EMS)
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EMS Overview: Flexible Delivery Options

Web Mail 

“Pull”

Web Mail

“Push”

S/MIME

OpenPGP

Entelligence
Messaging 

Server

S/MIME 

Gateway

Web-based Client

“Desktop” Email Client

Secure PDF format



© Copyright Entrust, Inc. 2007 22

Secure PDF delivery

• eStatements can reduce mailing and printing costs by 90%

• Email encryption for all types of systems:

– Microsoft Outlook

– Lotus Notes

– RIM BlackBerry

– Webmail

• Electronically deliver sensitive statements:

– Payroll Statements

– Invoices

– Insurance Claims

– 401k Statements
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Target Verticals

HealthCare

Application

• Address HIPAA 

compliance

• Remote 

medical staff 

digitally sign and 

submit time 

cards

• Employees able 

to email critical 

customer and 

patient info to 

external 

business 

partners, 

Healthcare 

providers and 

practioners 

Utilities and 

Insurance 

Organizations

Application

• Securely deliver 

customer statements 

• Quickly and cost 

effectively deliver 

electronic insurance 

quotes

State and 

Local 

Gov’t

Application

• Gov’t employees 

can timestamp and 

securely send 

encrypted emails

• Field officers with 

limited broadband 

access can 

complete field 

reports, digitally 

sign them and file 

them securely over 

the internet

• Enable electronic 

delivery of sensitive 

forms to state 

constituents 



Entrust SSL Certificates
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Cost Effective SSL Certificates

• Two Year Entrust SSL Certificate is 65% less than the 

leading provider 

– Entrust: $159 per 2 year certificate

– Verisign: ~ $500 per 2 year certificate

• Certificates are recyclable (minimum purchase of 5 

certs)

• 98% Customer Renewal Rate
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Thank you!


