Welcome to the Chicago
Tech-Security Conference

Developing, Implementing
and Enforcing an Internet
Acceptable Use Policy (IAUP)
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Why have an
Internet Acceptable Use Policy?

The Internet can be a wonderful source of
Information that can enhance employee
productivity and the organization’s bottom line

It can also provide access to a vast amount of

purely entertainment-related materials that can
threaten your organization
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Financial Costs of Internet Abuse

A recent Gartner study revealed that, on
average, an employee will spend 1 hour per
day in non-productive time on the Internet.

For a 200 person organization, this represents
an annual $1,000,000 loss straight from the
bottom line.

In a 1,000 person organization, this number can
approach $5,000,000 annually in lost
productivity!
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Legal Costs of Internet Abuse

Many Internet sites offer unrestricted access to
pictures, videos, sound and text that i1s sexually

oriented.

If such material is brought into the workplace, it
carries with it the potential to create a hostile
work environment and the lawsuits that may

accompany this.

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 4
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Protecting Sensitive Information

Trade secrets, customer, financial and other
proprietary data may exist on your
organization’s computers.

If this data were to leave your organization via
any number of electronic means (the Internet,
USB, CD, DVD) the results to the organization
could be catastrophic.

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 5
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Results of Customer Survey

In October, 2008, SpectorSoft surveyed over
2,000 organizations that use their Spector 360
solution and found out some very interesting

iInformation...
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Which do you find to be a more valuable tool?

Monitoring and Filtering are equally valua ...

Monitonng is more valuable

M/A - | don't use Web Filtening

30 (12%)

10 (4%)

Filtering is more valuable

1
0 20 40 60 g0 100 120

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 7



http://www.jcsinc.com/

&Hssocnotes Inc. aﬁi‘*ﬁ% %;ﬁl

What was your primary reason for purchasing Spector 3607

120

109 (44%)

100

80

57 (23%)

60

40 33 (13%)

29 (12%)

19 (8%)

20

Suspected Intermset We knew but Compliance & Dsts Loss Detection Crthear, pleass Couriosity
abuse resulting in nesded proof of Regulstory |sswes and Prevention specify
lost productivity employes{s) wron. ..
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Did Spector 360 support your suspicion?

250 239 (96%)

200

150
100
50
11 (4%)
0
Yes Mo
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Did you detect more abuse than you expected?
Detected about as much abuse as we expected - 79 (31%)
Detected slightly more abuse than expected 75 (30%)
Detected far more abuse than expected - 70 (28%)
Detected less abuse than expected - (11%)
T 1 1 1
0 20 40 60 a0
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Of what things did Spector 360 alert you? (check all that apply)

Internet sbuse and wasted tims

Employess using too much bandwidth

Downloading illegal or insppropriste materisl swch a5 porn, pirated music or softears

Workers arriving lste, lesving =arly or taking long brasks

61 (24%)
Stesling confidential files

43 (17%)

Applications we pay for that are not being used

27 (11%)
Found little or mothing wiromg

19 (8%)

Crthear, plesse specify

15 (6%)

T T T
0 &0 100 180 200 250
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The Process to Use in Developing,
Implementing and Enforcing an
Internet Acceptable Use Policy

1)Perform a base-line Internet Audit
2)Develop your Internet Acceptable Use Policy

3) Implement your Internet Acceptable Use Policy by
communicating it to your Employees

4)Monitor your Employee’s use of the Internet and
their Computers
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Step 1: Perform a base-line
Assessment using Network Quality
Assurance (NQA) technology

NQA Defined:

A repeatable management process
(feedback loop) to align technology
resources and use with corporate policies
and objectives

ion, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 13
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Congruity Inspector Value Proposition

100% Visiblility
Easy to use
Low cost

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 15
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What can be found during an
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NQA Assessment?

Peer to Peer Protocols

Web sharing applications

Instant Messaging

Offensive Content

Web-based E-mall

File Transfers (via E-Mail, web-
sharing or I/M protocols

SMTP-based E-Mall

Web Use

Search Terms

Windows Updates

d. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or

e-mail info@jcsinc.co
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Examples of what can be found...

|dentify Email virus-infection

Multi-media file attachments

ldentify ad sites using large amounts of
bandwidth

Email System relay settings

Web filter holes

Unknown host exposes entire network

Wayward user(s)

Executive P2P use

Spam filter ineffectiveness

Port scanning bots

Compliance audit documentation

HR policy non-compliance documentation

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 17
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Inspector Console and Reports

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 18
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Step 2. Develop your
Internet Acceptable Use Policy
* Prohibited/lllegal Uses by Employees

« Gambling, Copyright Law Violations, Pornography, Personal Use
* Rules for Online Behavior
« Access Privileges
« Password use
* Protection of the Organization’s Confidential Information

 Penalties for Violations and Vandalism

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcs om,call 800-968-9527 or e-mail info@jcsinc.com 19
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Sample
Internet Acceptable Use Policy

©1991-2009 JCS & Assoc
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Avalilable today!

Just stop by our
booth to pick up your
complimentary copy
of a Sample Internet
Acceptable Use
Policy.

Also available on
USB memory stick.

information, go to http://www.jcs om,call 800-968-9527 or e-mail info@jcsinc.com 20
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Step 3: Implement your Internet
Acceptable Use Policy by
Communicating it to your Employees

Written “contract” between the
organization and its employees

Best communicated initially “one on
one” and then during each employee
review (semi-annual or annual)

Have employees “sign off” on their
commitment to the policy

es, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 21
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Step 4: Monitor your Employee’s use of
the Internet and their Computers

Continued monitoring of Internet
activity with Congruity Inspector

Additional monitoring of employee
computer use with Spector 360
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Spector 360 Client Monitoring

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 24
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B Records Everything
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B Document Tracking \ ‘ \
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I
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Spector 360 Software Components

-o Client Recorders Control Center 0

Centralized Monitoring

Web Filtering Rules

i

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 26
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Spector 360 Dashboard
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0O User Activity:

Logged In:

Total Active Time:

Total Inactive Time: ‘ Logged Out:

£

Reports
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...and This!
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Anti Virus

Spector 360

Organization-wide
Employee
Monitoring &
Surveillance
Software

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 31
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Congruity Inspector PricingT""

Up to 50 Endpoints $1,495
Up to 100 Endpoints $1,995
Up to 250 Endpoints $2,995
Up to 500 Endpoints $3,995
Up to 750 Endpoints $4,995
Up to 1000 Endpoints $5,995
Up to 2000 Endpoints $6,995
Up to 3000 Endpoints $7,995
Up to 4000 Endpoints $8,995

Up to 5000 Endpoints $9,995

©1991-2009 JCS & Associates, Inc. All rights ved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcs om 32
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DataConnectors Show Special Offer Number 1

Inspector”

» We will provide a free Network Quality Assessment

* Includes free use of the Congruity Inspector™ solution for a 1 week
operational profile (software & license activation key)

1 Gb memory stick with Congruity Inspector evaluation software
*30 minutes for Installation & Set-up assistance

*One hour on-line engineering review of results

*Customer keeps archive, compliance reports & software

* Interested parties must schedule the install today for next week on their
internal network & review findings after the one week data collection to be
eligible for the free Network Quality Assurance Assessment

* Entry into the drawing for a license for up to 5,000 endpoints ($9,999 value)

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 33
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Spector 360

DataConnectors Show Special Offer Number 2

» We will provide a free 30 day evaluation on up to 25 workstations

1 Gb memory stick with Spector 360 evaluation software
*30 minutes for Installation & Set-up assistance
*One hour on-line engineering review of results

Interested parties must schedule the install today for next week on their
internal network & review findings after the 30 day evaluation

* Entry into the drawing for a free license for Spector Pro (Internet
Monitoring and Surveillance for Home & Small Business)

©1991-2009 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com
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For more information on

Spector 360

or
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10100

31‘16%
110

Inspector”

Contact:

JCS & Associates, Inc.
Phone 800-968-9527
E-Mail: info@jcsinc.com
Web Site: http://www.jcsinc.com
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