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M Protect data, at rest and in motion
I Full disk encryption
| Persistentile encryption
I Removable media protection
I Emall attachment protection
| Automated access expiration
In one unique, informationcentric solutiol
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% Agenta
The loenefitscof informationcentric securnity

M The business of information flows
¥ Challenges in controlling data
M |Information-centric protection
I The promise
I The essential elements
I The roadmap
M Virtualization security
M Questions
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% Information flow

The importance-of collaboration

As time goes on the most important thing about a
scientific or technological base may not be what
Information is in it at any given moment, but the
speed with which it is continually renewed and the
richness of communication carrying specialized
know-how to those who need it and acquiring
knowledge swiftly from all over the world.

It IS not thestocksbut the flow that will matter.
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/ The thusiness ofithe 21century

M Collaboration
I Partnerships
I Open flow of information
I Shared assets
M Speed and agility
I Adapting to new information
I Rapid scaling
M Globalization
I Diverse world
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/ IT realities
Today-and tomorrow

¥ Complex infrastructure

I Heterogeneous systems

I Virtualized environments

I Exponential storage growth
@ Uncontrollable span

I Distributed data

I Distributed employees

M Point-based security
I Perimeter, device, network

N

Security is NOT optimized for information flows th
enablebusiness collaboration
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Organization Type of breach Records lost

Bankof New York/Mellon Lost backup tape 12.5 Million

US Marines Lost USB media 207,000

Blue Cros$8lueShield Lost laptop 40,000

Baylor Health Systems Stolen laptop 100,000

NY Dept of Homelessvcs Email attachment 8,400

*Source: Attrition.org
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