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BitArmor
Solving Critical Industry Problems

Protect data, at rest and in motion 

ïFull disk encryption 

ïPersistentfile encryption

ïRemovable media protection 

ïEmail attachment protection

ïAutomated access expiration

in one unique, information-centric solution

The BitArmor No-.ǊŜŀŎƘ DǳŀǊŀƴǘŜŜϰ

ï¢ƘŜ ƛƴŘǳǎǘǊȅΩǎ ƻƴƭȅ ƎǳŀǊŀƴǘŜŜ ŀƎŀƛƴǎǘ Řŀǘŀ 
breaches!
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Agenda
The benefits of information-centric security

The business of information flows

Challenges in controlling data

Information-centric protection

ïThe promise

ïThe essential elements

ïThe roadmap

Virtualization security

Questions
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Information flow
The importance of collaboration

As time goes on the most important thing about a 
scientific or technological base may not be what 
information is in it at any given moment, but the 
speed with which it is continually renewed and the 
richness of communication carrying specialized 
know-how to those who need it and acquiring 
knowledge swiftly from all over the world.

It is not the stocksbut the flow that will matter.
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The business of the 21st century

Collaboration

ïPartnerships

ïOpen flow of information

ïShared assets

Speed and agility

ïAdapting to new information

ïRapid scaling

Globalization

ïDiverse world
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IT realities
Today and tomorrow

Complex infrastructure

ïHeterogeneous systems

ïVirtualized environments

ïExponential storage growth

Uncontrollable span

ïDistributed data

ïDistributed employees

Point-based security

ïPerimeter, device, network

Security is NOT optimized for information flows that 
enable business collaboration
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Recent Breaches*
A worrying and wide variety of causes
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Organization Type of breach Records lost

Harvard Law School Lost backup tape 21,000

Bankof New York/Mellon Lost backup tape 12.5 Million

Georgia Dept of Health Lost CD 2.9 Million

US Marines Lost USB media 207,000

TJMaxx Hackedwireless network 90 Million

Blue Cross-BlueShield Lost laptop 40,000

Anheuser-Busch Stolen laptop 190,000

Baylor Health Systems Stolen laptop 100,000

Best Western Hacked files on server 8 Million

NY Dept of Homeless Svcs Email attachment 8,400

*Source: Attrition.org
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Poor security causing problems

Nearly 250M records compromised in last 3 ½ years

ïAt an average remediation price tag of $197 per 
record, this comes to ~$14B of costs per year!

Security (people, process and technology) not aligned 
with business flows

ïFocus on protecting certain points ςno holistic 
viewpoint of data protection
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Current data protection approaches are obsolete!
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Device-centric security
Complex, ineffective and obsolete
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Data
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What if you could 
protect the data itself?

Information-centric security

Protect the information:

not the device, not the path, and not the perimeter
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The promise of information-centric security
Protect once -> protect everywhere

Comply with regulations

ï5ŀǘŀ ƛǎƻƭŀǘƛƻƴΣ ǇŜǊǎƛǎǘŜƴǘ ǇǊƻǘŜŎǘƛƻƴΣ ƴƻ άƎŀǇǎέ

ïPolicy driven: tracking, access, retention, etc.

Enable secure collaboration

ïAlign with business workflow/information flows

ïSupport cross-organizational scenarios

Reduce complexity and costs

ïNo changes to applications, user workflows

ïOptimized for virtualized environments
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Facilitate and give confidence 
rather than inhibit business
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Cost benefit of an information-centric solution

Eliminate multiple point products

ïAnd tough integrations among them

Resource optimization

ïFree up valuable and scarce resources for strategic 
security projects

Single management environment

²ƘŀǘΩǎ ȅƻǳǊ TCO?
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Analyze your own TCO at 
www.bitarmor.com/lowermycosts

..\..\..\Strategy\ROI\BitArmor TCO - Aug 2008 web\BitArmor TCO - Aug 2008 web.htm
http://www.bitarmor.com/lowermycosts


COPYRIGHT © 2007 BITARMOR SYSTEMS, INC.  ALL RIGHTS RESERVED.

An information-centric solution
The essential elements 

Smart data

ïSelf describing with embedded policy

ïPersistence with the data

ïFocus on persistent access control

Universal policy definitions

ïApplication and platform agnostic

ïSecurity and management

Usability and flexibility

ïInvisible technology

ïAccess control for apps, users, resources

ïVirtual and non-virtual environments
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Moving towards an information-centric world
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Device Centric

ωDisk encryption

ωTape  encryption

ωFile encryption

Device + Information

ωIntegrated products 

ωHybrid approach

ωPolicy emphasis

Information Centric

ωPolicy driven

ωPersistence with data

ωHeterogeneous

ωExtended enterprise
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Virtualization security

Virtualization

ïA paradigm shift in 
infrastructure management

ïHuge benefits in flexibility, 
agility and costs

ïDevices, applications, and 
networks being virtualized

Wrong security focus

ïAnti-malware, Hypervisor 
rootkits, Preventing escape 
from virtual environment, 
Intrusion detection

ïImportant, but missing the 
true asset ςdata!
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ωEnables 
collaboration

ωRepresents  
information 
as bits

ωTakes action 
on data

ωHosts the 
execution 
environment

Devices Applications

NetworksData
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Protect the data!
The only way to secure a virtual environment

The data

ïIs the only element that 
cannot be virtualized!

ïHas a longer lifecycle than 
virtual devices, networks 
and applications

ïIs the only element that 
moves between the virtual 
and non-virtual spaces

Device-centric products will 
not work in a virtual world

ïInformation-centric 
protection is the ONLY
answer!
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Devices

ApplicationsNetworks
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What to look for

Policy driven 

ïIs the solution driven by centrally configurable 
security and management policies?

Persistence

ïDo these policies persist with the data itself?

Transparency

ïIs the protection transparent to applications, 
devices, networks and users?

ïCan it work seamlessly in a virtual environment?

Simplicity

ïIs the solution simple to deploy and manage?

ïDoes it reducethe need for device-centric security?
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BitArmor DataControlϰ

Protect your data wherever it goes
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¢ƘŜ .ƛǘ!ǊƳƻǊ {ƳŀǊǘ ¢ŀƎϰ
Protection policies that stay with the data
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Encryption

Access Control

Access Expiration

Basic 

Classification
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The BitArmor No-.ǊŜŀŎƘ DǳŀǊŀƴǘŜŜϰ
Giving you peace of mind

¢ƘŜ ƛƴŘǳǎǘǊȅΩǎ hb[¸ ƴƻ-breach guarantee!

ïIn the unlikely event of a data breach, BitArmor will 
refund the cost of our software

Our unique approach protects data wherever it goes

ïDisk encryption for laptops

ïSmart Tag technology persistently protects data
ÅOn USBs, tapes, file shares, as email attachments, etc.

A few of the high level requirements

ïPublicly disclosed breach breaks BitArmor controls 
and exposes protected data

ïForensic investigator verifies breach

ïGo to www.bitarmor.com/guaranteefor details
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http://www.bitarmor.com/guarantee
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Protecting your data
A risk-based, prioritized approach
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Stop the 
bleeding

ωDisk Encryption

ωUSB Encryption

ωEmail Encryption

Build a secure 
foundation

ωFile Share Protection

ωTape Encryption

ωData Leakage 
Prevention

Invest for a 
safe future

ωData Retention

ωReporting

ωSecure 
Collaboration
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Protect your most vulnerable assets

Disk Encryption, USB and Email Attachment protection

ïSingle integrated solution

ïOne install, configure options based on need

ïEasier to use, simpler to manage ςbetter TCO
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BitArmor ςSolving the right problems
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Full Disk 
Encryption

File/USB 
Encryption

Information 
Rights 

Management

BitArmor 
DataControl

Protect data at  rest

Protect data in motion

Expire access to data

Device independent

No application changes

Easy key management

Secure collaboration

Share with partners
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Sample customer use cases

Large retailer ςachieved PCI compliance

ïOver 400 retail locations

ïProtect over 1.5M credit card transaction files daily

ïData center, laptops, derivative data in file shares

Large health care provider ςsecuring derivative data

ïNearly 40,000 users, including highly mobile users

ïData on file shares, laptop, USB

Private university ςkeeping data confidential

ïAdministrative staff of over 500 users

ïAccess control, secure collaboration

ïData on file shares, laptops, email and USB
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Conclusion ςThe future is here!

The sun is rising for information-centric security 

ïEasiest way to become compliant

ïEnables information flow and secure collaboration

ïReduces costs and complexity

What you can do today

ïThink beyond the device  - think critical data assets

ïAlign security with business flows

ïStart small but start information-centric!

25



The future of security is information-centric.
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Policy evolution
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Simple policies
Enforced by agents
Single platform
Intra-organization

Updatable policies
Fewer agents
Multiple platforms
Central control

Dynamic policies
Transparent/agentless
Truly collaborative
Self updating/adapting

Time
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Securing data on multiple devices

Backup 
facility

BitArmor 
Control Server
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Central Data Center

HR

USB

Corporate 
Network

IT

POLICY

Finance

Backup

Email


