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Agenda

ÅTypical Problems

ÅMotivators and Barriers

ÅUp-front Solution Planning

ÅTippingPoint NAC Overview & 

Sample Deployments

ÅNAC Product Selection 

Considerations



Donôt know who or 

what devices are on 

your network?

Donôt know health or 

compliance level of 

devices?

Canôt sufficiently 

restrict device or 

user access?

Poor visibility of user 

and device access 

activity?

Typical access control challenges 

Network Access Control
Problem discussion
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Network Access Control
Motivations and barriers to adoption

1. Reduce network vulnerabilities

ï Ensure endpoints are in use by legitimate 

users

ï Ensure devices are up to date with security 

policy

2. Secure Guest Access

ï Increase productivity of guests while 

protecting core assets and data

3. Increased visibility at the network edge

ï Audit trails for who, where, when, with what 

access

ï Demonstrate levels of compliance with Sox, 

HIPAA, DMCA, PCI, etc.

Motivators behind NAC Adoption



Barriers to NAC Adoption

Network Access Control
Motivations and barriers to adoption

Motivators behind NAC Adoption

1. Too costly

ï Some solutions require upgraded or new 

infrastructure and/or complex network 

architectural changes

2. Does not work

ï ½ the market consists of startups, meaning 

lots of 1.0 products using customers as 

extended beta users

3. Limited deployment options

ï Some solutions require the network cater to 

their solution, since their product does not 

have the flexibility to cater to theirs

4. Difficult to manage

ï Complex policy creation, policies that must 

be manually updated, etc.

5. Cumbersome enduser experience

1. Reduce network vulnerabilities

ï Ensure endpoints are in use by legitimate 

users

ï Ensure devices are up to date with security 

policy

2. Secure Guest Access

ï Increase productivity of guests while 

protecting core assets and data

3. Increased visibility at the network edge

ï Audit trails for who, where, when, with what 

access

ï Demonstrate levels of compliance with Sox, 

HIPAA, DMCA, PCI, etc.



Policy design
Different users & devices; different needs

Trust Level

External Users Internal Users

Guest

Single Day 

Vendor

Long Term 

Consultant

Printers, 

Phones Employees

IT / 

Executives

When M-F 8-5 M-F 8-5 Any Any Any Any

Where WLAN,

conf. room

WLAN,

Conf. room

Any Specific 

switch ports

Any Any

Agent Dissolvable Dissolvable Dissolvable None Persistent Persistent

OS Any Any Any N/A OS X,

Win XP

Win XP

Posture Any AV,

anti-spyware, 

personal FW

Any AV,

anti-spyware

personal FW

Any AV, 

anti-spyware, 

personal FW

None Specific AV, 

anti-spyware, 

personal FW

Specific AV, 

anti-spyware, 

personal FW

Access Internet only Internet, print 

shares

Internet, print 

and specific 

file shares

Print shares, 

voice server

Appropriate 

to department

Any



Multiple Enforcement Options Available
What may be right for you?

In-line 802.1x SNMP Client DHCP

Access 

Control

Very granular 

controls

Network-based 

using VLANs, 

ACLs

Network-based 

using VLANs, 

ACLs

Thick client 

enforces access 

policy

Quarantine

Deployment

Challenges

Requires new 

hardware, 

some network 

configuration

Significant 

network 

configuration, 

802.1x 

supplicants

Limited to 

supported 

switches/firmware,

Significant net 

configuration

Thick client 

distributed to 

endpoints

May require 

changes to 

Iphelper settings 

on router and/or 

new appliance

Change 

Management

Create new 

firewall-like 

policies

Create new 

VLANs, ACLs on 

switches

Create new 

VLANs, ACLs and 

switch 

configurations

Push to clients 

when online

None

Device 

Requirements

None 802.1x 

supplicant

None Specific to each 

client application

DHCP enabled on 

endpoint 

Weakness Quarantine 

endpoint 

broadcast can 

reach trusted 

endpoints

Fine grain 

control difficult, 

setup time can 

be long

Fine grain control 

difficult, constant 

changes using 

SNMP can cause 

switch lockout.

Management 

overhead, varying 

OS support

Static IP settings 

bypass NAC, 

requires web 

portal auth



Posture Assessment Requirements
Determining your organizations priorities

ÅPre and post connect device monitoring needed?

ïReduces risk of malware introductions 

ÅWhat about multi OS support?

ïApple OS X, Windows, and Linux, others?

ÅSome end users donôt have admin access to 

their machines!

ïSome NAC solutions use Microsoftôs RPC port or install 

as a full application and therefore require administrative 

access

ÅAvoid browser dependence

ïActiveX requires Internet Explorer

ÅPersonal firewalls are good, right?

ïNetwork-based scans attempt to discover vulnerabilities 

by assessing open ports on the device.  Personal firewall 

software blocks these scans.

Guest?Employee?



NAC Deployment Best Practices

Determine your NAC Drivers

Build your user profiles / policies

Which technologies meet your needs?

End User Education

Scale the deployment according to your drivers

Case Study Learning Points


