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What is Network Access Control (NAC)?

What you can do on a network is a function of:
– Who you are
– What you’re connecting with
– When, where and how you’re connecting
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Real Problems that NAC Solves

“I have thousands of employees accessing 
data from more than 40 locations.  
How do I keep track of them?”

“Regulations require I audit and log network 
access and we do everything manually. 

How do I meet my reporting requirements?”

“I need to provide varying levels of 
data access to different users based 

on title, role, location, and task.”

Reporting

Visibility

“Worms  and viruses have taken down a 
number of banking systems and 
compromised customer data. How do I 
ensure that every device accessing my 
network has the latest anti-virus, anti-
spyware and security patches installed?”

Security

Policy



What NAC Does

• Identifies users/devices accessing network

• Assesses security posture of devices

• Allows authorized users and devices on

• Blocks unauthorized users/devices

• Logs all activity for reporting / compliance

• Automates the entire process



What NAC Does

• Assess Identity
– Authenticate users (e.g., Username/Password)
– Authenticate host devices (e.g., MAC Address)
– Group users/devices by role

Goal

Tie access privileges to user-centric 
criteria so policies can “follow” users 
anywhere on the network



What NAC Does

• Ensure Compliance
– Assess host devices for required or prohibited software
– Verify that only acceptable / approved applications are 

installed on host devices

Goal

Ensure host devices are “safe” and       
“clean” with only approved applications 
installed and running



What NAC Does

• Enforce Policy
– Use identity and compliance data to control access
– Provide assisted or automated remediation services
– Control access before and after users log on

Goal

Automate access control to allow 
appropriate access by authorized users 
and compliant devices



Elements of NAC Solutions



How NAC Works:  Authorized User

NAC Server / Appliance

Employee

Existing Network

New User
Connecting

Username?          
Password?

“Guest”
“AbC123”

Allow 
Access

Employee 
Role

1. User connects
2. Login required
3. Laptop scanned
4. Check policies
5. Allow access
6. Activity logged



Everyday IT Needs that NAC Addresses

• Register all devices 
• Authenticate users
• Ensure endpoint devices are “clean” and “safe”
• Quickly identify and deal with policy violations
• Provide easy guest access
• Find and control users
• Secure wireless access
• Control bandwidth use
• Locate stolen computers
• Identify rogue servers
• Track and document                                              

activity on the network



NAC Benefits

BUSINESS TECHNICAL / IT
• Security
• Productivity
• Regulatory Compliance
• Investment Protection

• Visibility
• Control
• Easy of Use
• Flexibility / Scalability



Business Considerations

• What problems will be addressed with NAC?
• What is the most immediate need?

• Acceptable Use Policy 
• Does the organization have one?

• What are organizational / political implications?
• What level of financial investment is feasible?
• What is the timeframe for deployment?
• What are the expected benefits / ROI? 

• How will benefits / ROI be measured?



Technical Considerations

• How can the existing infrastructure be leveraged?
• What authentication methods will be used?
• What is acceptable security posture for devices?
• What enforcement methods will be used?
• How will non-compliant users/devices be handled? 
• What remediation methods will be used?
• How will NAC be rolled out?



NAC Deployment

• “All In” Approach 
– NOT recommended!

Rollout             
Phase 3

Pilot                 
Project

Rollout                
Phase 1

Rollout             
Phase 2

• Phased Approach
– MUCH greater success

http://www.google.com/imgres?imgurl=http://www1.istockphoto.com/file_thumbview_approve/2206805/2/istockphoto_2206805_poker_all_in.jpg&imgrefurl=http://men-fashion-bobby.blogspot.com/2008/01/river-bluff-with-no-chips.html&h=285&w=380&sz=49&tbnid=B5oGU0cv2a4J:&tbnh=92&tbnw=123&prev=/images%3Fq%3Dpoker%2Ball%2Bin&hl=en&sa=X&oi=image_result&resnum=1&ct=image&cd=1


Phased Deployment Approaches

• “Monitor-Only” Mode
– Identify/Authenticate users and devices
– Assess security posture of host device
– Monitor network access and log all activity
– No Enforcement

• Enforce access policies in later phases

• “Pilot Project”
– Start Small, then expand in later phases

• Building #1, Building #2, etc.
• Department #1,  Department #2, etc.
• User Group #1, User Group #2, etc.



“Point Solutions” – Subsets of NAC

Full Featured NAC Solution
User/Device Identity + Role-based Access
Endpoint Compliance/Posture Validation

Usage Policy Enforcement (Behavior-Based)

Guest and Contractors
Secure Access for                  

Unmanaged Users/Devices  

Who’s on the network
User Identity

Role-based Access

What’s on the network
Device Identity / Profiling

Role-based Access  

Behavior on the network
Behavior/Traffic Monitoring                  

Policy Enforcement  
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Guest/Contractor Scenario

Organization:

Problem:

Financial Services Firm

Need to allow network access for 
visiting users, business partners,  
and contractors working on-site 
without sacrificing network security

Goal: Identify and control guest and  
contractor users (and other visitors)



User Visibility Scenario

Organization:

Problem:

Manufacturing Company

Need to automatically identify and 
track shift workers connecting to 
network using shared-access PC’s
and give role-based network access

Goal: Identify and control all users



Device Profile Scenario

Organization:

Problem:

Healthcare Services / Hospital

Need a way to automatically identify 
devices connecting to the network 
and set appropriate network access 
based on the type of device

Goal: Identify and control all devices



Behavior Monitoring Scenario

Organization:

Problem:

College / University

Existing devices such as IDS/IPS 
identify threats / vulnerabilities on 
the network, but…

Need a way to automatically stop
threatening / inappropriate behavior 
at the point of access to the network

Goal: Control behavior at point of access



Best Practices Summary

• Plan, Plan, Plan
• Define clear goals/objectives and metrics for success

• Engage all stakeholders early and often
• Address the most critical business problem(s) first
• Apply deployment strategy that fits best

• “Monitor-Only” – no policy enforcement
• “Pilot Project” – start small, then expand
• “Point Solution” – subset of full NAC

• Choose NAC solution for short and long term needs



Bradford Networks At-A-Glance

• Founded in 1999 
• Headquartered in Concord, NH  USA
• Focus On Secure Network Access Control Solutions
• Shipping Products Since 2002
• Over 500 Customers Worldwide Today
• Over 1 Million Network Users Secured
• Venture-Backed to Accelerate Growth
• Record Growth in Last Two Fiscal Years
• Customer-Focused
• Broad Industry Recognition



Awards and Recognition

• Innovation
• Strategy and Vision
• Technology Leadership
• Customer Satisfaction



2008 NAC Studies: Forrester and Gartner2008 NAC Studies: Forrester and Gartner
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Bradford’s Comprehensive NAC Solution

NAC Group Test
"A feature set that can do             
just about anything"



Bradford Enterprise Products

GCS
Guest/Contractor Services

Sponsored guest and contractor          
access with tracking / auditing

UVC
User Visibility and Control

Authentication and role-based 
access with or without 802.1X

Behavior monitoring with ability to        
mitigate issues at network edge

BMC
Behavior Monitoring and Control

DPC
Device Profile and Control

Automated device identification and 
classification with role-based access

NAC Director
TM

Full Featured Network Access 
Control (NAC) Solution

● Identity management + role-based access
● Endpoint compliance validation
● Usage policy enforcement (behavior-based)
● ALL capabilities described below
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Additional Information

www.bradfordnetworks.com

27



www.bradfordnetworks.com

THANK YOU
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