s&Associates, INC. amkEE /

Wetoomie tioe theuCblismbus
Tedh-Seauityt§oGmnderence

©1991-2008 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 1


http://www.jcsinc.com/

o
A0

0
o o \
oo, a0t 98
o ot

oV

A\

%m|\ o101

&Hssociote.s. Inc. .ﬁ\ﬁ\\ R

©1991-2008 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. For more information, go to http://www.jcsinc.com,call 800-968-9527 or e-mail info@jcsinc.com 2


http://www.jcsinc.com/

&AS ocotes INnc. m

NQA Defined:

A repeatable management
process (feedback loop) to align
technology resources and use
with corporate policies and
objectives
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AWhat 6s the NQA Proce

| Step 1: Define Policy (rules/expectations)
I Step 2: Deploy Technology (controls/changes)
I Step 3: Verify (controls effective/policy status)
I Step 4: Repeat
A Why it is important?
I Improve overall productivity and reduce costs
I Demonstrate IT contribution to bottom line
I Align IT operations with company objectives
I Information about the information
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What is a network?

A system of interconnected computers

A Create, store and retrieve information
A Everything on the network is communications
A Communications on the network is everything

Ask yourself:

DOES IT SUPPORT THE BUSINESS?
DOES IT ADD TO OR SUBTRACT FROM BOTTOM LINE?
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What is Network Management?

Network Management

System of interconnected Organization
computers Business Objectives

Communication Policies

Technologies Procedures

Performance Practices

Configuration
Scanning/Patching

Process of managing a system of
interconnected computers
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What is Information Technology?

Information Technology
Communication of Accomplish tasks with
knowledge technical processes

Business Intelligence

Accomplishing task of communicating knowledge using
technical processes
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Traditional IT Management Model

Network Management
Service levels Policies (if they exist?)
\ Procedures 1
Information Technology
Configuration

Alarms
Logs - Performance, Uptime

Flaw/Patching
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A Examples:

I NMS (Network Management System)
I IPS/IDS

I SEIM (Security Event Information
Management)

I Anti-Virus

I Managed Services (Real-time alarms)

Threshold events, discrete, technology focused:

I Set and Regret Silos
I Donot deal with HOW techi

Pa

dondot present 1 n a centr
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Technology
Technology
Technology

A Information is all about the technology
A Not on business intelligence and communications
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NQA Management Model

Network Management

010010
011101
101054 C

ingl) Inspector”

Information Technology

Actionable Business
Intelligence
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Re-active

Too busy fighting fires to
plan
No documentation of fixes

Focus on technology, not
on the bottom line

Inhibitor/Dependent on
manual processes
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Pre-Active
100% Visibility 1

| T/Stakeholders
Better planning

Improved Communications
Common data set

Change Control Process

Maximize Existing IT
Investments

Automation improves
productivity, reduces cost
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We donot have t he

How long does it take to:

Review IPS logs?
Review Firewall logs?

Review email system?
Review Web filter logs?
Review Host & Client logs?
Penetration test?
é. align I'T with busin
30 minutes and one mouse click
and you become the IT heroI
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