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Understanding The Threat

1 Information theft and proprietary data leakage are making
headlines daily.

hreat Asset

1 80% of data theft and misuse is attributed to insiders. The
main threat is inside.

17  While enterprise networks are typically protected by a variety of
security applications, endpoints are often left exposed to
threats from within,




In the news

HELP! | left my identity in the backseat of a
taxi

Their

names, addresses, social security numbers, even

medical records numbers had been_ s -.,-;-_-_=
HRGSENRANSENESRGHVESEN - ~nd now, according to

a letter sent home, the drive was missing.
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In the news

Small Drives cause big problems

Including

names, grades and Social Security number
* after the theft of a professor's flash

drive. The drive has not been recovered, and the

university is re-evaluating its use of flash drives.
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Top Enterprise Security Concerns

Percentage of companies that are concerned about the following risks

73%

7ees acting nunauthorzed way= [ c:7;
Poor proecton of e orgenzators | G-

information assets

Failure to comply with regulation [ 57%

Outside Hackers [ 55%
Internal hackers [ 46%
Identity theft [ 41 %
spam [ 397
Poor operational efficiency [ 28%

Source: February 23, 2006, _ o
Trends fAFear Factor : Baae P treanolpgy decision
Assets And Viruses And Worms makers at North American SMBs
Top I T Security Thr eadnd§nirgrises.



USB Drive Storage Options
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Basic Drives / $7

Slim Designs / $44 o
sk | Titanium coated / $30-$90

e =

Both Public and Encrypted
Partitions

Custom Designed Drives $65 - $285
$$$ Varies 100% Encrypted Drives / $75 - $300

Ultra Small Drives
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Security Implications

When an organizationos |
secure and personally owned devices, employees put
their employer at risk every time they step out the
Door.

Once company data falls into the wrong hands the
possibility of threats becomes infinite.

Risks can be classified as follows:

A Data exposure due to device loss or theft
A Unauthorized data extraction

A Introduction of malicious code
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Enterprise Concerns

A With millions of USB storage devices in the
marketplace, confidential company data is constantly
on the move, and simultaneously at risk to loss or
theft.

A There is a need for proper security measures that
cover these mobile storage devices

A There is a need to maintain user productivity



Dealing With Some Of The Major Concerns

Data Leakage

A Limit the use of USB drives to company-authorized
devices

A Manage how they can be used

A Support and manage password access

A Back-up data if required

A Be able to shred data or drive if necessary
A Force encryption at all points




Dealing With Some Of The Major Concerns

Regulatory Compliance

A Identify which compliance requirements apply to your
organi zationé SOXI]138aHISMAA ,

A Make sure that your vendors interoperate to meet
these standards

A Set clear security policies and publicize to all
employees

A Drive user behavior through social engineering

A Enforce through use of technology that audits, tracks
and backs-up information on mobile devices
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Dealing With Some Of The Major Concerns

Lost Data and Support Costs

A Despite your best efforts and security measures, data
may be lost or stolen

A Minimize the damage done

A By issuing and enforcing company USB asset you can

enable:
A Forced Encryption to all USB drives
A Recover Lost data that was backed-up
A Remotely shred/destruct a drive if required
A Manage access and provide Audit trail
A Do not need to report if data on device was encrypted*
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Seven Key Steps to Remember

NOo kWD

Al ways define and publicize yol
personal storage devices

Institute the use of company -issued personal storage devices
Make sure these devices are fully encrypted

Make sure users cannot circumvent security measures
Maintain an audit trail of data stored on devices

Be able to recover data residing on personal storage devices

Make sure your enterprise solution comprehensively provides
the ability to control the use of all removable devices, inside
and outside the corporate environment, and to centrally
manage company-issued USB devices
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Encrypted Storage with Two  -Factor
Authentication
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The Security Division of EMC




Cruzer Enterprise and RSA SecurlD

AThe SecurlD plug-in allows Cruzer Enterprise drives to
generate one time password for two -factor
authentication

ACombines secure storage and two-factor authentication
ACentrally managed - CMC and RSA server integration

AA solution to the hNoO pro
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Cruzer ldentity

The combined power of smartcard-based security and hardware-
based encryption

Two -Factor Authentication

A Smartcard-based access control to host PC and drive storage
Full Disk Encryption

A Full disk encryption application runs from the drive

A Encryption keys stored in smartcard memory as a private object
Encrypted USB Flash Drive

A 256-bit AES Hardware Encryption

A Mandatory security of all files

AiLockdownd mode to prevent Brute

Centrally manageable

A Complete lifecycle management with CMC




Smartcard Technology
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