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Entrust is a World Leader in Identity Management and
Security Software

* Founded in 1994, publicly-listed in 1998
(NASDAQ: ENTU)

* Best-in-class technology, service and support —
Industry pioneer

« QOver 1700 customers in 50 countries — global reach

« Geographic presence: U.S., Canada, UK, China,
Germany, India and Japan

« 460 employees and 110+ patents
« 2007 Revenue: ~$100.0 million

© Copyright Entrust, Inc. 2008
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Balancing Enablement and Risks

Security
Risks

Increased Man-in-the-Middle
— attacks, Phishing, laptop
Enablement ................... o theft, IP Compromise,

Greater information flow to A keystroke loggers, efc ...

customers, partners, .., | i
employees. More access, -

more real-time, more "‘;
transactions online, open ‘

systems e === Compliance
R . ° |||| Risks

Red Flag, Faster
Payments, FFIEC, PClI,
SEC, SB1386, EU
Privacy Laws, HIPAA...
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Securing Digital Identities and Information...
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Known by the Customers We Keep

— -3
i ks ==

17 of top 22 Global 7 of top 10 Global 7 of top 10 Global

e-Governments Commercial Savings Pharmaceuticals

Banks
Over 60 8 of top 10 Global
Governments 8 of top 10 Global Aerospace and

Globally Telecom Companies Defence

Over 60 Depts. And

4 of top 5 Global
Agencies in US Petroleum
Federal Govt
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Consumers

Layered Consumer Security
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Consumer Security Market Dynamics

$3.2 billion was lost to phishing in 2007 ... 3.6 million adults lost money to phishing
attacks in...2007...compared to the 2.3 million the year before that.

Source: Gartner, Dec/07 as below/left

Growth in # of adults receiving phishing emails Consumer Authentication Market
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Source: “Phishing Attacks Escalate, Morph and Cause Considerable Damage” Avivah Litan, Morgan Keegan/UBS, Jul 06

Gartner Research, December 13, 2007
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Over 250 Financial Institutions Globally turn to Entrust ...
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Layered Consumer Security

Firewall

O SSL Certificates
Qo _
O @@ B D

Business
Web Servers Application
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EV SSL Certificates from Entrust

A new defense against phishing

/= MAX Home Page - Windows Internet Explorer

| v |€ | https://max.omb.gov/maxportal/;jsessionid=a_T |* | ﬂ Office of Management and Budget [US] || ¥4/ | X ’ ’ R~
% = . =
W 4 | @ MAX HomeP . L 4 dmh - |7:bPage v {CF Tools ~
‘ e AT E; Website Identification & i o @
I % 7 ﬁ
Entrust has identified this site as:
Office of Management and Budget
Washington, DC
us
This connection to the server is encrypted. W
Home | Training | FAQ | C|  spould|trust this site? Change Password | Login
President's Welco View certificates
Budget
© Budget Documents If you are a new user, plt_ease reglister here._ Registration is QNLY available to Fec_ieral .
© Supplementals, Budget government personnel with a valid .gov. .mil. or fed.us email address. For an online training
Amendments, and session on how to register and login, please click here.
Releases
: : Hours of Operation
ILefglﬂm\e o Supported: Monday-Friday. 8 AM - 5:30 PM Eastern Standard Time (EST)
EURRERTRNEF N e Extended Hours (unsupported): All Days. 4 AM - 8 AM, 5:30 PM - 2:00 AM EST
© Statementsof (depends on application)
;":‘F',”'S"a“°” Policy e System Unavailable: All days, 2 AM - 4 AM EST
(SAPs) v
| < | &

© Copyright Entr
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Layered Consumer Security

Firewall

® Versatile Authentication
O SSL Certificates

Business
Web Servers Application
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Enfrust Versatile Authentication Platform
IdentityGuard

« Transparent authentication for minimal user impact

« Stronger interactive authentication capabilities

« Second Factor Authentication options for high risk

| jsmith |

I e e e e e At e o I I

Your Message
Here...
—/

Mutual Auth

Uname + Pwd Machine Grid Out-of-Band

|

|

|

|

|

|

¢ : Number Passcode

6.191.2 @ I ager | 000 e f asuosres
uuuuuuuuuuuuu
', 1 Pets Name? | = [0 | rsossroc
I 00004 GHGISRA4E

|

|

|

Knowledge Scratch Pad OTP Tokens

. Enfrust
Via Authority
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Layered Consumer Security

El
© Fraud Detection and
| Risk-Based Auth
® Versatile Authentication
O SSL Certificates
e_ o _ e _
{@ ..... @ ...... E ...... () S 1@\ ......... > [T o
Web Servers A?):?i?:t?:n
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Enfrust
TransactionGuard

« Real-Time eFraud Detection “RTFD”

-

{ * Zero-touch, no impactto %
i apps, users :
e Access, transaction and
/ \ . behavior fraud with real- !
1 time alerts
'mir:]sltaoitlrgn .................... > O\ E N RlSk based auth Wlth E
@ Fraud Analyst N - I_C_i ?_n_t_l JEYEL_J?_r_d_ ______________ S
;

A
Zero Touch
k T Eﬁ§§.!¥?..|.—.!§t?.’.‘.§[ ..... . @. » IE d“'"ﬂye d
enrti udar

@ ______ D .......................... ‘ ............................. , .

Rl Web Servers Business
Applications
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Layered Consumer Security

O Transaction Signing &
Encryption

© Fraud Detection and
Risk-Based Auth

® Versatile Authentication

| @ SSL Certificates
00 Q © ‘

Firewall

Business
Web Servers Application

© Copyright Entrust, Inc. 2008
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Signhing and Encryption

Seamless digital signature Transaction Encryption
Client or Server Side ()™ Browser to Back-end App for Privacy

Standards-based Standards-based

Transaction Confirmation Part 1. Applicant's information

Please confirm that you would like to perform the following transaction: All mandatory fields (+) on this page must be completed before continuing with
other sections of the application.

Transaction: Interbank Transfer

From: Simple Banking Solutions (35644-57459)
To: Offshore Financial Trust (83475-3468) Name to appear in passport
Amount: 15000

Names

If the name to appear in the passport is notthe same as on the proof of
citizenship, you may be asked to provide proof, such as originals of these
documents: Marriage cerificate or a Legal change of name document (originals,

Name: JoeUsers issued by a competent authority).

Password: |lll||||||| | Surname = | |

Token Response: |"“"" | Given namei(e) © | |

___________________________ Note: If you have only one name (for example, Jabkinder) enter it in the "Surname”
 Confirm ] [ Cancel ] field and enter ¥ in the "Given name(s)" field.

© Copyright Entrust, Inc. 2008 17 >
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Layered Consumer Security

O Secure Web Mail
-, ® Transaction Signing &
8! Encryption
: © Fraud Detection and
Risk-Based Auth
® Versatile Authentication
O SSL Certificates
00_ o © _ —
{‘@ ..... @ ...... - a ........ 1@\ ......... > |[— B8 ... { oroon
‘ Web Servers A?):?ilg :t?c? .
® —
........................................................................................... {‘ 9
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Enfrust  Secure Web-Based Email
Entelligence

....................
Sender @ .............. , ............. , Erternal Partios

orporat Entrust ‘ «>0 =
Email Entelli i
Server I\;IleZsf; i':;e
Server
TLS/SSL, SIMIME, PGP, webmail Automatic certificate issuance to
(push & pull) external users (optional)

No need for any special client software Automatic encryption based on
message contents

© Copyright Entrust, Inc. 2008
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_ @ Forensics & Shared
Layered Consumer Security Fraud Network

O Secure Web Mail

= O Transaction Signing &
(6] 5! (6) Encryption
Shared LL: Inho_use_ .
Eguwirk 3 e i ................................... > gl:rr::‘g:'::nsg& 9 FraUd DEteCtlon and
i ) Risk-Based Auth
® Versatile Authentication
i © SSL Certificates
00_ 0 © v
@D Gwr-i-{ (@ {.‘Q\ ......... g
2 Web Servers A?):?ilg ;?g .
e, —
ettt eeeeaeeeeeeeseseenenereeseeseeeesesee e e {‘ 9
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Enfrust
TransactionGuard

« FraudMart - analytics and forensics

-

| « Complete historical
+analytics engine :
/ \ i« Forensic analysis of fraud !
' events :
T“;Iir:]slxtllr?; e g Analytics . Rapid identification of new |
| . fraud patterns I

iA MFrakUd&

: arketing

Zero Touch
k PaSS'VeL'Ste“e’ ..... AnaIYSt
S Web Servers Business

Applications

© Copyright Entrust, Inc. 2008
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Open Fraud Intelligence Network

» Allows customers to acquire and
share fraud intelligence

Enfrust @\

Open Fraud

« Automatic Geo-Location updates  snared Fraud L NS
and IP Reputation data from broad '¢"9e"ce B ceomeaton
range of sources ISP
»  Fraud rule library sponsored by MO o
Entrust and including submissions Suspect
from other members penavior
‘ -é-_/‘ Fraud
« Regular rule updates to address el [ | Experiences

evolving threats

© Copyright Entrust, Inc. 2008
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Enterprises

W\

TN

A\

Enterprise Security
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Enterprise Security Market Dynamics

Financial
Drivers

Top four categories of
losses:
(1) viruses

(2) unauthorized
access to
information

(3) laptop or mobile
hardware theft and

(4) theft of proprietary
information

Accounting for nearly
three-quarters of the
total losses*

© Copyright Entrust, Inc. 2008

Brand
Drivers

77% of consumers would
stop shopping at stores
that suffer data breaches
(Javelin, April 2007)

67% of consumers rate
security an important factor
in decision to conduct
business with a particular
company (Gartner 2006)

Estimated cost per data
breach: $1.5 - $4.8M (US
DoJ) or $90-$305 per
record (Forrester 2007)

Compliance
Drivers

PCI, SOX, Data
Breach (34 states),
GLB, HIPAA, EU
Privacy, etc...
...and the threat of
class action lawsuit

*2006 FBI/CSI Security Study

24 > >



®
E“"“S' Securing Digital Identities & Information

Layered Enterprise Security

Firewall

o' 0‘ O Workstation & Network
{W,B ............................................................................... {@ @ Authentication

Business
Apps | Servers

© Copyright Entrust, Inc. 2008
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Workstation & Network Authentication

User to Server/Object to VPN Gateway to
Workstation Server/Object Gateway

© Copyright Entrust, Inc. 2008
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Layered Enterprise Security

Web Applications

Firewall

S @ SSL, Unified
2 ‘ Communications

| Certificates
o, 0- © Workstation & Network
'm B ................................................. ?Eﬂ Authentication
- £ A Business

E {,‘ Apps | Servers

Mail Server

© Copyright Entrust, Inc. 2008
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SSL for Intranets, Extranets, Outlook Web Access, UCC

@ - |g| https: /fmail. exchange 200 7demao. com/ V| 5 ‘_fl |£| |C-:-:-ge ||EE| .
& 4 Website Identification %x ] - - [rpage - (oo - 7 |ntranet SeCurIty

Entrust has identified this site as:

Outlook Web Access security

mail.exchange2007demo.com
This connection to the serveris encrypted.

Should Itrust this site?

Enabling built-in Exchange
2007 Unified Communications

© This is a public or shared computer

S ——— security

B Use Outlook Web Access Light

Server to server
communications

Lag On

@ Connected to Microsoft Exchange
Secured by Microsoft Internet Security and Acceleration Server
B 2006 Microsoft Corporstion. All rights reserved.

© Copyright Entrust, Inc. 2008
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Layered Enterprise Security

Remote Access Web Applications

i © Remote Access
i ......... {m, @ .................................. > ST Authentication

. ® SSL, Unified
1 ’ Communications

o : Certificates

OF i O Workstation & Network

. “{'mk B ................................................. {vm @ Authentication
! 4 A Business

E {,‘ Apps | Servers

F|rew_al_l
®
N\

Mail Server

© Copyright Entrust, Inc. 2008
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Remote Access Authentication

Cisco SYSTEMS

CITRIX

@

NORTEL  ¢Juniper’

© Copyright Entrust, Inc. 2008
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Layered Enterprise Security

O Secure Shared Folders
Remote Access Web Applications

i © Remote Access
i ......... {w, @ .................................. > ST Authentication

. ® SSL, Unified
1 ’ Communications

o : Certificates
o’ - o O Workstation & Network
_— “{'mk B ....... {, i@ ................. {'m Authentication

E {A Apg:?iggfvsers

Fi rew_al_l
®
N\

Mail Server

© Copyright Entrust, Inc. 2008
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Enfrust  Secure Shared Folders
Entelligence Automatic

@.. G encryption &
; decryption

R S ) Dynamic
. . protection
@E ......................................... pased on group

membership

@ ....... . . Centralized

gt audit & secure

Adhoe key recovery

Group or AD =
Group

IT Helpdesk

© Copyright Entrust, Inc. 2008



®
E“"“S' Securing Digital Identities & Information

Layered Enterprise Security

Remote Access

© Secure Messaging

Web Applications O Secure Shared Folders

i - © Remote Access
b G N Remote Acces

® SSL, Unified

Fi rew_al_l
®
N\

, ’ Communications

i ° : Certificates
A " il — © Workstation & Network
.......... @ m B‘ ..@ m Ej

Authentication
4 Busi
{, App;J ?Iggfvsers

Mail Server

© Copyright Entrust, Inc. 2008
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Enfrust Secure Messaging

Entelligence’ |
Sender @ .............. >. . ............. >. External PartIeS

Corporat Enfrust R . =

Email Entelli i
e
Server
TLS/SSL, SIMIME, PGP, webmail Automatic certificate issuance to
(push & pull) external users (optional)
Automatic certificate lookups, Automatic encryption based on
internally and externally message contents

© Copyright Entrust, Inc. 2008
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Entrust Managed Services PKI

« A world class managed technology service for public
key infrastructure (PKI) security

« An alternate delivery mechanism for PKI security for all
government and commercial customers worldwide

* An opportunity to address eBusiness and eGovernment
needs with Entrust's solid solutions without building,
owning or managing an in-house infrastructure

— Entrust technology for authentication, encryption, digital signatures etc.
— Leverages the same solutions that customers use with in-house CA today
— Leverages Entrust's extensive security and deployment experience

© Copyright Entrust, Inc. 2008
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Customer Success with Layered Security

Consumers Enterprise Government

(BEbancorp ACXIOM

Five Sear Service Guaranteed QTD

22| Bank of New Zealand |
CREDIT SUISSE

schufga
Government Offices
of Sweden

. SWIFT
L

© Copyright Entrust, Inc. 2008
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Swedish Government — Citizen Authentication

Government - G2G, G2C —
. . . . Government Offices
« Started with employee web applications — incl. web of Sweden
emall @ Ny ID-matris - Microsoft Internet Explorer g = ;
— Rapid integration and deployment—up and running in under 2 o e oty wim e B
days against an mainframe application (-matris A
. Fir att ID—nlllatrisen skla passainien
— Deploying across 9 departments today plasticka, br den skrivas ut med
® Key AttrlbuteS Cu éndrcaitr textstorleken under Visa i
menyrader.
— Ease of use and scale for multiple millions =
Arbetsmarknadsverket
— Cost and simplicity for production, deployment, and ATe[c b [E[F[c M]3
management ORananaCE
— Combination of Entrust IdentityGuard for strong authentication shal7izisivioiolaleln s
and Entrust TruePass for signatures & encryption e e K i
e Status: .

— Already deployed to 50,000 employees, citizens and
businesses, with target of 500,000

"..it was up and running in our environment in less than two days."
Bo Magnusson, IS Strategist with AMV

© Copyright Entrust, Inc. 2008 38 >
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Bank of New Zealand — Consumer Authentication

« Address real threats to user identities, protect
— Over 300,000 banking customers—initial deployment to
50,000 users nebgumrd
« Key Attributes:
— Physical authentication without hardware requirement v o ek

— Consumer ease of use and simplicity

— Scalable and cost effective

« Status: 1 : __: :; ; :;
— Unadvertised availability resulted in 13,500 voluntary B
enrollments in 3 days! Currently at 83,000 at the end of 2006 - : 2 : Aok,

— Next: Scaling to 2-3 times the initial user population in 2006, s[w[p|Flw|T]2[4
FITI{X[1[M |V K|S

including leveraging new authentication options beyond grid

“...it can help safeguard not only funds but personal information as well.”
Shona Bishop, Bank of New Zealand General Manager Marketing

© Copyright Entrust, Inc. 2008
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Customer Deployment Scenarios

Schufa schufa

Consumer & Business Authentication

« Organization holds sensitive financial information on over 60 million
Individuals & businesses
* Required strong authentication for new central web portal
— Compared business case hardware tokens and non-hardware options
— Straight to production in 2005 for 50,000 users *

« Key Attributes
— Back office integration and speed of deployment
— Citizen ease of use driving low help desk costs
— Rapid extension of application to businesses

e Status
— 100,000+ users deployed, now seeing instances of 2000+ enroliments in a single day —

“Entrust IdentityGuard offers the ideal combination of security and services with added ease of use.”
Rainer Neumann, Chairman of the Board for SCHUFA

© Copyright Entrust, Inc. 2008 40 P>
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Customer Deployment Success b
. : . [!E dnCcor
US Bancorp Retail Online Banking B et ) P

Zero Touch Fraud Detection & Multi-factor Authentication

« Detect and stop potential e-fraud at US Bank’s Online Web site,
supporting 5M+ users

« Key Attributes:

— Processing of web traffic streams from online banking applications without impacting any
end applications for fraud detection

— Comprehensive analysis of all web transactions vs. small subset
— No impact to end users unless required
— Option to easily add layered strong authentication

e Status:
— Rapid deployment of fraud detection completed with no impact to end applications
— Deployment of range of options for risk-based authentication underway now

© Copyright Entrust, Inc. 2008 41 >
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Customer Deployment Scenarios
Banco Santander

Santander Santiago

« Largest bank in Chile with a mandate to increase security
— Over 900,000 online users, initial deployment to 250,000 users

« Key Attributes:
— Ease of use and deployment—cards understood and method easy
— Multi-channel key to extending to telephone banking & ATM in future

— Low cost enabling a highly secure free service for end users (strong
differentiator compared to PIN/TAN & Tokens)

— Ability to extend to other types of authentication “When we unveiled the cards to
our customers, they were
e Status: thrilled to have a more secure
—  Over 300,000 users enrolled in under 1 year for web, targeting over methOdv:;’tLduos'r,‘,g business
500,000 IN early 2008 Laureano Cuesta, Intern.et Security Manager,

Banco Santander Santiago

— Deployment best practices, including online tutorials, and customer
advertising, implemented to ensure customer success

—  Currently deploying Entrust IdentityGuard for [VR-based money transfers
— Pilot underway for ATMs

© Copyright Entrust, Inc. 2008 42 P
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U.S. Department of State

The Challenge

- Ensure secure and private communication between senior
executives and Foreign Service Officers abroad.

« Support a distributed, global environment in 168 countries and
over 275 diplomatic facilities.

The Solution

 Strong authentication of State employees accessing electronic information
and communication systems using Entrust PKI| and smartcards.

* Rapid deployment and ease of management critical given disparate user
base.

Accomplishments

» Over 50,000 credentials have been issued via State Department’s new ID
badges.

« Expansion of infrastructure to support new electronic passport project,
writing digitally signed users data to embedded RFID chip.

© Copyright Entrust, Inc. 2008 43 >
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Acxiom — Secure Messaging ACXIOM
The Challenge

* Improve communication by leveraging email to communicate with
customers and partners while ensuring sensitive data is protected with
strong encryption

* Minimize end user impact — internally and externally

The Solution

» Leverage Entrust Entelligence Messaging Server to securely deliver
email leaving the organization.

Accomplishments

« Rapidly installed redundant cluster of Messaging Server appliances

« Accommodates encryption preferences of customers and partners -
S/MIME or OpenPGP

© Copyright Entrust, Inc. 2008 44 >
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Credit Suisse Group CREDIT SUISSE

The Challenge

« User accountability and privacy required for confidential financial information
handled by employees, including ensuring employees properly identified and
authenticated to applications.

« Stringent legal and regulatory requirements governing access to information
including record of all users accessing its resources.

The Solution

« Public Key Infrastructure including Entrust Authority and Entelligence providing
authentication of users to web and non-web business applications, replacing
conventional tokens.

Accomplishments

« Deployed solution to over 20,000 users with reduction of costs compared to
conventional token and password management.

« Potential extension to include smartcard deployment for higher security
applications.

© Copyright Entrust, Inc. 2008 45 b
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Society for Worldwide Interbank
Financial Telecommunication

The Challenge

« Secure the next generation of world standard for inter-bank
communication and financial messaging.

« Add comprehensive, robust, end—to—end security for system that handles $6+ trillion
per day without adversely impacting the high-performance network.

« Ensuring consistent security policy across all applications

The Solution

« Fl authentication and network encryption provided by Entrust PKI toolkits,
embedded into SWIFT's applications.

« Entrust Authority providing central policy administration for disparate applications
using PKI toolkits

Accomplishments

« Successful launch of SWIFT.net, providing lower-cost IP-based payment
infrastructure without any security compromise versus private network.

© Copyright Entrust, Inc. 2008 46 PP
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We are Security Trusted Advisors...

« Broad set of innovative solutions
addressing authentication, transaction
monitoring & information protection

« Extensible products and integration with
leading technology vendors

« Track record with marquee, world-wide
customer base

 Best in class world-wide service and
support

« Mature, financially strong organization

© Copyright Entrust, Inc. 2008
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Consumers Enterprises Governments

Thank You

Www.entrust.com
North America: 888-690-2424
EMEA: +44 (0) 118 902 2098




