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+ More than ever, consumers are doing 

business online

ž Retailing

ž Banking and Investing

ž News and Entertainment

ž Personal Healthcare

+ For the consumer

ž Convenience and choice

+ For the fraudster

ž More opportunities to hack and steal 

The Digital Economy Has Arrivedé
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Consumer Authentication: Consumer Pains

+ Top concerns from US consumers who 

have not made online purchase was the 

possibility of information being intercepted 

during a transaction or accessed by 

unauthorized parties.

+ Increasing online banking fraud losses 

and cyber attacks 

ž Near 40% of top 100 US banks saw an 
increase in online banking fraud losses in 
the 12 months (Aite Group 2007)

+ Stronger authentication / fraud protection 

deployment vs. Ultimate usability 

ž Many users still donôt want too much 
change when it comes to changing the 
way they authenticate to their online bank



+ ñéconsumers that have a high level of trust é are most likely to use the 

bank for a wider variety of complex online banking tasks than those who 

donôt have such a degree of faith in their bankò

+ ñé57 per cent of interviewees who stated they have a high trust in their 

primary bank will stop é using the bankôs online services in the event of a 

single privacy breach.ò

+ ñéthere are lots of security measures which are not user-friendly. The 

challenge is to find a balance between the amount of security and user-

friendliness.ò

SOURCE:  Datamonitor - Online Banking Strategies in Europe Report 2006

http://www.datamonitor.com/~f9ebf933ee3b40b1bacfbb6b9b40f4cb~/industries/research/?pid=DMFS1950&type=Report

The threat landscape ïThe customer perspective



Selecting the Optimal Level of Consumer Authentication

USER INTERACTION

RISK

COST

BALANCED
MANAGEMENT

If Risk is low:

+ Minimal impact to consumer experience

+ Minimal spend for extra security 

If Risk is high:

+ Willing to spend for stronger auth and

consumers willing to absorb some cost 

+ No adverse impact to consumer experience

Risk can be measured by:

+ Financial Assets

+ Personal Identifiable Information (PII)

+ Customer Retention

+ Brand Protection 

EV SSL
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Security versus Usability ïOur Research Support

Where would you like to use your security token?
(Open questionðplease select a maximum of three)

5

Online Banks 84%

Online shopping and gaming 67%

Online Brokerages 52%

Healthcare 49%

Multiple banks 26%

Multiple online brokerages 9%

* VeriSign eBay Live Survey, June 2007-2008

Online Banks 84%

Online shopping / gaming 67%

Online brokerages 52%



Leading Companies Turn Security Into Revenue

+ Increased Account Activity through Higher Consumer Confidence

ž Larger accounts and more sophisticated transactions

ž Linking accounts to other activity outside the enterprise

ž ñTop-of-Walletò differentiation

+ Customer Acquisition

ž Using security to attract the security-sensitive customer

+ Competitive Differentiation

ž Branding the customer experience as ñtrustò

+ Cost Reduction

ž Link security to reduction of paper statements accomplishes both higher 

security and cost reduction

+ Customer Retention

ž Embedding security into device such as phone or PC



Companies Who Leverage Trust / Security in their Brand

+ FedEx
ž When it absolutely, positively has to be 

there overnight

+ Michelin
ž Because so much is riding on your tires 

+ Volvo
ž Long perceived by soccer moms as the 

safest car on the road

+ Whole Foods
ž Wholesome and organic food products

+ Master Locks
ž Tough under fire

+ Amazon.com and eBay
ž Safe, assured e-commerce

+ VeriSign
ž The trusted provider of Internet 

infrastructure services for the 
digital world 



+ Open Standards Based - Future Proof

+ Consumer Choices ïFlexibility of 

Credential Type 

+ Concept of Token Sharing

ž Enablement into Consumer Digital Wallets

+ Self-Service Administration

+ Ease of Integration into Existing 

Applications

+ Provided at Lower Cost

Key Factors to Enable Next Gen Strong Auth



Open Standards Based - Future Proof

+ 71 active members and counting

+ 15 interoperable shipping products

http://www.motorola.com/motoinfo/product/images/0,,69,00.html


Flexibility - OATH

+ OATH OTP submitted to IETF

+ OATH Java added to IETF 

proposal

+ Royalty free IP for the whole 

Internet community 

+ Already Many OATH Compliant 

Solutions 

ž Aladdin 

ž Authenex

ž Axalto

ž Diversinet

ž GemPlus

ž RedCanon

ž Vasco

ž VeriSign

http://www.juniper.net/
http://www.vasco.com/?VSID=8eec3239b103515bf352c266e65a40e8
http://www.datakey.com/home.php


Consumer Authentication Concepts



Some Definitions

+ First Factor

ž ñSomething you knowò ïa userôs existing username and password

+ Second Factor

ž ñSomething you haveò ïan additional layer of authentication beyond 

username and password

+ VIP Credential

ž Hardware or software which acts as the userôs second factor

ž Generates security codes

ž Has an anonymous Credential ID, but no user identity information

+ Security Code

ž A six digit code generated by a VIP Credential



+ An ATM card works across all the banks on the Cirrus network

Inspired by the Offline World

+ A VIP credential works across all web sites on the VIP network



Token Sharing

¶ First Factor 

Validation

¶ Username to 

Credential ID 

Mapping

¶ First Level Support

Relying Party A

Web Application

Existing User Database

End-User with VIP 

Credential

¶ First Factor 

Validation

¶ Username to 

Credential ID 

Mapping

¶ First Level Support

Relying Party B

Web Application

Existing User Database

Login using existing 

username and password, 

then security code

Login using existing 

username and password, 

then security code

Validate 

Security Code

Validate 

Security Code

Master Credential 

Database

VeriSign VIP Authentication Service

¶ Security Code 

Validation

¶ Credential State 

per Relying Party

¶ Second Level 

Support

http://www.ebay.com/
https://www.paypal.com/cgi-bin/webscr?cmd=_home


Sharing Second Factor Authentication

CARRIERS

FINANCIAL

RETAILERS

PORTALS

ISSUERS/RELYING PARTIES VIP NETWORKCONSUMERS / USERS

ID#: X13GH2

OTP: 929424

Jasmine 

ID#: X13GH2

OTP: 625923

ID#: X13GH2

OTP: 779294

ID#: X13GH2

OTP: 442929

Token ID: X13GH2

UID: Jasmin123

PWD: *******

UID: JDahl89

PWD: *******

UID: Jshops

PWD: *******

UID: Jazzgirl

PWD: *******


