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The Digital Economy Has Arrived...

+ More than ever, consumers are doing
business online
Retailing
Banking and Investing
News and Entertainment
Personal Healthcare

+ For the consumer
Convenience and choice

+ For the fraudster
More opportunities to hack and steal
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....Leading to Different Business Drivers

BUSINESS DRIVERS

1) Reduce online Theft and Fraud 3) Improve Customer Loyalty

« Increasing online fpaud losses and eyber attacks

. Americans lost about $49.3 billion in 2007 to
identity theft

« Blectronic Medical Records - privacy and fraud
concerns

. Soclal Networking sites - the new target for
{dentity thieves

« Segcurity versus usability - @ palancing act

Q) gtrengthen Competitive
pifferentiation

+ Pyre product differentiation 18 difficut

« Securityisa critical area

. Security can be all gnabler to atrengthen
differentiation

VeriSign Confidential — For Internal Use Only

« Opline banking cugtomers have higher satisfaction

+ Toss of members and advertising revenue

+ Costs Bx to attract new customers rather than
gervicing existing ones

+ Business enablement with {mproved gecurity

4) Reduce costs

+ Security as an enabler t0 g0 “green”

+ Businesses demanding open—standards paged
technologies

« No vendor lock-in and quick time-to-market

$) Regulation and its effects

. Evolving compliance and regulations t0 prolect online
consumers & businesses

« New guidelines globally on 2FA and fraud evolving

« FFIEC, HIPAA, Monetary Authority of Singapore
driving security upgrades

+ Less regulated industries may become more regulated
in future
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Consumer Authentication: Consumer Pains

+ Top concerns from US consumers who e e 2006 (o o T A o o
. roup)
have not made online purchase was the - T
possibility of information being intercepted smsemammmmn
. . Safety of family 5% Ta4%
durmg a transaction or accessed by =ecurity of Intermet ansacions — T
. . Personal safety 1% 57%
unauthonzed partleS Security of home computer £1% 40%,
Protecting personal property 51% 5%
+ Increasing online banking fraud losses e b e oo . o
Safety of air travel 25% 2%

and cyber attacks Note: 1,007 (U5, 1,203 @rape)

Source; CMO Council and the Zyman institute of Brand Science, Emary

- Near 40% of top 100 US banks saw an i o oo oo P e Spasion
increase in online banking fraud losses in treees P

the 12 months (Aite Group 2007)

Holiday Shoppers in Select Countries Worldwide Who

+ Stronger authentication / fraud protection October 2007 (4 of respondents). | T o1 BY TYPe.
. e Canada France Germany Japan UK US Total

deployment VS. Ultlmate usablllty Spyware Orviris  SAS 343%  342% 167% 455% 434% 32.1%

+ Many users still don’t want too much AN A ingrest
change when it comes to changing the Soencredtcard 6% 416 08k 18% 5% 9.6% 49%

way they authenticate to their online bank rumbar - —

Identity theft 2.5% A1% 2.4% 1.46% 2.3% 46.5% 31%

Note: =3 424 Windows PO useors ) )
Source: Webroot Soffware, "State of Infernet Secuyity, Frotecting

consumers Omline,” November 2007
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The threat landscape — The customer perspective

> DATAMONITOR

+ “...consumers that have a high level of trust ... are most likely to use the
bank for a wider variety of complex online banking tasks than those who
don’t have such a degree of faith in their bank”

+ “...57 per cent of interviewees who stated they have a high trust in their
primary bank will stop ... using the bank’s online services in the event of a
single privacy breach.”

+ “...there are lots of security measures which are not user-friendly. The
challenge is to find a balance between the amount of security and user-
friendliness.”

SOURCE: Datamonitor - Online Banking Strategies in Europe Report 2006
http://www.datamonitor.com/~f9ebf933ee3b40blbacfbb6b9b40f4cb~/industries/research/?pid=DMFS1950&type=Report
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Selecting the Optimal Level of Consumer Authentication

RISK

. If Risk is high:
If Risk is low: d
. : : + Willing to spend for stronger auth and
+ Minimal impact to consumer experience consumers willing to absorb some cost
+ Minimal spend for extra security + No adverse impact to consumer experience

g VeriSign
Secured

EV SSL VeriSign

Identity

BALANCED Protection
MANAGEMENT

USER INTERACTION COST

Risk can be measured by:

+ Financial Assets

+ Personal Identifiable Information (PII)
+ Customer Retention

+ Brand Protection
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Security versus Usability — Our Research Support

Where would you like to use your security token?
(Open question—please select a maximum of three)

Online Banks
Online shopping / gaming
Online brokerages
Healthcare
Multiple banks

Multiple online brokerages

* VeriSign eBay Live Survey, June 2007-2008
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Leading Companies Turn Security Into Revenue

+ Increased Account Activity through Higher Consumer Confidence
Larger accounts and more sophisticated transactions
Linking accounts to other activity outside the enterprise
“Top-of-Wallet” differentiation

+ Customer Acquisition
Using security to attract the security-sensitive customer

+ Competitive Differentiation
Branding the customer experience as “trust”

+ Cost Reduction

Link security to reduction of paper statements accomplishes both higher
security and cost reduction

+ Customer Retention
Embedding security into device such as phone or PC
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Companies Who Leverage Trust / Security in their Brand

+ FedEx
When it absolutely, positively has to be
there overnight VOLVO
+ Michelin
= Because so much is riding on your tires Fei
+ Volvo X
= Long perceived by soccer moms as the 4 20
safest car on the road '6 JU U [l jJ
+ Whole Foods UMDER (o
: e
Wholesome and organic food products fJ_]_lj g,“’}

+ Master Locks
Tough under fire

amazon.com.

+ Amazon.com and eBay
Safe, assured e-commerce

+ VeriSign f 15 i d)
= The trusted provider of Internet erlSlgn \i

infrastructure services for the
digital world
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Key Factors to Enable Next Gen Strong Auth

+ Open Standards Based - Future Proof

+ Consumer Choices — Flexibility of
Credential Type

+ Concept of Token Sharing

+ Self-Service Administration

+ Ease of Integration into Existing
Applications

+ Provided at Lower Cost
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Open Standards Based - Future Proof

L

_ SanDisk 72

el -

m MOTOROLA

_—

L —

VeriSign

Identity

Protec tion
VIP Cruguntial 1O

~oath:-

+ 71 active members and counting
+ 15 interoperable shipping products
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http://www.motorola.com/motoinfo/product/images/0,,69,00.html

Flexibility - OATH

+ OATH OTP submitted to IETF

+ OATH Java added to IETF
proposal

+ Royalty free IP for the whole
Internet community

+ Already Many OATH Compliant

Solutions
Aladdin
Authenex
Axalto
Diversinet
GemPlus
RedCanon
Vasco
VeriSign

CiTRIX® :=:: Mmijuniper
Enfrust eriSign %
axalfto
Aladdin Z I Check Point
We Secure the Internet.

GEMPLUS

Authenex’ @ DATAKEY ARM

SafeNet <hmc (GRIC
Mognnem A il & ph Cﬁ)
%);j ggl\m@w ol ventai phoenix
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http://www.juniper.net/
http://www.vasco.com/?VSID=8eec3239b103515bf352c266e65a40e8
http://www.datakey.com/home.php

Consumer Authentication Concepts




Some Definitions

+ First Factor
“Something you know” — a user’s existing username and password

+ Second Factor

“Something you have” — an additional layer of authentication beyond
username and password

+ VIP Credential
Hardware or software which acts as the user’s second factor
Generates security codes
Has an anonymous Credential ID, but no user identity information

+ Security Code
A six digit code generated by a VIP Credential
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Inspired by the Offline World

~N
Online Banking Sign In [ Learn More About:
Checking and Savings
Checking Accounts | Savings
Login -~ 2
u . Credit Cards and Prepaid (
ey Credit Cards | Gift Cards { You
Pretection
Password: Loans and Credit Lines
| Home Mortagage | Home Equity
x ! Auto Loans | Personal Loans
@I;'.?-?-‘? Investments and Financial
''''' Investment Services | IRAs | M
Private Consulting | Trust Serv
Forgot vour Account Number? = Learn about Investing
Protection
g J

+ An ATM card works across all the banks on the Cirrus network

+ A VIP credential works across all web sites on the VIP network
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Token Sharing

e Security Code
Master Credential Validation

Database e Credential State

per Relying Party

e Second Level
Support

Validate ~L - ] Validate
Security Code \__ VeriSign VIP Authentication Service ) Security Code

( Relying Party A ) ( Relying Party B )
e First Factor @ e First Factor @
Validation Existing User Database Validation Existing User Database
e Username to e Username to
Credential ID Credential ID
Mapping Mapping
e First Level Support Ci e First Level Support Ci
Web Application Web Application

by

&
PayPal
Login using existing @ Login using existing
username and password, username and password,
then security code % then security code

End-User with VIP
Credential
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http://www.ebay.com/
https://www.paypal.com/cgi-bin/webscr?cmd=_home

Sharing Second Factor Authentication

CONSUMERS / USERS

UID: Jasmin123

. UID: Jshops

. Jasmine PWD: #iex
: Token ID: X13GH2

UID: Jazzgirl

PWD *******

ISSUERS/RELYING PARTIES

Row ol wics @

SO (.,

5 FINANCIAL
%
A

CARRIERS ﬁ

Y - o

»

ID#: X13GH2
OTP: 929424
ID#: X13GH2
OTP: 625923
ID#: X13GH2
OTP: 779294

ID#: X13GH2
OTP: 442929

VIP NETWORK




Ease of Integration - Web Services Deployment

VeriSign SMS Messaging )

~

Gateway J

e SOAP Web Services
Master Credential Database Interface
e Security Code
Validation
e Credential State
L VeriSign VIP Authentication Service )
A
SOAP Web Services gver HTTPS
4 N\
VIP Member Enterprise
V - Y
=N 1O
‘ NS
{ - or
d Existing U
NS e
. Customer Facing VIP Member's VeriSign VIP
End-User with VIP Web Application Support Application Management Console
Credential
Login using existing Credential
username and Management
password, e First Factor Validation
then security code e Username to Credential ID
Mapping
e Client certificate to % % %
authenticate to VIP Service VIP Member’s Support
Representatives




Ease of Use

f. Activate Your PayPal Security Key - PayPal - Microsoft Internet Explorer provided by ¥eriSign

@‘q - I._,P) https: e pavpal.comusfcgi-binfwebscrfcmd=_activate-security-key j % PayPal, Inc, [US] | 4 | X IGoogIe pelibs

Fle Edit Wiew Favorites Tools  Help Links **
v e P nictivate Your PayPal Security Key - PayPal | | - B -G G @ @
_ A
My Accnunt 5end Mnney Request Mnney Merchant SErwces Auctlnn Tnnls
" Products & Services
Activate Your PayPal Security Key
Enter your PayPal Security Key details and click Activate. | don't have a PayPal Security Key.
Step 1: Enter the serial number printed on the back of your PayPal Security
Key. 17-0000011-6 5
Serial Number: [DP0305636027 R
Step 2: Press the button on your PayPal Security Key and enter the code 9
that appears. PayPal
six-Digit Code:l -
g ! h 3
Lo -
Step 3: Wait 30 seconds for the display to clear and press the button again.
Enter the code that appears. 9
Next Six-Digit Code: | = !
) MBET 0
Once your PayPal Security Key is activated, you will need it every time you log &
in to your PayPal account. To log in, you will enter your user name and
password along with the security code generated by your PayPal Security Key.
P 1 = | ;I
|D0ne l_l_l_l_’_|_|g Inkernet | HA0% - g

tij'Startl J (== i i ”J _-jMicroso...I &9 windo.., | @Inhox—...l |5} sales M. | @]+ Micr...'”'_fénctiva... I,"‘?jlnbox-...l J & @|« H 0|2 od M 5™ @ 543 8m
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eBay / PayPal ‘Security Key’ Exceeds Expectations

+ February 2007 Public Launch with no (R — ey
associated marketing * [Cnpeeeyien FESLAE S

. . PayPaI sign up |Log ke Itwip |Zecuity Cantes

+ Demand has been significantly
exceeded expectations — consumers
want this level of security sacu compe | PRYP Sacurity Koy

+ Increasing country deployments over
the next several months

+ 87% rate usability as good to excellent = ok }
+ An ecdotal Keep one «ﬂ; .*'mfn;i.; | .‘,.,m\,\,.l,_,, N

phreieiiin e | o

“ Incredibly easy”...."I love it—I'm going to e ||
make my password less complex because et o sy ot s w
I'll always carry my security key”....”It is

going to go with me everywhere”...... ST

“ | think with the added security I'll take o -
advantage of the 5.03% interest rate on - dhssis G oo R b

Gerwratas At securtty

cash deposited” kol o e ol s St i;‘:,“r.',-u.,‘.';.."'l" i

Wekoome Send Mosey Eoqqiw el Mosey Merchant Sorvices Anction Tools

Security Key
A=

£ an exctry bevsl of sacunty when you log In with the PayPal Secunty Key

Keep it with you.
S WY et 10

“ Anice product | wish my own financial it atan
institution would institute.....

”




