[chLumension

SECURITY.

Moving From a Reactive to
a Proactive Security Model

Tim Wilson
Lumension Security

I \WW.lumension.com

© Copyright 2007 - Lumension Security



C

& State of Endpoint Security Market
= Customer Challenges

* |ndustry Trends

& A New Age of End-Point Security

= Taking a Positive, Proactive Approach

= Highly Secure, Highly Operational
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State of Endpoint Security
Technology Market
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How much would you pay
for this USB stick?

-

‘ 4

- K / ¥ N

I www.lumension.com




Some would pay

$15 BILLION
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I -
Can you guarantee that

your CEO'’s laptop is not
compromised?

che told
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Traditional Reactive Security
has failed to stop these
situations.

Reactive Security

POP QUIZ

» Desktop Firewall

o Anti_Spam 660,000 signatures, how
S many did “The Big 2” miss?
e Anti-Virus . .

. Missed Over Missed Over
* Anti-Spyware 30,000 80,000

* IPS/IDS

When tested against
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Each Day, the Problem Gets Bigger C

6704

On average, 15 new vulnerabillities
are released per day 4694

2372
Source: National Vulnerability Database 1963

as of January 8, 2008 1672
' 1289
790 ‘
= 251 243 '
24

1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007
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Hackers find New Avenues of Attack O

@NVD reported 13,270 vulnerable applications as of 01/08/08

212%

Adobe MAC OS X 185% Microsoft
170%
400% | 170% 250% ﬁ
2005 2006 2007 2005 2006 2007 2005 2006 2007

Source: National Vulnerability Database

“Adobe Acrobat/Reader PDF documents
can be used to compromise your Windows
box. Completely!!!”  seervorLD
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Key Challenge - Time to React is Gone C

336 days

Must be proactive

“Reaction Period” Between Remediation Availability
and Vulnerability Exploit is Gone

180 days
151 days

25 days

17 days 5 days  -26 days

Mirmda Slammer Welchia MSElaster Sasser Zotoh DMS BRPC
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An Inconvenient Truth: Growth of Malware
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Reactive black-listing is no longer effective

Anti-virus / Anti-malware [/ Heuristics / HIPS

« Resource intensive

« Susceptible to false-positives

« Can'’t defend against targeted attacks

« Won't scale with current threat rate

« Do not address underlying vulnerabilities

© Copyright 2007 - Lumension Security

5,490,960

1985 1986 1987 1988 1989 1990 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007

Traditional endpoint technology stacks do not solve this issue:

source: av-test.org



.
What has changed

in today’s onment that make:

Tradltlonal Security
Approaches Fall

a single USB stick worth

$15 BILLION

and allows targeted Malware to affect even

YOUR CEO
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What has changed?

Three things have changed that make
reactive security obsolete.

The Increased Organized
Borderless Internal External

Enterprise NS Threats
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The Borderless Enterprise

. Data has moved beyond the
Remote users and mobile technology. enterprise firewall:
Laptops / Home Offices
USB Sticks / WiFi / VPN
and more...
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New Technology - New Sources of Risk C

Easy of Connectivity = Risk Increases
Increased Storage Capacity = Risk Increases
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Evolution of Removable Media C

[ Removable media stores more at lower cost than ever before and
fits in your pocket

Physical Size | Storage Size | Per MB Price

4§ T 3

& Plug and Play offers seamless support for removable media

& Removable media is significant to daily business operations

& Professional and personal use of removable media has merged
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Increasing Internal Risk

Insiders have direct access to 70% of all serious incidents
your most sensitive data. are sparked by insiders.

IDC Worldwide Security Products and Services
2007 Top 10 Predictions

Lost Laptops Disgruntled P2P File Sharing
& Devices Employees Software

48% of users utilize company tools for personal usage.



What Threat Does an Insider Pose? C

===== [@ John’s iPod might have 80 GB of his favorite music and
o= video's or it might contain:

= software he brought from home to install

» malicious software, such as malware, spyware, crime ware

= avirus or Trojan

& When John leaves at night it might have:
" your customer database
» financial data

\ ) » intellectual property

53% of organizations would NEVER know what data
was on alost USB device*

Source:
1- Ponemon Institute, 2006 Cost of Data Breach Study
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External Threats

The hackers you face
are no longer just
Gary and Wyatt...




Organized External Threats

Well Funded.
Organized.
Financially Motivated.




External Threats use Mobile Technology C

Data is not just going out on Mobile Devices.

Malware coming in on Mobile Devices as Well

New form of Social Engineering

Leaving USB drives in parking lots of Targeted
Companies with Malware installed
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Malware in the Supply Chain C

[ What do these removable devices all have in common?

= All came pre-installed with viruses capable of stealing
passwords and opening doors for hackers
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The New Threat Environment

Traditional reactive security 18% suffered a targeted
approaches fail to address attack — aimed exclusively at
increasing risks. their organization

2007 CSI Computer Crime and Security Survey

Q!
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Data Leakage Costs On the Rise C

& Data breaches remain the leading cause of financial losses 1

[ Data breach costs continue to increase 2

5147

$200

5138

$100

%0
2005 2006 2007

Figure 1: Average per-record cost of a data breach, 2005-2007

Source:
1 - 2006 CSI/FBI Computer Crime and Security Survey
2 - Ponemon Institute, 2007 Cost of Data Breach Study
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Data Leakage Can Amount to Lost Business C

& Lost business accounts for 65% of data breach costs

$150

5128
$125

$100

m2005
m 2006
m 2007

$75

$50

525
510 311 gg

$0

Detection & Motification Ex-postresponse Lostbusiness
escalation

Figure 2: Data breach costs by center per record compromised, 2005-2007

Source:
Ponemon Institute, 2007 Cost of Data Breach Study
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How do you address

the new security challenges
in today’s environment?
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Areas of Risk at the End Point C

Attacks Exploit
Risks at the Core

‘ Kernel Access Control

‘ Patch and Remediation Management

5% Zero-day

Missing Patches

65% Mis-
Configurations

‘ Vulnerability and Configuration Management

Source: John Pescatore Vice President, Gartner Fellow
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Outside Threat Protection C

Attacks Exploit The OS/ Soiries of Risk

Risks at the Core - o

5% Zero-day

Missing Patches

65% Mis-
Configurations
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UPC — Traditional Approaches C

Traditional Depth in Defense Security Add-on Solutions The OS / Sources of Risk

A A
-~ N N

Desktop  Anti-Virus IPS Application
Firewall = Spyware  Heuristics Blacklist

ii

EXTERNAL THREATS
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Proactive, Operational End Point Security Approach gai=

Defense in depth

Desktop oS 0S & Kernel Data

Firewall Configuration Application  Access Leakage
Patches Control

Trojan Horse

>
Virus

)

Worm

D
Logic Bomb

D
Botnets

>
Escalate

Privileges
|

Zero-Day

>
Browser Attack

)

Client Side Attack Remote

Hacker Objectives \ \

) Execution
|
EXTERNAL
THREATS INTERNAL
THREATS
I www.lumension.com 30
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Proagivd, inensions| EndpBiit SSearitinsAhtioach ME

PatchLink Suite Sanctuary Suite

Scan / Security Configuration Management / Update Application Control / Device Control

oS 0OS & Kernel Data
Configuration Application  Access Leakage
Patches Control

\,_’\Q%“ Ny —

S am—

Escalate
Privileges
|
Remote
Execution
|

Hacker Objectives
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YOU HAVE TO
Get Proactive.



Lumension’s Operational Security Approach C

Policy Compliance Reporting

: Whitelist
” Discovery ” .
& Visibility ) S )

Protection
Configure Remediate Protect Control
Systems Root-Cause Data User
Vulnerability Behavior

Securely
Integration makes
whitelisting
manageable

Security:

IT Operations:
Reduces attack surface area Stops malicious activity

I www.lumension.com
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The Lumension Security
Advantage

Stops Targeted Attacks
Eliminates Insider Threats
Prevents Data Loss
Defends Against Zero-Day Exploits



Shrink the Target

Q Operational Security Management
Enables proactive discovery, assessment, remediation and secure

configuration

\l @& Provides complete visibility of your risk posture
/ through continuous discovery and vulnerability
/ assessment
Vulnerability & Delivers real time patching and remediation with
Assessment ongoing validation
Patch
Management & Reduces Endpoint Risk by Fortifying OS and

Application Configurations

Security
Configuration
Management

I \\w.lumension.com
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Shrink the Target / Stop the Bullets

Data Security

Protects data from theft or loss.

\ & Controls the flow of data to devices

l (inbound and outbound data including port access)

& Encrypts data (moved onto removable devices)

Device Control

& Detalled forensics and auditing

Whole Disk (of data moved to / from a device)
Encryption

bata Leakage & Enables Compliance
Prevention : .
(Data Protection Regulations and Standards)

I \wWw.lumension.com
FIPS140-2 Encryption / Content-Aware Filtering
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Stop the Bullets

Endpoint Security

Defines trusted applications and denies all unknown, unauthorized and
malicious threats.

=

\ & Allows only explicitly authorized
/' application to execute

& Prohibits unwanted or illegal

applications to install or run
Application
Control

& Prevents unwanted or unmanaged

Device

Control removable devices to introduce
malicious code
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Continuous Monitoring and Reinforcement

Security Compliance Reporting

Reduces the cost of compliance management while providing enterprise-wide
visibility over your security environment.

& Aggregates and centralizes security
configuration states for actionable
reporting

& Enables continuous audit-readiness

Enterprise
Reporting

Security & Facilitates compliance reporting and
Configuration . . .
Management checks with security regulations or

standards

I \wwWw.lumension.com
PCI, Sarbanes-Oxley, HIPPA, FISMA
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Lumension Proactive Security Approach

Endpoint Data
ar Security Security

Network Based Agent Based || Configuration Application Device
Scanning Remediation Management (fe]plife] Control
I

Scanning ‘ Remedlatlon ‘Management Control H Control

Operational Security Management

Security Compliance Reporting

Superior Security:
Scalable / Greater Enterprise Visibility
Improved Productivity / Lower TCO

www.lumension.com
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The Lumension Security
Advantage

Stops Targeted Attacks
Eliminates Insider Threats
Prevents Data Loss
Defends Against Zero-Day Exploits



Get Proactive.

Check out Lumension’s
Proactive Security Solutions.
or visit us at lumension.com



Removable Media Has Leqgitimate Business Use C

& Every device isn't there to harm you,
John might need a...

= USB drive

= to easily move large files
= to take work on the road with you

= it lets him modify files, unlike burning the files to a
cd/dvd's

= he might carry a “toolkit” with him to support other users
= he can use it to backup data

p = Pod's
= to watch a video training

* to listen to a company podcast
» to listen to a class he is taking

I \wWw.lumension.com



Rethink Your Policies C

& Organizations need to ask themselves..."do we need to
allow access to these devices?”

& If yes,

Who should have access — everyone, specific groups or users
What devices should be allowed — usb drives, mp3 players, etc.
When should access be allowed - 24/7, Mon. - Fri.,, 9to 5

Where should they be used — every machine or specific
machines

How should they be used — read only or read/write permission

& If not, how are you going to deny access to the devices

I \\w.lumension.com
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Policy Enforcement C

& How would you control these devices?
» Order machines without USB ports
» Physically blocking the USB ports
= Disabling the USB ports in the Bios
» Disable the USB ports in the registry
= Ban portable storage devices
= Use a software based tool to control access
* Do nothing
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Four Steps to Reduce Risk While Enabling New Technologies C

& Discovery
Know what applications and devices are in use on endpoints

& Policy Establishment
Develop company-wide, group and/or user-specific policies that reduce, or
eliminate endpoint security issues

& Policy Enforcement
Enforce and administer endpoint security policies and the flexibility to
seamlessly make policy changes as appropriate, reducing end users’ need
for involvement

& Policy Monitoring and Compliance Reporting
Understand the effectiveness of endpoint policies and to know when they
have been violated
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