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Agenda

State of Endpoint Security Market

ÁCustomer Challenges

ÁIndustry Trends 

A New Age of End-Point Security

ÁTaking a Positive, Proactive Approach

ÁHighly Secure, Highly Operational
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State of Endpoint Security 

Technology Market
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How much would you pay 

for this USB stick?
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Some would pay



© Copyright 2007 - Lumension Security

www.lumension.com 5

would!
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Can you guarantee that 

your CEOôs laptop is not 

compromised?
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Traditional Reactive Security

has failed to stop these 

situations.

ÅDesktop Firewall

ÅAnti-Spam

ÅAnti-Virus

ÅAnti-Spyware

ÅIPS / IDS

Data

When tested against 

660,000 signatures, how 

many did ñThe Big 2ò miss?

Reactive Security

POP QUIZ

Missed Over

30,000
Missed Over

80,000
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Each Day, the Problem Gets Bigger

Source: National Vulnerability Database 
as of January 8, 2008
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On average, 15 new vulnerabilities 

are released per day
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Hackers find New Avenues of Attack

400%

2005

Adobe
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MAC OS X Microsoft
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NVD reported 13,270 vulnerable applications as of 01/08/08

Source: National Vulnerability Database

ñAdobe Acrobat/Reader PDF documents 

can be used to compromise your Windows 

box. Completely!!!ò
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Key Challenge - Time to React is Gone

Must be proactive
ñReaction Periodò Between Remediation Availability 

and Vulnerability Exploit is Gone
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An Inconvenient Truth: Growth of Malware

Anti-virus / Anti-malware  / Heuristics  / HIPS

Traditional endpoint technology stacks do not solve this issue:

ÅResource intensive

Å Susceptible to false-positives

ÅCanôt defend against targeted attacks

ÅWonôt scale with current threat rate

ÅDo not address underlying vulnerabilities
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What has changed
in todayôs environment that make:

Traditional Security

Approaches Fail
a single USB stick worth

$15 BILLION
and allows targeted Malware to affect even

YOUR CEO?
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What has changed?

Three things have changed that make 

reactive security obsolete.

The 

Borderless 

Enterprise

Increased 

Internal 

Risks

Organized 

External 

Threats
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The Borderless Enterprise

Remote users and mobile technology.

14

Data has moved beyond the 

enterprise firewall: 

Laptops / Home Offices 

USB Sticks / WiFi / VPN 

and moreé

Data
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New Technology - New Sources of Risk

Easy of Connectivity  = Risk Increases

Increased Storage Capacity = Risk Increases


