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BitArmor
Solving Critical Industry Problems

Protect and manage Windows data, at rest 
and in flight, across the enterprise

ïFull disk encryption, persistentfile encryption, 
removable media protection and data management 
in one unique, information-centric solution

5 Patents Pending
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Agenda
The benefits of information-centric security

Information vs. data

The business of information flows

Challenges in controlling data

Information-centric protection

ïThe promise

ïThe essential elements

ïThe roadmap

Questions
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Information or data?

What is data?

ïA collection of bits

What is information?

ïData with business context or value

ïIncludes associated processes, workflow

ïHigher level construct than data

So what is the real difference?

ïBusiness viewpoint vs. technology viewpoint

ïFrom a technological perspective, data is the target
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Information flow
The importance of collaboration

As time goes on the most important thing about a 
scientific or technological base may not be what 
information is in it at any given moment, but the 
speed with which it is continually renewed and the 
richness of communication carrying specialized 
know-how to those who need it and acquiring 
knowledge swiftly from all over the world.

It is not the stocksbut the flow that will matter.
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The business of the 21st century

Collaboration

ïPartnerships

ïOpen flow of information

ïShared assets

Speed and agility

ïAdapting to new information

ïRapid scaling

Globalization

ïDiverse world
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IT realities
Today and tomorrow

Complex infrastructure

ïHeterogeneous systems

ïVirtualized environments

ïExponential storage growth

Uncontrollable span

ïDistributed data

ïDistributed employees

Point-based security

ïPerimeter, device, network

Security is NOT optimized for information flows that 
enable business collaboration
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Poor security causing problems

Nearly 250M records compromised in last 3 ½ years

ïAt an average remediation price tag of $100 per 
record, this comes to ~$7B of costs per year!

Security (people, process and technology) not aligned 
with business flows

ïThis is one of the major reasons for such massive 
exposures

Current security technology approaches are obsolete

ïA more logical approach to security technology can 
assist the people and process elements

ïRenew focus on sensitive data
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Device-centric security
Complex, ineffective and obsolete
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