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Best Practices: The Anatomy of Successful 

Deployments
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Don’t know who or 

what devices are on 

your network?

Don’t know health or 

compliance level of 

devices?

Can’t sufficiently 

restrict device or 

user access?

Poor visibility of user 

and device access 

activity?

Typical access control challenges 
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Network Access Control
Motivations and barriers to adoption

1. Reduce network vulnerabilities

– Ensure endpoints are in use by legitimate 

users

– Ensure devices are up to date with security 

policy

2. Secure Guest Access

– Increase productivity of guests while 

protecting core assets and data

3. Increased visibility at the network edge

– Audit trails for who, where, when, with what 

access

– Demonstrate levels of compliance with Sox, 

HIPAA, DMCA, PCI, etc.

Motivators behind NAC Adoption



Barriers to NAC Adoption

Network Access Control
Motivations and barriers to adoption

Motivators behind NAC Adoption

1. Too costly

– Some solutions require upgraded or new 

infrastructure and/or complex network 

architectural changes

2. Does not work

– ½ the market consists of startups, meaning 

lots of 1.0 products using customers as 

extended beta users

3. Limited deployment options

– Some solutions require the network cater to 

their solution, since their product does not 

have the flexibility to cater to theirs

4. Difficult to manage

– Complex policy creation, policies that must 

be manually updated, etc.

5. Cumbersome enduser experience

1. Reduce network vulnerabilities

– Ensure endpoints are in use by legitimate 

users

– Ensure devices are up to date with security 

policy

2. Secure Guest Access

– Increase productivity of guests while 

protecting core assets and data

3. Increased visibility at the network edge

– Audit trails for who, where, when, with what 

access

– Demonstrate levels of compliance with Sox, 

HIPAA, DMCA, PCI, etc.



Policy design
Different users & devices; different needs

Trust Level

External Users Internal Users

Guest

Single Day 

Vendor

Long Term 

Consultant

Printers, 

Phones Employees

IT / 

Executives

When M-F 8-5 M-F 8-5 Any Any Any Any

Where WLAN,

conf. room

WLAN,

Conf. room

Any Specific 

switch ports

Any Any

Agent Dissolvable Dissolvable Dissolvable None Persistent Persistent

OS Any Any Any N/A OS X,

Win XP

Win XP

Posture Any AV,

anti-spyware, 

personal FW

Any AV,

anti-spyware

personal FW

Any AV, 

anti-spyware, 

personal FW

None Specific AV, 

anti-spyware, 

personal FW

Specific AV, 

anti-spyware, 

personal FW

Access Internet only Internet, print 

shares

Internet, print 

and specific 

file shares

Print shares, 

voice server

Appropriate 

to department

Any



Multiple Enforcement Options Available
What may be right for you?

In-line 802.1x SNMP Client DHCP

Access 

Control

Very granular 

controls

Network-based 

using VLANs, 

ACLs

Network-based 

using VLANs, 

ACLs

Client access to 

network 

destinations

Quarantine

Deployment Requires new 

network 

hardware

Requires 

VLANs, ACLs, 

802.1x 

supplicants

Requires VLANs, 

ACLs, 802.1x 

Thick client 

distributed to 

endpoints

Requires changes 

to Iphelper 

settings on router 

or inline DHCP

Change 

Management

Create new 

policies 

implemented 

immediately on 

NAC Policy 

Enforcer

Create new 

policies, may 

require new 

VLANs, ACLs

Create new 

policies, may 

require new 

VLANs, ACLs

Push to clients 

when online

Create new 

policies for IP 

static routes

Device 

Requirements

None 802.1x 

supplicant

None Specific to each 

client application

DHCP enabled on 

endpoint 

Weakness Quarantine 

endpoint 

broadcast can 

reach trusted 

endpoints

Changes require 

network 

architecture 

changes with 

VLANs and 

ACLs

SNMP-enabled on 

switch.  Changes 

require constant 

changes using 

SNMP to the 

switch

Management 

overhead, varying 

OS support

Static IP settings



Posture Assessment Requirements
Determining your organizations priorities

• Pre and post connect device monitoring

– Reduces risk of malware introductions 

• Multi OS support

– Apple OS X, Windows, and Linux, others?

• Administrative access

– Some NAC solutions use Microsoft’s RPC port or install 

as a full application and therefore require administrative 

access

• Browser dependence

– ActiveX requires Internet Explorer

• Not blocked by personal firewall software

– Network-based scans attempt to discover vulnerabilities 

by assessing open ports on the device.  Personal firewall 

software blocks these scans.

Guest?Employee?
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Quarantine Only

Stateful Firewall

Broadcast 
Domains

Phone/Printer Unknown OS/
No Admin rights

Known OS/
Admin Rights

Guest VLAN

Dissolvable Agent

Inline

Dissolvable Agent

Inline

Persistent Agent

802.1X w/ DHCP

Persistent Agent

Stateful 
Firewalling + 

Broadcast 
Domains

Inline w/ Guest 

VLAN

Dissolvable Agent

Inline w/ 802.1X

Persistent Agent

DHCP

Dissolvable Agent
DHCP

Persistent Agent

Not 

Recommended

MAC Bypass

No Agent

Inline

No Agent

Inline w/

MAC Bypass

No Agent

Solution Planning
Organizational Priorities Should Drive the Implementation



Business / IT Challenge

 Key drivers:

• Identify students on wireless and wired 

residential networks

• Assess posture on student and guest 

machines

• Provide guest access with pre-created guest 

accounts

 Selection Requirements:

• Support Novell eDirectory for authentication

• Support for both wired and wireless networks

• Support for key antivirus vendors

 Selection Criteria:

• Tested 2 leading products in house

• Ease of use

• Fast deployment

• No network changes

• No changes to switch configurations

NAC Deployment –St. Francis University

Results

 Deployment Overview

• Required Components: 1 NPS                                         

with installed DHCP plugin

• Users: ~2000 students, 500 faculty 

• DHCP Server: Windows 2003

• Authentication Services: Novell eDirectory used with 

Web Portal login

• Posture Agent: Dissolvable for guests and Persistent 

for students

• End Points: Wired and wireless, standardized laptop 

image

 End User Experience

• Redirected to a captive web portal using name 

resolution

• Prompted to enter their student ID located in 

eDirectory.  Guest accounts are stored locally

• Guests use the dissolvable agent to assess their 

devices. 

• If found non-compliant, they download updates as 

instructed from the remediation server.



Case Study: St. Francis University

Snapshot
Enforcement: DHCP 

•New or non-compliant devices are 

sent modified DHCP leases.

•Students and guest devices are 

assessed
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Business / IT Challenge

 Key drivers:

• Identify employees laptops and industry-

specific devices

• Provide guest access with registered guest 

accounts

• Assess posture on guest and employee 

machines

• Seamless authenticaation for employees

 Selection Requirements:

• Support Active Directory for employee 

authentication

• Support Cisco network infrastructure 

• Central management across 3 

geographically separate locations

 Selection Criteria:

• Ease of deploying posture agents, managing 

posture policies

• Support for wired/wireless networking

• Ability to scale/phase solution across 

different users, enforcements, and locations

NAC Deployment –Rheem Water Heater Div

Results

 Deployment Overview

• Required Components: 1 NPS,                                  

with installed DHCP plugin, 4 NPEs

• Users: ~3000 students, 800 faculty 

• DHCP Server: Windows 2003

• Authentication Services: 802.1X (PEAP/MS-Chapv2) 

and Web Portal

• Posture Agent: Dissolvable (Persistent will be 

deployed later)

• End Points: Wired and wireless, students can 

purchase their own devices

 End User Experience

• Employees use either 802.1X using windows login 

credentials, or windows domain login seamlessly 

recognized with inline appliance.  Guests are 

redirected to a captive portal

• Guests are prompted to enter a locally stored guest 

account

• Guests use the dissolvable agent to assess their 

devices. Employees have a persistent agent installed.

• If found non-compliant, they download updates as 

instructed from the remediation server.



Case Study: –Rheem Water Heater Div

Snapshot
Enforcement: Inline on wireless,meeting rooms,  

802.1X, DHCP in other wired areas

•802.1X sets VLAN, ACL settings on edge switch

•Non-compliant devices sent into remediation 

VLAN with additional DHCP enforcement

•Wireless enforced with inline
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NAC Deployment Best Practices

Determine your NAC Drivers?

Build your user profiles / policies

Which technologies meet your needs?

End User Education

Scale the deployment according to your drivers

Case Study Learning Points



Buying NAC

• Reduces network vulnerabilities
– Persistent & dissolvable posture agents

– Managed & unmanaged device inspection

– Integration with other security solutions like IPS

• Supports virtually any network
– Multiple enforcement methods

– Multiple user directory support

– Multiple O/S, AV, anti-spyware, and PFW packages

• Phase roll-out –flexible deployment scenarios 

Key NAC Product Selection Considerations

• Easy to manage
- “Set and forget” policy creation

- Single console for all authentication & 

enforcement

• Visibility and Reporting
- Posture assessment details

- Track connections for all devices and users

- Keep an audit record of all connections



Thank you


