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Common NAC Deployment Issues

No alignment with management, IT and end users

Specific goals not identified

Use cases not created

Security vs. productivity trade-offs not considered

Poor technology choices
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Why NAC?

tǊƻǘŜŎǘƛƻƴ ƛǎ ƛƴ ǇƭŀŎŜΧ

98%protect machines with antivirus software

97%use firewalls

80%use anti-spyware

69%use intrusion detection systems

.ǳǘ ƛǘΩǎ ƴƻǘ ŜƴƻǳƎƘΧ

Estimated security losses due to cyber attacks declined for five years straight prior 
to 2007; in 2007 the estimated losses doubled over 2006

Insider abuse of network access has overtaken virus incidents as the most prevalent 
security problem

Financial fraud has overtaken virus attacks as the source of greatest financial loss

Data From: Computer Security Institute/FBIôs 2007 Computer Crime and Security Survey
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Key Terms

Managed Endpoints - endpoints you own and over 
which you have administrative control

Unmanaged Endpoints ςendpoints you may or may 
not own, but do not control administratively

Unmanageable Endpoints ςendpoints you may or may 
not own, and which cannot be controlled 
administratively
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Defining the Problem

Endpoint problems

Endpoint software status (OS patch, AV, AS, FW)

Vulnerable service ports open

Computers connecting to VoIP segments

End user problems

Insider threats

Access to compromised websites

Compliance mandates

Regulatory compliance

Company compliance
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Defining Key Goals

Define risk SLAs

Endpoints will maintain 95% OS patch compliance

Endpoints with out-of-date AV get guest access

User identity will be tracked for every endpoint

Define threat containment

Botnetsdiscovered will be isolated

Insider access policies will be enforced

Define business benefit

Quantify the value if successful

Quantify the potential damage if not done
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Key Policy Decisions

Business alignment
Do you have executive buy-in?

Are the goals supportable by IT?

Will end users revolt?

Ownership
Network security team

Network infrastructure & operations

Desktop team

Enforcing policy
Will access be revoked?

Is there a tiered approach?

Are there required exceptions?
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Policy-driving Attributes

Who ςuser/owner

What ςendpoint type

Where ςendpoint location

How ςbehavior
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Full-Cycle NAC
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Defining Policy

The key to defining an 
enforceable policy ςbaby steps

Policy is situational

Determine the root driver and 
work from there

Behavior should always be a 
foundational element
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Layered Policy
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Behavior

Stop 
Threats

Stop 
Recon

Protect 
VoIP

Report 
P2P



Layered Policy
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Layered Policy
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Behavior

Stop Threats

Stop recon

Protect VoIP

Report P2P

Endpoint

Check OS 
patches

Check FW

Check open ports

RADIUS 
Attributes

Identity

AD Credentials LDAP Groups RADIUS Auth



NAC Policy Matrix
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Policy Enforced Managed Unmanaged Unmanageable

Behavioral Threat YES YES YES

Acceptable Use YES YES YES

Identity YES YES YES

Risk Assessment YES YES YES

OS PatchCheck YES YES N/A

AV Check YES YES N/A

AS Check YES YES N/A

FW Check YES YES N/A



Analysis & Reporting
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Leverage Integrations
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Endpoint NAC Solution
External 

Authority



Integrated NAC Policy

Fundamental threat detection

Fundamental access control

Enhanced standards-based 
enforcement

Policy enforced at the network 
and application level
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