networks

How to make a successful NAC implementation part
your enterprise roadmap

October, 2008




networks

@ Defining the Problem
@ Defining Policy

@ Layered NAC Policy
@ Summary




Common NAC Deployment Issues ”@ﬁi
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@ No alignment with management, IT and end users
@ Specific goals not identified

@ Use cases not created

@ Security vs. productivity tradeffs not considered
@ Poor technology choices
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98%protect machines with antivirus software
97%use firewalls
80%use antispyware

69%use intrusion detection systems \&
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@ Estimated security losses due to cyber attacks declined for five years straight prior
to 2007; in 2007 the estimated losses doubled over 2006

@ Insider abuse of network access has overtaken virus incidents as the most prevale
security problem

@ Financial fraud has overtaken virus attacks as the source of greatest financial loss

Data From: Computer Security Institute/FBIlI&ds 2007 Computer
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Key Terms s
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@ Managed Endpoints endpoints you own and over
which you have administrative control

@ Unmanaged Endpointg endpoints you may or may
not own, but donot control administratively

@ Unmanageable Endpoints endpoints you may or may
not own, and which cannot be controlled
administratively




Defining the Problem ﬁ‘@%‘i
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@ Endpoint problems
@ Endpoint software status (OS patch, AV, AS, FW)
@ Vulnerable service ports open
@ Computers connecting to VolP segments

@ End user problems

@ Insider threats

@ Access to compromised websites
@ Compliance mandates

@ Regulatory compliance

@ Company compliance




Defining Key Goals ﬁ‘@ﬁ‘i
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@ Define risk SLASs
@ Endpoints will maintain 95% OS patch compliance
@ Endpoints with ouof-date AV get guest access
@ User identity will be tracked for every endpoint

@ Define threat containment

@ Botnetsdiscovered will be isolated

@ Insider access policies will be enforced
@ Define business benefit

@ Quantify the value if successful
@ Quantify the potential damage if not done
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Key Policy Decisions
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@ Business alignment
@ Do you have executive bug?
@ Are the goals supportable by IT?
@ Will end users revolt?

@ Ownership
@ Network security team
@ Network infrastructure & operations
@ Desktop team

@ Enforcing policy
@ Will access be revoked?

@ Is there a tiered approach?
@ Are there required exceptions?




Policy-driving Attributes ﬁ‘@%‘i
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@ Who ¢ user/owner

@ Where ¢ endpoint location

@ How ¢ behavior
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FullkCycle NAC P

ENFORCE

Pre-Admission

“Check-on-Connect” Discover

Network Intelligence

Post-Admission
“Continuous Threat Prevention”

________________________________________________________________________________________________________________

ENFORCE
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Defining Policy

@ The key to defining an
enforceable policyc baby steps

@ Policy Is situational

@ Determine the root driver and
work from there

@ Behavior should always be a
foundational element




Layered Policy

Behavior

Stop
Threats

Protect
VoIP




Layered Policy

Behavior

Stop
Threats

Stop
Recon
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Layered Policy
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( .
Behavior

Stop Threat f -
gl | Endpoint

Stop recon Check OS y
patches
Check FW
Protect VolP

Check open ports _
AD Credentials LDAP Groups RADIUS Auth
RADIUS
Report P2P Attributes




NAC Policy Matrix
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YES YES YES
YES YES YES
YES YES YES
YES YES YES
YES YES N/A
YES YES N/A
YES YES N/A
YES YES N/A




Analysis & Reporting

irage Operations Console
e Edit View Window Help
2 oOperations | [Zi|Monitoring  [lIReporting 8 Analysis

Status 7 wy = O
| Priority1 | Priority2 Priority3 | Priority4 | Prioritys ~
% Afro-Latin Cultural Center - 81 0 0 0 0 ‘ L]
2% Athletics - 92 i} i 0 L 3 @36
2% Babbitt - 125 i} 0 0 0 @12
=% Beinecke - Molly Root - 82 0 Wl 0 0 @2
% Bristol Center - 84 0 Wi 0 0 [ ¥
2% Bundy East - 127 0 b 2 0 0 @3
=% Bundy West - 128 ] a2 0 &1 @126
2% Burke Labs - 201 0 #ir 2 a L 3 @2
% Burke Library - 85 ] 3 0 0 @
% Buttrick - 56 ] 0 0 0 @z
% Campus Safety - 6 3 0 0 @1
#% CandD-57 0 0 0 @9
% Career Center - 58 0 it 0 0 @5
2% Carnegie - 129 0 0 0 0 @7 v
Devices i2 4 )% | B | Ha~ = 0| @Psessons &2 o=
Showing devices in status group "Priority1" in . Showing results 1 to 1, Showing sessions for 00:0F: 1F:16:c5:33,
MAC Address 1P Address IP address I Segment | Start date End date ~
=1 4 Security Threat (& 150.209.6.53 Campus Safety - 6 2007-06-18 02:38 PM Active
- %J Too Many Unused
=¥ 00:0f:1F:16:c5:33 150,209.6,53 v
< >
< FMMBENRE Y - Communication Streams X 40P FY-O
I properties 52 B & v =q Communication streams For: 150,209.6,53/Campus Safety - 6. Showing results 1 to 96,
3 3 Dest, 1P Addr Start date End date | Protocol | Src Port | Dst Port ~
Property | value A= S 148 | June 18, 2007 2:54: June 18, 2007 2:56:24 PM TCP 35
Ack Flags Received 0 # $2150,209.6,137  June 18, 2007 2:54:22 PM  June 18, 2007 2:56:22 PM TCP 1434 135
Ack Flags Sent 0 + % 150,209.6,128  June 18, 2007 2:54:22 PM  June 18, 2007 2:56:22 PM TCP 1425 135
Destination (@150.209.6.148 + E= 150,209.6,92  June 168, 2007 2:54:18 PM  June 18, 2007 2:56:16 PM TCP 1389 135
End Date 2007-06-18T14:56:24,000-0400 # £2 150,209.6,151  June 18, 2007 2:54:25 PM June 18, 2007 2:56:24 PM TCP 1445 135
Fin Packets Received 0 + $2 150,209.6,144  June 18, 2007 2:54:23 PM June 18, 2007 2:56:23 PM TCP 1441 135
Fin Packets Sent. 0 ||+ &% 150,209.6.136  June 18, 2007 2:54:22 PM June 18, 2007 2:56:22 PM TCP 1433 135
4 G 5 + f;', 150,209.6,134  June 18, 2007 2:54:22 PM June 18, 2007 2:56:22 PM TCP 1431 135 3
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Leverage Integrations
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External

Endpoint Authority
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Integrated NAC Policy ”ﬁﬁ"
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@ Fundamental threat detection

@ Fundamental access contrg

@ Enhanced standardbased
enforcement

@ Policy enforced at the network
and application level -
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