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Not all users 
are created 
equal

Transaction level 
policy enforcement 
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Today‟s business models are changing the definition of a user

•Business collaboration 
exposes resources to 
partners, customers and even 
competitors

•Outsourcing of HR, 
manufacturing and other 
business functions

•Regulatory Mandates demand 
segregation of duties (SoD)

Who is on my network? What are they doing? How 
can I control and monitor them?
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Data Center

Firewall
VPN

AD, 
LDAP

Who is on my Network… and what are they doing?

http://intranet

/finance

https://partners
/vendorA
/projX
/projY

https://Eng
/wiki/team7
/SWcode/design3
/R&D/ideas

/sales

/HR

Campus
Customer

üAccessing financial data?
üChecking project status?
üDeleting or copying intellectual property?
üAccessing sensitive HR applications?
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For consideration when planning Access and Entitlement controls
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Policy Driven

Externalized

Fine grained

Context

PLAN

Source: Gartner research
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For consideration when architecting and deploying Access and 
Entitlement controls
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DEPLOY

Ease of Deployment

Agility

Broad Coverage

Performance & Scale
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Today‟s options for providing transaction level controls

Option Challenges

Modify applications to include 
explicit authorization controls Č

•Numerous applications
•Inconsistent coding standards
•Costly and time-consuming

Server and client side agents Č

•Deploying agents doesn‟t scale
•Expensive to deploy across 
broad range of applications
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A Network-based approach addresses requirements for enterprise 
wide Policy enforcement
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Introducing:

Network-Based 

Entitlement Control 

(NBEC)

No Touch to Applications
No Touch to Clients
Rapid Deployment

NBEC delivers transaction level policy 
enforcement to secure data center 

resources
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NBEC delivers a flexible policy framework across a broad range of 
applications and extends existing investments

App 1

POLICY POLICY

App 2 App 3 App n

Provision &
Manage

Provision &
Manage

Provision &
Manage

App 1

PEP
Agent

App 2 App 3

POLICY

App n

Provision &
Manage

Provision &
Manage

PDP

Directories/Stor
es

App 1

PEP
Agent

App 2 App 3 App n

Provision &
Manage

PDP

Policy Store AD, LDAP..

NBEC
PDP + PEP

80‟s & 90‟s early 2000‟s Emerging

Standards-based interfaces

POLICY POLICY

Provision &
Manage

Provision &
Manage

POLICY POLICYPolicy Silos
Inconsistent Policies

Policy Silos
Inconsistent policies

Exposed Apps

Policy Framework
Standards based

All Resources
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Advantages of a network-based approach

•No server or client-side agents

•Hardware-based enforcement

•Common authentication scheme across 
applications

•Per transaction authorization

•Resources are „invisible‟ to those who 
don‟t „need to know‟

•Rapid deployment across broad range of 
applications

•Centralized logging and reporting

App 2 App 3 App n

Provision &
Manage

Policy Store AD, LDAP..

NBEC
PDP + PEP

Standards-based interfaces
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Data Center

Firewall
VPN

AD, 
LDAP

Authenticate every user and authorize every transaction

http://intranet

/finance

https://partners
/vendorA
/projX
/projY

https://Eng
/wiki/team7
/SWcode/design3
/R&D/ideas

/sales

/HR

Campus

VendorEmployee Contractor

Branch & Remote

VendorEmployee Competitor/P
artner
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Data Center

Firewall
VPN

AD, 
LDAP

Resources are invisible to those who aren‟t explicitly authorized

http://intranet

User: susan
PW: ****
Type: FTE
Dept: Finance

/finance

Campus

VendorEmployee Contractor

Branch & Remote

VendorEmployee Competitor/P
artner
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Data Center

Firewall
VPN

AD, 
LDAP

Authorizations based upon any combination of user, resource, 
network and environmental attributes

https://partners
/vendorA

Campus

VendorEmployee Contractor

Branch & Remote

VendorEmployee Competitor/P
artner

User: raj
PW: ****
Type: partner
Dept: none

User: raj
Company: vendorA
Proj: Design3

https://Eng

/SWcode/design3

https://Eng
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Layer 7 ACL‟s Enable Per Transaction Controls
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L4 ACL L7 ACL

Unit of Operation
Packets and 

flows Č Transaction

Resource 
definition

IP address Č URL or URI

User identification IP address Č User ID

Policies based on ñ5-tupleòČ
Business 
attributes
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Policies need to directly reflect business intent

Benefits:
• Human readable

• Policies based upon business in 
addition to network attributes

• Resource centric

• Easier to manage and audit

• Flexible logging
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Policy Protect_Finance_web_app

target resource Finance_web_app

rule-combine permit-overrides

rule Permit_Finance

rule Permit_Contractor

rule Permit_Finance

effect permit

condition 0 attribute usertype equal_to 

Employee

condition 1 attribute Department equal_to 

Finance

rule Permit_Auditor

effect permit

condition 0 attribute usertype equal_to 

contractor

condition 1 attribute vendor equal_to 

AcmeAudit
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Context based logs provide “Who, What, Where, and When”

usr6 uri6 dc6 Vendor6 Department6 Rule6 Client IP6

jdoe@rohati.com
/finance/mywebapp.ht
m

Permi
t

Finance
Permit_Financ
e

10.10.0.56

aroy@rohati.com
/finance/mywebapp.ht
m

Permi
t

AcmeAudi
t

Finance Permit_Auditor
10.10.0.2

rogue@rohati.com
/finance/mywebapp.ht
m

Deny Sales Permit_finance 192.168.1.5

jboss@acmeaudit.com
/finance/mywebapp.ht
m

Permi
t

AcmeAudi
t

Permit_Auditor 10.10.0.7

•Business context is implicit in the logs
•Aggregates attributes and users from multiple directories
•Provides rule which resulted in the log entry
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17Defense in depth approach compliments existing PEP 
investments

- Aerospace example

PEP: Policy Enforcement Point
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Transaction level Policy enforcement and logging supports business 
needs and compliance mandates

Business 
Responsiveness

Compliance and 
Security

Operational
Simplicity

Technology Foundation

Layer 7 ACL‟s, Zero Click HA, Virtual Directory, Wire speed...

µ Quickly and Cost-Effectively secure all data center resources inc web

µ No touch to applications, users or network

µ Based on the „Layer 7 ACL‟ to deliver transaction-level enforcement

µ Centralized deployment and management ensure operational simplicity

µ Per-transaction logging and reporting drives down cost of Audit
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Thank you
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