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What is Web 2.0?

Web 2.0 is the term that 

refers to a 2nd generation of 

hosting and online 

communities, social-

networking sites (personal 

and business), content 

sharing (videos and photos), 

wikis (user created content) 

that facilitates sharing, 

creativity and collaboration 

between users.



Who is Afraid of Web 2.0?

ñTodate, most large enterprisesalreadyhave some

combinationof networkfirewall,URLfilterandproxyserver

to protect and manageWeb traffic. However,most

organizationsdo not effectivelyfilter malwarefrom Web

traffic. Gartnerestimatesthatfewerthan15%ofenterprises

scan Web traffic for viruses.ò(GartnerMarch 2007)



Who is Afraid of Web 2.0?
MarshalôsTRACETeamlast year predictedthat social

networkingsitessuchas MySpacewouldbe increasingly

usedasvehiclesforspreadingmalwarein2008.

Their popularity and rapid growth with Internet savvy users 

makes them an ideal vehicle for this kind of activity. 

Peopleôs guards are lower and they are more accepting of 

familiar looking messages coming from seemingly trusted 

and frequently used websites. 



Who is Afraid of Web 2.0?

A leading security firm said, "As much as 4% of malicious 

activity came from addresses from inside Fortune 100 

companies, as some employee computers get turned into 

bots to churn out spam and malicious code."

According to a study by Gartner, 57 million Internet users 

in the US have received a phishing email, and 1.7 million 

of these have fallen victim to the scam.



Who is Afraid of Web 2.0?

A new report was released that reveals that ïfor the first 

time ïthe number of legitimate Web sites compromised by 

attackers has surpassed those purposefully created by 

attackers. 

Spyware, viruses, worms, Trojans, adware, and other 

unwanted or unauthorized applications are not just an 

email problem. They also infiltrate networks via web 

browsing.



Why Fear 2.0?

Witness the recent escalation of spyware, which steals 

confidential information such as bank details and 

passwords, and can install programs that remotely control 

host computers. 

Spyware has climbed from fourth to second on a list of 

company security priorities, right behind email-borne 

viruses.   --IDC



SANS Top-20 2007 Security Risks 

Client-side Vulnerabilities in: 

Å Web Browsers 

Office Software 

Email Clients 

Media Players

Server-side Vulnerabilities in: 

Å Web Applications

Windows Services 

Unix and Mac OS Services 

Backup Software 

Anti-virus Software 

Management Servers 

Database Software 

Security Policy and Personnel: 

Å Excessive User Rights and

Å Unauthorized Devices 

Å Phishing/Spear Phishing 

Å Unencrypted Laptops & Removable 

Media

Application Abuse: 

Å Instant Messaging 

Å Peer-to-Peer Programs

Network Devices:

Å VoIP Servers and Phones

Zero Day Attacks:

Å Zero Day Attacks 



Who is Afraid of Web 2.0?

Phishing is the practice of 
tricking unsuspecting 
customers of a business into 
imparting confidential 
information for illegal use. 
Phishing typically involves 
sending a false email to a 
customer, claiming to be 
from a legitimate business 
that the customer has had 
prior dealings with. 

This chart highlights which institutions 

were targeted in phishing attacks last 

week. NatWest is by far the most 

Phished bank, holding the number one 

spot for three consecutive months (a 

reign interrupted just once by major 

attack on Citibank).



Cybercrime is a business

Like their corporate 

counterparts, professional 

cybercriminals want to cut 

costs by achieving greater 

automation in the acquisition 

of money and information.

Although cybercriminals 

minimized effort by reaching 

victims through popular Web 

sites, these threats were still 

manually planted. 



Cybercrime is a business

To some extent, the Russian 

pillow-talking software, which 

chats with victims online in order 

to extract personal information --

though technically social-

engineering --could be 

considered one manifestation of 

the automation trend.



Brother, 

Can You Spare a Botnet?

ñBotnetsðnetworksof"zombieòcomputersthathavebeen

hijackedto performdirtytasksðaren'tjust for computer

whizzesanymore. Today,peoplewhoknowhowtodolittle

morethanchecktheire-mailcanrentbotnetsontheblack

marketto sendoutspam,jamup competitors'websites,

and evenmonitorpeople'skeystrokesin the hopesof

detectingtheirpasswordsò,accordingtoWIREDMagazine





Employee 2.0

According to Processor Magazine 6-7million more Gen Y-ers 

will join the workforce within the next 3 years. 

By 2010 Gen Y will outnumber Gen X and will be the 

dominant majority.

Gen Y very motivated and familiar with multi-tasking

Tendency toward questioning authority and asserting 

individuality

But social networking as a technological phenomenon is here 

to stay. 



Why Allow Web 2.0

According to the broad results of a 2007 

CareerBuilder.com survey of 2,546 hiring 

managers and human resource 

professionals across all industries, Gen Y 

workers (29 and younger)

communicate more through technology 

than in person

feel entitled to flexible work schedules

expect to have access to state-of-the-art 

technology



Employee 2.0

The next generation Employee 2.0 

has grown accustomed to these 

services and stopping all access 

could cause hiring issues and 

corporate culture stigmas.

What are your choices?



Stop all access to these 

websites, oré

Create an Acceptable Use 

Policy and institute some 

simple, yet thorough 

protections against the 

malware and malicious 

content that grows each day 

on the web.


