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Corporate Overview

ÅWorldwide Presence
ï Established in 2000
ï Headquartered in Karlsruhe, Germany and Burlington, MA
ï NA Support Center in Burlington, MA
ï Offices in the UK, United States, and Japan
ï 2000 + Solution Providers Worldwide

Å # 1 Supplier of Open Source Based Security Software
ï Protecting 30 ,000 + networks in over 60 countries
ï ñBest of Breedò Open Source and Patented Technologies
ï 2007 :  50 % Growth

Å Corporate Overview
ï 1st to Market with UTM Solution in 2000 .
ï Available as Appliances or as Software
ï Astaro Security Gateway ïIntegrated and Flexible approach to securing the network perimeter.

V Network Security ïFirewall, IDS/IPS, and VPN Gateway (SSL VPN now available)
V Email Security ïSpam Filtering, Anti -Virus, and Phishing Protection
V Web Security ïContent (URL) Filtering, Anti -Virus, and Spyware Protection

ï Astaro Command Center ïManagement Platform supporting up to 500 installations. 
ï Clustering and High Availability Configurations for demanding environments.
ï Robust for Today, Scalable for Tomorrow!
ï Extensive features, Excellent Quality, and Easy to Deploy 
ï Available as Appliances or as Software



Corporate Sponsorships

Astaro is a General Member of The Green Grid , a global 
consortium dedicated to advancing energy efficiency in 
data centers and business computing ecosystems.

Netfilter is a set of hooks inside the Linux kernel that 
allows kernel modules to register callback functions with 
the network stack. Currently used in the Astaro Security 
Gateway, Astaro sponsors two full - time developers on 
the core team and makes monetary contributions to the 
project.

Clam AntiVirus is a GPL anti -virus toolkit for UNIX, 
which is integrated with mail servers. The programs are 
based on a shared library distributed with the Clam 
AntiVirus package, which you can use with your own 
software. Furthermore, the virus database is kept up to 
date. Currently used in the Astaro Security Gateway, 
Astaro makes monetary contributions to this project.

StrongSwan is an OpenSource IPsec implementation for 
the Linux operating system. Currently used in the Astaro 
Security Gateway, Astaro makes ongoing monetary 
contributions to this project.



Corporate Sponsorships

OpenVPN is a full-featured SSL VPN solution, which can 

accommodate a wide range of configurations, including remote 

access, site-to-site VPNs and WiFi security. Currently used in the 

Astaro Security Gateway, Astaro makes ongoing monetary 

contributions to this project.

Exim is a message transfer agent for use on Unix systems 

connected to the Internet. It is freely available and can be 

installed in place of sendmail, although the configuration of Exim 

is quite different. Currently used in the Astaro Security Gateway, 

Astaro makes ongoing monetary and technical contributions to 

this project.

Firebug integrates with Firefox to put a wealth of development 

tools at your fingertips while you browse. You can edit, debug and 

monitor CSS, HTML, and JavaScript live in any web page. Astaro 

helps develop this project.

Security Now! is a weekly podcast hosted by Leo Laporte of this 

WEEK in TECH and Steve Gibson of Gibson Research 

Corporation. Part of the TWiT.tv network and released each 

Thursday, Security Now! consists of a discussion between Gibson 

and Laporte on computer security issues and, conversely, 

insecurity. Astaro currently sponsors this podcast.



Corporate Sponsorships

Wikipedia is a multilingual, web-based, free content 

encyclopedia project. Wikipedia is written collaboratively by 

volunteers from all around the world. With rare exceptions, its 

articles can be edited by anyone with access to the Internet. 

Astaro currently makes monetary contributions to this project.

The OpenSSL Project is a collaborative effort to develop a 

robust, commercial-grade, full-featured and Open Source toolkit. 

It implements the Secure Sockets Layer (SSL v2/v3) and 

Transport Layer Security (TLS v1) protocols as well as a full-

strength general purpose cryptography library. Currently used in 

the Astaro Security Gateway, Astaro makes ongoing monetary 

contributions to this project.



Customers and Recognition



Customers
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Recognition and Awards

Common CriteriaCertified - 2006

Product of the Year 2005 & 2006
- CRN

Firewall ICSA Labs Certified

SC Magazine 2007 Europe Awards
ά.Ŝǎǘ bŜǘǿƻǊƪ {ŜŎǳǊƛǘȅέ

{/ aŀƎŀȊƛƴŜ ά.Ŝǎǘ ƻŦ 2005έ

Best of the Year 2004 / 2005
- PC Magazine

{/ aŀƎŀȊƛƴŜ ά.Ŝǎǘ ƻŦ 2006έ

SC Magazine 2008 UTM Test Group
ά5 Stars All Categories -wŜŎƻƳƳŜƴŘŜŘέ



Network Security Market Forecast and Customer Challenges



WW IDC Forecast

UTM (Unified Threat 
Management) Shipments are 

on the rise.  Sales of Single 
function security devices have 

peaked.  Security stance can be 
improved and budget savings 

achieved by centralizing 
network protection 

mechanisms and deploying 
multi function solutions suchas 

the Astaro Security Gateway.
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FW/VPN $1,410 $1,447 $1,447 $1,429 $1,408 $1,366 $1,324

UTM $681 $967 $1,317 $1,726 $2,182 $2,572 $3,097

Worldwide UTM Appliances vs. FW/VPN Forecast 
2005 ς2011

IDC Research



Customer Challenges

Ongoing and 
Emerging Threats

Expense to Maintain
(People and System)

Difficult to Deploy and 
Manage
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Threat Vector Classification



Threat Vector Classification

Virus infections
Scams
Spam
File attachments
Personal Info Exploits

Hack Attacks
Attack traffic
Connection Hijacking
Denial of Service
Probes
VOIP Disruption

Virus infections
Spyware 
Adware
Inappropriate Web Surfing
Music downloads
Video downloads

Network 
Traffic

Web 
Traffic

Email 
Traffic



Astaro Security Gateway
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Trends in Core Network Security
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Core Network Security Trends

Å Common Sense Approach Prevails

Å Insider Threats

ï Effective Acceptable Use and Enforcement

ï Social Engineering

Å Remote Access

ï Physical Access and Remote Management

Å Internet Radiation

ï Automated Scanners

ï Inside Vulnerabilities ïPatch levels

Å Alerts and Forensics

ï Acceptable Use Monitoring

Å Disaster Recovery

ï Power Failure

ï Hardware Failure



Virtualization Security Trends



Virtualization Security Trends

ÅVirtualization is on the rise

ÅVirus attacks
ï VMs can be infected just as non -VM machines

ÅService attacks
ï Make sure all patches are kept up - to -date.

ï Disable any unused services

ÅVirtual Network Share Vulnerabilities
ï Minimize all hardware sharing, particularly NICs !

ÅSpyware
ïDonôt surf the internet from the Host Machine.

ÅUnauthorized Access
ï Turn off all un -used Virtual Machines

ï Restrict physical access



Trends in Email Security



Email Security Trends

ÅQ1 2008

ï60 -94 % of all Email traffic was SPAM

ï355 ,000 New Zombies were activated daily to distribute

ïMortgage refinancing SPAM jumped to 10 % in January

ïTraditional techniques continue
ÅPDF Attachment, ecard scams, holiday and event based



Email Security Trends

ÅSpammers Leverage Latest News and Events

ï Interest Rate Cut in Jan

ïMortgage Spam Jumped from 2% to 10 %

ÅPhishing more targeted (Social Engineering)

ÅStorm (Nuwar) Sample - Ecard

ïOnce clicked, automatically downloaded

ïHighjacked Computers
ÅSend Spam and Malware

ÅDDOS attacks

ï1.2B Virus messages by Botnet ( 9/ 2007 )



Email Security Trends

ÅAdditional Techniques

ïHost SPAM images on Flickr

ïGoogle Calendar Invites

ïSpoofed Email messages

ïSpoofed Subject lines
ÅSubject:  Per our discussion, attached

is the meeting agendaé



Email Security Trends

ÅQ1 2008 in Review



Trends in Web Security



Web Security Trends

ÅP2P Traffic on the rise

ïBittorrent, Winny, etc.

ÅMalware Exploits

ï3M+ URLs/ 180 ,000 Sites automatically download malware

ÅVirus Infections 

Å Is your organization a malware host?

Å Instant Messaging (AIM, Skype, etc)

ïPopulation will drive more attention

ÅPotential for Social Networking Site Targets

ïFacebook

ïTwitter

ÅOlympics/Sports Sites may become popular targets

ÅAnywhere there is a large audienceé



Key Email & Web Security Capabilities
by Astaro



Email Fingerprinting



From: QSTR 17:02:25 
[Nashw4@taiwanhouse.com.tw]
Sent: Tuesday, June 15, 2006 12:16 AM
To: medeatw

Subject: 

2006

http://www.cashcome.net

QSTR ̡
̡

? O

Å Language Agnostic

Å High Throughput

Å CPU / RAM Efficient

Å Faster outbreak response

Email Fingerprint Approach

http://www.cashcome.net/
http://www.cashcome.net/member/hpw/keyin.asp
http://www.cashcome.net/member/hpw/keyin.asp
http://www.cashcome.net/member/hpw/keyin.asp
http://www.cashcome.net/member/hpw/keyin.asp
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