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What Is Messaging Security?

Security threats have always been a problem to enterprises
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3 Major Email Trends

2 End users and
corporate networks
are overwhelmed

2> Email traffic doubling
every year

has trinled required to manage
P infrastructure demands

> Email is the most critical
application for most
companies

> 80% of corporate
Information and data is
stored in email

> Average message size . > Additional spending
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3 Major Spam Trends

2 Rise in spam > End users believe
volumes effectiveness has
declined

Intense, spam attacks

2 Rise of botnets . > Shorter, more

2 Rise of new spam . > Spam circumvents

(PDF, Images) filters, drops true
effectiveness

Spam continues to be a problem facing organizations
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3 Major Corporate Data Los

> 26% leaked
sensitive data

2 PR and financial
nightmare

> Costly business

> 20% subpoenaed _ :
interruption

for email records

> 20% outgoing emails
contained content that
posed legal, financial or
regulatory risk

> Companies are
Increasingly at risk

Data Loss Prevention is a rapidly growing business risk
that email security groups must face
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2007 Spam Volume Trends

2 Proofpoint continually monitors spam levels and trends
throughout the world

2 Spam increased by 4x in 2007
I Doubled in the last 2 months alone
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Recent Increases in Spam Volume
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Record-breaking 'Storm’ linked to spam surge
Biggest, baddest e-mail malware ever, says researcher
Gregg Keizer Today's Top Stories = or Other Security Stories =

Newswire

FOR IT SECURITY PROFESSIONALS

Pump-and-dump scam Vspikes spam by'445 percént

[llena Armstrang

(= Comments (2) WA Recommendations: 31 — Recommend this article

August 14, 2007 (Computerworld) — Storm, the Trojan horse that collects PCs into hacker-controlled botnets,
. . roared back into life [ast month in several waves, security researchers said Monday, and has blown by 2005's
stock theyve flimflammed targets into purc Soberto become the mast prolific e-mail-borne malware ever.

email boxes with one of the largest pump-grreormp—cormem

Spammers, hoping to score thousands of

Storm worm still raging, now
with new fake news stories

history.
Email security vendors see POF Istory

spam spike The attack likely has been spawned from anather larger virus blitz
that has been in the works since July, which has already been
called the largest blended assault on end-users in two years —

the ultimate goal being the expansion of the "Storm Worm" botnet.

2 Recent spam attacks have raised baseline spam
volume

2> Trend expected to continue in 2008
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Malware Growth

2 As many new malware
samples detected In
2007 as in the prior 20
years combined
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Malware Growth by Year
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Spammers Use Social Engineering

£ Are you ready for football season? - Central EGrOPESERINM[| - vithtovet Opera
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Reply  Replyall Forward Print Delete

Previous

From: PSchIiffke@homerne’t .net
Date: ‘Wednesday, September 08, 2004 4:46 PM
To: — - -

Subject:  Are you ready for football season?

Football..... Need we say more?
Know all the games, what time, what channel and the stats. .
Never be in the dark again with this online game tracker:

http: /67, 236/
‘l— Your download should begin shortly. If your download does not start

in 10-20 seconds, you can click here to launch the download
and then press Run. Enjoy!

2 Emails contain content about current hot topics

I Encourage users to download related app such as video codec
I When users click on URL, malware download is initiated
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Spam Leverages Current Events

PCWorld ===

Home News Hardware Reviews Software Reviews

Holiday Spirit Spread Malware

The Storm worm network nearly doubled in size
over the Christmas holidays.

Robert McMillan, IDG News Service
Saturday, January 12, 2008 11:00 AM PST
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Recommend this story? l_‘_, ,Ys‘fzm }_’_; y\‘;’mﬁ

Some clever, sexy Christmas-themed spam and a long
holiday season helped the criminals behind the notorious
Storm Worm more than double their network of infected PCs
over the past few weeks, security experts say.

Storm kicked off its holiday spam-and-malware campaign on
the day before Christmas, sending off a flurry of e-mail that
invited victims to visit a Christmas-themed strip show on Web
sites such as Merrychristmasdude.com. Victims who
downloaded the strip show found their PCs attacked by
malicious software.

> More examples of spam leveraging current
events
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