
July 20, 2008

Best Practices for Email 
Security and Data Loss 
Prevention



Proofpoint, Inc. Proprietary and Confidential © 2008 2

Topics

Messaging Security

Trends: Email, Spam and Data Loss

Why Accuracy Matters

Virtualization

Data Loss Prevention

Proofpoint Introduction 
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What is Messaging Security?

ñInboundò Threats Came FirstñOutboundò Threats Followed

Enterprise

SMTP, HTTP and FTP services

Spam

Phishing

Directory 

harvest

Denial of 

service

Viruses

Botnets

Intellectual 

property

Corporate 

governance

Security, privacy 

and compliance

Security threats have always been a problem to enterprises
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3 Major Email Trends

Email traffic doubling 
every year

Average message size 
has tripled

80% of corporate 
information and data is 
stored in email

End users and 
corporate networks 
are overwhelmed

Additional spending 
required to manage 
infrastructure demands

Email is the most critical 
application for most 
companies 
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3 Major Spam Trends

Rise in spam 
volumes

Rise of botnets

Rise of new spam 
(PDF, Images)

End users believe 
effectiveness has 
declined

Shorter, more 
intense, spam attacks

Spam circumvents 
filters, drops true 
effectiveness 

Spam continues to be a problem facing organizations
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3 Major Corporate Data Loss Trends in ó07

26% leaked 
sensitive data

20% subpoenaed  
for email records

20% outgoing emails 
contained content that 
posed legal, financial or 
regulatory risk

PR and financial 
nightmare

Costly business 
interruption

Companies are 
increasingly at risk 

Data Loss Prevention is a rapidly growing business risk 

that email security groups must face
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2007 Spam Volume Trends

Proofpoint continually monitors spam levels and trends 
throughout the world

Spam increased by 4x in 2007

ï Doubled in the last 2 months alone



Proofpoint, Inc. Proprietary and Confidential © 2008 8

Recent Increases in Spam Volume

Recent spam attacks have raised baseline spam 
volume

Trend expected to continue in 2008
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Malware Growth

As many new malware 
samples detected in 
2007 as in the prior 20 
years combined
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Spammers Use Social Engineering

Emails contain content about current hot topics

ï Encourage users to download related app such as video codec

ïWhen users click on URL, malware download is initiated
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Spam Leverages Current Events

More examples of spam leveraging current 
events


