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Agenda

State of Endpoint Security Market

ÁCustomer Challenges

ÁIndustry Trends 

A New Age of End-Point Security

ÁTaking a Positive, Proactive Approach

ÁHighly Secure, Highly Operational
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State of Endpoint Security 

Technology Market
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How much would you pay 

for this USB stick?
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Some would pay
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would!
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Can you guarantee that 

your CEOôs laptop is not 

compromised?
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Traditional Reactive Security

has failed to stop these 

situations.

ÅDesktop Firewall

ÅAnti-Spam

ÅAnti-Virus

ÅAnti-Spyware

ÅIPS / IDS

Data

When tested against 

660,000 signatures, how 

many did ñThe Big 2ò miss?

Reactive Security

POP QUIZ

Missed Over

30,000
Missed Over

80,000
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Each Day, the Problem Gets Bigger

Source: National Vulnerability Database 
as of January 8, 2008
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On average, 15 new vulnerabilities 

are released per day
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Hackers find New Avenues of Attack

400%

2005

Adobe
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MAC OS X Microsoft
212%
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170%

NVD reported 13,270 vulnerable applications as of 01/08/08

Source: National Vulnerability Database

ñAdobe Acrobat/Reader PDF documents 

can be used to compromise your Windows 

box. Completely!!!ò
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Key Challenge - Time to React is Gone

Must be proactive
ñReaction Periodò Between Remediation Availability 

and Vulnerability Exploit is Gone
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An Inconvenient Truth: Growth of Malware

Anti-virus / Anti-malware  / Heuristics  / HIPS

Traditional endpoint technology stacks do not solve this issue:

ÅResource intensive

Å Susceptible to false-positives

ÅCanôt defend against targeted attacks

ÅWonôt scale with current threat rate

ÅDo not address underlying vulnerabilities
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What has changed
in todayôs environment that make:

Traditional Security

Approaches Fail
a single USB stick worth

$15 BILLION
and allows targeted Malware to affect even

YOUR CEO?
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What has changed?

Three things have changed that make 

reactive security obsolete.

The 

Borderless 

Enterprise

Increased 

Internal 

Risks

Organized 

External 

Threats
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The Borderless Enterprise

Remote users and mobile technology.

15

Data has moved beyond the 

enterprise firewall: 

Laptops / Home Offices 

USB Sticks / WiFi / VPN 

and moreé

Data
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New Technology - New Sources of Risk

Easy of Connectivity  = Risk Increases

Increased Storage Capacity = Risk Increases

http://images.google.co.uk/imgres?imgurl=http://www1.istockphoto.com/file_thumbview_approve/3371743/2/istockphoto_3371743_blueray_cd_dvd_hddvd_media_xxxl.jpg&imgrefurl=http://www.istockphoto.com/file_closeup/life/home_life/home_entertaining/3371743_blueray_cd_dvd_hddvd_media_xxxl.php?id=3371743&h=380&w=380&sz=27&hl=en&start=1&tbnid=CmV1Y5NyO63W2M:&tbnh=123&tbnw=123&prev=/images?q=cd+dvd&gbv=2&hl=en
http://images.google.co.uk/imgres?imgurl=http://www.freesoftwaremagazine.com/files/www.freesoftwaremagazine.com/nodes/1232/usb_flash_memory_key.jpg&imgrefurl=http://www.freesoftwaremagazine.com/articles/grub_intro/&h=1011&w=1075&sz=100&hl=en&start=5&tbnid=Me_coBcjpeReiM:&tbnh=141&tbnw=150&prev=/images?q=usb+&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.nilkanth.com/my-uploads/dv6114laptop2.jpg&imgrefurl=http://www.nilkanth.com/archives/2006/10/22/my-new-laptop/&h=324&w=400&sz=16&hl=en&start=5&um=1&tbnid=GZillys9Cx6dLM:&tbnh=100&tbnw=124&prev=/images?q=laptop&um=1&hl=en&rlz=1G1GGLQ_ENUS252&sa=N
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Removable media stores more at lower cost than ever before and 

fits in your pocket

Plug and Play offers seamless support for removable media

Removable media is significant to daily business operations

Professional and personal use of removable media has merged

Evolution of Removable Media

Physical Size Storage Size Per MB Price
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Increasing Internal Risk

Insiders have direct access to 

your most sensitive data.
70% of all serious incidents 

are sparked by insiders.

Lost Laptops 

& Devices

Disgruntled 

Employees

P2P File Sharing 

Software

IDC Worldwide Security Products and Services

2007 Top 10 Predictions

48% of users utilize company tools for personal usage.
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What Threat Does an Insider Pose?

Johnôs iPod might have 80 GB of his favorite music and 
video's or it might contain:

Á software he brought from home to install

Á malicious software, such as malware, spyware, crime ware

Á a virus or Trojan

When John leaves at night it might have:

Á your customer database

Á financial data

Á intellectual property

53% of organizations would NEVER know what data 

was on a lost USB device 1

Source:

1ïPonemon Institute, 2006 Cost of Data Breach Study



www.lumension.com

The hackers you face

are no longer just 

Gary and Wyatté

External Threats


