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Welcome to the Boston 
Tech - Security Conference
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JCS Background

JCS & Associates, Inc. (JCS) was founded in 1991 as an I/T Security Sales and 
Marketing Company specializing in Endpoint Security Solutions.

JCS was McAfeeôs leading VAR in 1992 in NA and 1993 worldwide.

JCS began reselling Reflex Disknet Pro in 1995, and was named the exclusive North 
American Distributor by Reflex in 2002.

Reflex Magnetics was acquired by Pointsec in November of 2006. Pointsec was 
acquired by Check Point in February of 2007, and JCS was named ñCheck Point 
Endpoint Security Partner of the Yearò for 2007 in March of 2008.

JCS currently has customers in every state and province in North America and offices 
located in Ann Arbor and Grand Rapids, MI, Minneapolis, MN, Sioux Falls, SD, 
Boulder, CO and Ottawa, Canada.

JCS has sold, installed and integrated more desktops with end -point security 
solutions than any other individual VAR in North America.

JCSô expertise helps customers accelerate the evaluation, proof of concept, executive 
buy - in cycle and installation for agent and non -agent based end -point security 
solutions.
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Presentation Agenda - Education

ÅThe Network Challenge

ÅThe Communications Challenge

ÅThe Endpoint Challenge
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The Network Challenge

Keep confidential data in

PCI, HIPAA, GLBA, legal liability

Keep threats out
Malware, File Sharing Applications, Viruses, Porn

Managing policy, procedure & controls

Defining Business Use and Entertainment

Technology Deployment

Training and Education

Regularly Monitor & Verify Technology Use
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The Communications Challenge

Everything in the Network is Communications
Packets, protocols, content

Every hole (in/out) is a vector for attack & leaks
Whatôs exposed?

Whoôs using it?

Whatôs happening?
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The Communications Challenge

Rule -based systems control known traffic & content
Static control vs. dynamic use = incompatible
Systems canôt tell you what they missed
Abuses, errors, accidents, leaks = increased risk
Itôs not technology, itôs how itôs used
Must see actual technology use to determine status

Technology, by itself, doesnôt keep you secure
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The Endpoint Challenge

Endpoint agents are difficult to deploy and manage
Endpoint (PCs, Servers, Mac, Linux) applications are 

inherently unstable
Endpoint security applications are even more so
Agent software conflicts leading to blue screens are a 

big issues with most Endpoint security tools
Constant updates must be deployed
Most security tools can be disabled or tampered with
Each tool addresses only one part of the security puzzle
Most Endpoint security tools do not have intuitive 

management consoles
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The Endpoint Challenge

Technology doesnôt keep you secure
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The Endpoint Challenge ïWhatôs Out There?

File Sharing Application

Removable Media

Phones

Wireless Internet Cards

Internal and External Modems
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Threat Inspector: The Solution 
to The Network and 

Communications Challenges



Affordable Security Information Management

Being Proactive:

See threats before they hit.
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Whatôs Normal?

Trust, But Verifyé

Threat Inspector
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Normal Network Trend

Abnormal

Trend

Threat Inspector
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Á Installs in minutes

ÁNon-disruptive to 

network

ÁSingle PC 

network-level data 

source

ÁOne-click risk 

assessment

ÁObjective network-

level vantage

ÁLayered defense

Threat Inspector
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ÁFirewall Report

ïPassive pen-test

ÁWeb use report

ÁEmail Systems report

ÁSpyware/Adware

Á IM, P2P

ÁData leakage

ÁRisk Exposure 

Rating

Á Individual detailed 

device logs

Threat Inspector

Reports
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Threat Inspector

ÁMonitors & Decodes:
ïEvery session

ïData

ïPorts

ïProtocols

ïApplications

ïCommunications

ïFiles & Content

ïSource & Destination

ïé.for every 
workstation and 
server over 24 x 7 
operational cycle

Full Accounting
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Threat Inspector

Simplifies Troubleshooting

ÁFull accounting

ÁDetailed log files

ÁHyper-linked data

ÁStart low with ports 

or start high with 

devices

ÁTracks network flows

ÁPerimeter to 

endpoint


