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JCSIBackgrounad

JCS & Associates, Inc. (JCS) was founded in 1991 as an I/T Security Sales and
Marketing Company specializing in Endpoint Security Solutions.

JCS was McAfeeds | eading VAR in 1992 in NA ar

JCS began reselling Reflex Disknet Pro in 1995, and was named the exclusive North
American Distributor by Reflex in 2002.

Reflex Magnetics was acquired by Pointsec in November of 2006. Pointsec was
acquired by Check Point in February of 2007
Endpoint Security Partner of the Yearo for

JCS currently has customers in every state and province in North America and offices
located in Ann Arbor and Grand Rapids, MI, Minneapolis, MN, Sioux Falls, SD,
Boulder, CO and Ottawa, Canada.

JCS has sold, installed and integrated more desktops with end - point security
solutions than any other individual VAR in North America.

JCSO expertise helps customers accelerate t he

buy -in cycle and installation for agent and non -agent based end -point security
solutions.
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RresentalioniAGEnG 2= Ed ICALIoN

AThe Network Challenge
AThe Communications Challenge

AThe Endpoint Challenge
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»Keep confidential data In
PCI, HIPAA, GLBA, legal liability

»Keep threats out
Malware, File Sharing Applications, Viruses, Porn

»Managing policy, procedure & controls

Defining Business Use and Entertainment
Technology Deployment
Training and Education
Regularly Monitor & Verify Technology Use
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»Everything in the Network is Communications
Packets, protocols, content

»Every hole (in/out) is a vector for attack & leaks

What 6s exposed?
Whodos wusing i1t?
What 6s happening?
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Technol ogy, by i1itself, dc

»Rule - based systems control known traffic & content
»Static control vs. dynamic use = incompatible

»$Systems canot tell you what
»Abuses, errors, accidents, leaks = increased risk
»l t 6s not technology, 1t0s ho\

»Must see actual technology use to determine status
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»Endpoint agents are difficult to deploy and manage
»Endpoint (PCs, Servers, Mac, Linux) applications are
Inherently unstable

»Endpoint security applications are even more so
»Agent software conflicts leading to blue screens are a
big iIssues with most Endpoint security tools

»Constant updates must be deployed

»Most security tools can be disabled or tampered with
»Each tool addresses only one part of the security puzzle
»Most Endpoint security tools do not have intuitive
management consoles
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The firewall and IDS protect the
network from threats through
the Internet ...

.. but not from threats
through the endpoints.

/' Internet

) ‘data "leakaqe
enterprise network

EMOTEe ACCEsS
programs
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File Sharing Application

Removable Media

Phones

Wireless Internet Cards

Internal and External Modems
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©1991-2008 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 13



192.0.0.0
168.0.0.0
External

Passively monitors all inbound and outbound traffic activity
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A Installs in minutes

A Non-disruptive to
network

A Single PC
network-level data
source

A One-click risk
assessment

A Obijective network-
level vantage

A Layered defense
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Reports
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A Firewall Report
I Passive pen-test

A Web use report

A Email Systems report
A Spyware/Adware

A IM, P2P

A Data leakage

A Risk Exposure
Rating

A Individual detailed
device logs
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Full Accounting

/7 Internet-Exposed TEP/IP Services - Windows [nternet Baplores

G’ﬁ w [ retpe1127.0.0.1:01 netmorhfpectoftcundtcpvien=0; fomde=0;rderms %49 11K | 00

W B Intemen S posed TCRIIP Services I | fitope - ™
-
zf Tomh 'QI rurty Threat Inspector:
echnologies
Know the Network™ X.!‘I Threat rl!om l Services l Time I
Coafi atio
. 'g“\:d: Internet-Exposed TCP/IP Services 6/22/2007 - 6/29/2007
& 1
Findings
(Thls summary represents the inbound network security policy l
’\l',\,“ are e
Peer-to-Peer
Web Sharing Top: IM“ j' Icr m
TCPAP Bytes
M Port D Sessions Failed “Total Inbound Outhound
Offensive L 25 EMAR 13201 0 TE21IMB 73 1IMB  3100MB
W “’h’:;;l mssqhs 1433 14218 0 19339M8 1923 MB 154 16 MB
wtakauitorp 2546 12 0 13415M8 13033MB 382MB
Files dmdochroker 1429 FIP data 1 0 3536 M8 102MB  3434MB
Y 1120-gateway 1627 FIP data 1 0 35 18 M8 1001MB M 17MB
N sosc-im 1537 PP data 1 0 J9IME 10094 KB 3195 MB
Web Use e 43 SS1 1942 2 55M8  643MB  2407MB
Search 1202 469 0 291m8 183MB 2108 M8
Wisdows 2204 465 0 22138 1860MB  203IMB
- 3203 4an 0 2126 M8 182MB 1544 MB
1561 FIP data 1 0 T95M8 17201KB 778MB
2871 ETP data 1 0 TO9OMB 16972KB 173M8
cnap 1637 FTP data 2 0 42TM8  127.92KB 414MB
Cheat: i 147 FlPdata 1 0 418M8  12185KB  406MB
Protocols IEEETETET] 1493 F1P data 1 0 416M8 12018KB  40aMB
Bandwidts T 1430 FlPdata 1 0 179M8  11BKB 368MB
TR ampe-intar 1536 EIP data 1 [} 35TMB 10193 K8 J4Ime
shockwave 1626 E1P data 2 0 290 M8 8393 K8 282 M8
hitps 443 181 0 106MB 22553KB 86323KB
hitp g HIIP T 0 82590KB 43889KB 39021KB =
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A Monitors & Decodes:

Every session

Data

Ports

Protocols
Applications
Communications
Files & Content
Source & Destination

V4

ée. for ever)
workstation and
serverover 24 x 7
operational cycle
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Simplifies Troubleshooting

A Full accounting
A Detailed log files
A Hyper-linked data

A Start low with ports
or start high with
devices

A Tracks network flows

A Perimeter to
endpoint
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