&> Tumbleweed

Managed File Transfer
Insights & Best Practices

Dave Butcher, PMP CSDP
March 20, 2008

Copyright © 2007 Tumbleweed. All rights reserved.



Tumbleweed Snapshot

File Transfer Overview
U Evolution
U Challenges & Drivers

What is Managed File Transfer?
Best Practices
Q&A

&> Tumbleweed’



Tumbleweed Communications

[ A Founded in 1993, HQ in Y

Redwood City, CA

Focused purely on secure
content delivery
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A Global leader in managed
file transfer & email
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Over 3,200 customers

Strengths in ease of use &
flexible integration

Offices in the US, Europe,
Asia
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between organizations with
secure managed file transfer

Encrypt email at the gateway

or desktop, automatically or
manually
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Protects email with
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and outbound security
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File Transfer I The Evolution

Early Connectivity
A Dial-up connections i Async, Bisync
A Dedicated links i FrameRelay
A Value Added Networks - VANs

Enter the Internet
A FTP becomes the de facto standard for file transfer
A Available on every platform, easy to code into scripts
A The tool of choice for application-to-application connectivity

Evolving Solutions
A Variety of enhanced secure file transfer products

A Open standards / open protocols
v FTP, HTTP, SSL/TLS, SSH, PGP, S/IMIME, EDIINT AS2 and AS3.

A Managed File Transfer Solutions
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FTP 1

<A File Transfer Protocol - Wikipedia, the free encyclopedia - Microsoft Internet Fxplorer

The De Facto Standard

EEX

= Featured content
= Current events
= Random article

interaction

= Ahout Wikipedia
= Community portal
Recent changes
File upload wizard
Contactus

Make a donation
= Help

search

| |

toolbox

= Whatlinks here
Related changes
Upload file
Special pages
Printable version
Permanent link
Cite this aricle

in other languages
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5 (] " Y < il A Your continuved denations keep Wikipedis unning!
i I8 File Transfer Protocol
) ﬁ(‘! ;"‘ From Wikipedia, the free encyclopedia
— } (Redirected from Ftp
: IKIPEDIA This article is about the File Transfer Profocol standardised by the [ETF. For other file transf tocol File t fi tocol (disambiguati
The Free Encyclopedia is article is about the File Transfer Protocol standardised by the . For other file transfer protocols, see File transfer profocal (disambiguation).
navigation “FTP” redirects here. For other uses, see FTP (disambiguation).
= Main page FTP or File Transfer Protocol is used to transfer data from one computer to another over the Internet, or through The five-layer TCP/IP model 1
= Contents a network. 5. Application layer

Specifically, FTP is a commeonly used protocol for exchanging files over any netwaork that supports the TCP/IP
protocol (such as the Internet or an intranet). There are two computers involved in an FTP transfer: a server and a
client. The FTP server, running FTP server software, listens on the network for connection requests from other

DHCP « DNS « FTP « Gopher « HTTP »
IMAP4 « IRC = NNTP = XMPP = MIME = POP3 »

D CRATD  CRIND O] TELLET . DD

computers. The client computer,

o o e A Most Common Internet File Transfer Method

download files from the server, ren . .
grammer s e ez 2| A Client / Server Architecture
V Client initiates all connections

A Many Variations Of FTP, (Vendor Customizations)

netwaork to manipulate files on ang
involved (if the computers permit
servers can be setup anywhere bd
A FTP Problems

V No Encryption

V User Names and Passwords Are In The Clear
V No Integrity Checking
V No Checkpoint Restart
V No Tracking
V No Management
V FTP Scripting
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2 Criticisms of FTP

3 Security problems

4 FTP return codes

5 Anonymous FTP

§ Data format
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8 FTP and MNAT devices
9 FTP over S5H

10 References

11 See also




Homegrown FTP

The DMZ Issue

U Pick Exterior Interior
- SErs Fick-Uup Firewall Firewall
..: q .., Files Staged in
| the DMZ DMZ Have to Stage

files to the DMZ _
FTP server .:]q

i% N0k SREELIE' S iq Internal FTP

4 .
...,. i :
a, L

- User Credentials
i]q - U_sers_ Drop-oft Data Files Have to Retrieve
Files in the DMZ the files from the
DMZ FTP server

A Often uses two FTP servers
A User credentials and files stored in the DMZ

A Files maybe left unprotected for long periods of time
A Scripted jobs move the files between FTP servers

A Coordination nightmare
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File Transfer I Other Tools

FTP/S
A FTP over SSL/TLS

SSH T Secure Shell
A SFTP i SSH File Transfer Protocol or Secure FTP
A SCP Is Command Line Only
A Leverages SSH Protocol
A Encryption and Authentication

AS2
A AS2 - Applicability Statement 2
A HTTP Based, Can Use SSL
A Encryption, Data Integrity, Signatures, Receipts
A Server initiates all connections
A Associated With EDIINT i Can Send Any Data
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File Transfer Business Challenges

Data Volume & File Sizes Are Increasing
Paper-based Processes Are Inadequate
Regulatory Mandates Are Increasing
Markets Are Moving Faster

Management of Disparate Systems Is
challenging

A Rogue FTP Servers

Desire To Reduce Costs
A Streamline operations
A Fewer systems to manage
Alnternet Perceived

Expand Business Community
A Access To Many Trading Partners
A Trade Worldwide
A Accommodate Partner Technology
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File Transfer Drivers

Data Protection
and Security
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File
Exchange with
Customers & Partners

Outgrown/Limited
Existing Systems

Regulations and
Compliance



File Transfer Drivers

Data Protection & Security

Disney subcontractor caught
selling customer data
Stolen credit card numbers and other account
information  sold T.J. Maxx hack exposes consumer data

July 2007, Computer World computers hacked, putting shoppers at risk of identity fraud
January 2007 9o CNET news

L

aaa

_4 Western Union reveals customer data theft
Thousands of customers' personal information

was stolen by hackers. P — e D —
July, 2007 Earth Times <l
P —ii. P _ah e / Data Theft Affected Most in Military
" _ - Stolen information included data on
Merrill Lynch ID Theft May 2.2 million active troops
Affect 33,000  Employees June, 2006 & Washington Post

August, 2007 8 CNBC

Credit agency suffers 'misappropriation’ of 2.3 million . e — P
- Payroll hole exposes dozens
consumer records of Companies
July, 2007 CNET News sbruary, 2005 & CNET News.com
€ - ™ ——_f
— A 2P ™ —
w e i Johns Hopkins Loses Data On

135.000 Patients. Emblovees
47 percent of financial firms reported their
network or data is targeted by organized it
criminals.
SC Magazine Jan 2008
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File Transfer Drivers
Regulations & Compliance

SEC 17a-4 &

o / NASD 3010

External regulations
driving some need for file
transfer, E X W «

=

CA SB 1386

FDA 21 CFR
Part 11 %
I Payment Card
— Industry (PCI) Data
USA Patriot Act Security Standard
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