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Astaro Corporate Overview




A #1 Supplier of Open Source Based Security Software

A WorIdW|de Presence

Protecting 30,000+ networks in over 60 countries
fBest of Breedodo Open Source and Paten

Established in 2000

Headquartered in Karlsruhe, Germany and Burlington, MA our route
NA Support Center in Kelowna, BC to netwonrk
Offices in the UK, United States, and Japan secumty
1000+ Solution Providers Worldwide

A Corporate Overview

1st to Market with UTM Solution in 2000.

Available as Appliances or as Software

Astaro Security Gateway 1 Integrated and Flexible approach to securing the network perimeter.
V Network Security 1 Firewall, IDS/IPS, and VPN Gateway (SSL VPN now available)
V Email Security 1 Spam Filtering, Anti  -Virus, and Phishing Protection
V Web Security T Content (URL) Filtering, Anti -Virus, and Spyware Protection

Astaro Command Center T Management Platform supporting up to 500 installations.

Clustering and High Availability Configurations for demanding environments.

Robust for Today, Scalable for Tomorrow!

Extensive features, Excellent Quality, and Easy to Deploy

Available as Appliances or as Software

A Product Distribution

Astaro Products and Services are available exclusively through our network of Authorized
Partners.
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Network Security Market and Custome




2,000
1,800
1,600 prins
UTM (Unified Threat A
Management) Shipments are 1,404 b
on therise. Single function i)
security devices have reached 1,204 £
a peak. Security stance can be prere
improved and budget savings 1 oo i 2
achieved by centralizing i
network protection i
mechanisms 800 ,_:-' =,
by deploying multi function ::_-
solutions such as the Astaro 600 2
Security Gateway. £
409
A
TEE
200 i
i
0
2004
BUTM 105 225 518 828 1,325 1,987
Firewall/VPN 1,479 1,668 1,792 1,804 1,623 1,462
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Customer Challenges /A

Difficult to Deploy and " Expense to Maintain - Ongoing and
Manage (People and System) N Emerging Threats

= Evaluate
= Purchase
= Train

= |Install

= Integrate
= Configure
= Manage

= Update




Network Security Architecture




Major Vulnerability P oI i

Hack Attacks
Attack traffic
Connection Hijacking

) . Virus
Denial of Service
Spyware
Probes
Adware

VOIP Disruption

<

Inappropriate Web Surfing
Music / Video downloads

Network
Traffic

Email
Traffic

Virus
Scams
Spam
File attachments
Personal Info Exploits
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Virus

) Content
Protection

Firewall | iItering

Web

Securit
Network 4
Security | [ |
VPN T
Gateway , o Spyware
y Protection
:DntrltJSI(tJ_n Email Phishing
rotection Security Protection
Virus ,
Protection k/
Emall
Spam Encryption

Protection
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A Firewallwith stateful packet

inspection and applicatiotevel proxies,
guards Internet communications traffic

in and out of the organization.

Nework UV W A Intrusion Protectionietects and

b blocks probes and applicatidrased
attacks using heuristics, anomaly
detection, and patterrobased
techniques.

A Virtual Private Network

Gatewayassures secure

communications with remote offices
YR aNRBI R 2 NNA 2 N
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A Stateful Packet Inspection
I Packet filtering T inspects packet headers Ucens . BTN
I Stateful packet inspection I tracks events across \ff"_ -
a session to detect violations of normal processes
I Time -based rules and Policy -based routing
A Application -Level Deep Packet Filtering
I Scans packet payloads to enforce
protocol -specific rules

A Security proxies to simplify management

I HTTP, POP3, SMTP, SIP, DNS, Socks, Ident “ ,a,lWeb e
NAT (Network Address Translation) and masquerading

DoS (Denial of Service Attack) protection
Transparent mode for High Availability / DR

Database

To o o
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Identify and Block Application related probes and attacks
Identify and Block Protocol related probes and attacks
Large Database (7,000) of IPS patterns and rules

I Probing, port scans, interrogations, host sweeps

I Attacks on application vulnerabilities

I Protocol exploitations

I Messaging, chat and peer -to-peer (P2P) activities
Anomaly detection-my-AventksadcZz
Intrusion detection and prevention

I Notify administrator, or block traffic immediately
Integrated Management Interface

I One click to enable and disable rules, change between

detection and prevention
I Easy to add and customize rules

Y
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Encrypts data to create a secure private

communications Atunnel o at he

Support multiple architectures

. : VPN

I Net-to-Net, Host -to-Net, Host -to-Host ateway

Advanced encryption Road M Home
Warrior Office

I Support all major encryption methods
(AES (128/192/256 Bit) 3DES, DES,
Blowfish, RSA, etc.)

Support SSL, IPSec, L2TP, and PPTP VPNs
I Windows, MacOS x clients, IPSec, etc.
Many Authentication methods
I Active Directory, eDirectory, LDAP, Open LDAP, etc.

Internal certificate authority
I Full Public Key Infrastructure (PKI) support

Supports DynDNS based VPN tunnels
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A Spyware Protection

block incoming spyware, adware

and other malicious applications,

- and prevents them from sending
s’ out confidential information.

Network Trafﬁc

Traffic

| LA Virus Protection for
Email the Webdefend computers

ffi . . . .
e against virus infections from web
downloads and welbased email.

A Content Filteringiock

Internet access to numerous
categories of web sites during
working hours.
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Web Sites

A Block downloads of spyware, e s
adware, and other malicious
software Blocks
) Spyware 1
A Prevent infected systems from _From Dase
. . . Ing 2
sending information back to the Soyorte
sSpyware server Intercepts Sites
- _ Messages
A Ability to Query against a large rom

database of known Spyware URLS

A Gateway spyware blocking
complements desktop anti -spyware

tools!
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Block viruses, worms, trojans, and other
Amal wareo before they rmach walstes kKt

Scan HTTP traffic
T Web downloads
I Web-based email (MSN Hotmail, Yahoo! Mail)

Multiple virus scanners with multiple detection ‘ Internet
methods VA~
I Virus signatures, heuristics, code emulation c/
Large Database (300,000+) of Virus Signatures ‘ s

Flexible management
I Specify file formats and text strings to block

I Emails and attachments can be dropped, rejected
with message to sender, passed with a warning,
guarantined

Ability to Scan downloaded Files in their
assembled state.

Protection
For the
Web
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Ability to enforce policies on appropriate use of the web
Administrators can define web use policies based on

Enhanced Category Selection (60) of web sites
T Nudity, gambling, criminal activities, shopping, drugs,
job search, sports, entertainment, etc.

A Compare requests to Large (3B+)URL Database

I Sophisticated classification techniques I text classification,
recognition of symbols and logos, flesh tone analysis,
comparison with similar images

I Caching requests accelerates requests

A Whitelists and Blacklists for Safety Net / Custom Use.

A Ability to Measure and Report on activities, or actively block
Inappropriate URLs
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