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Agenda

ÅThe Changing Landscape of Security Architectures

ÅModern Attack Vectors
ïGoogle

ÅData Mining and Target Identification

ïAttack Frameworks

ïWireless Networks

ÅBypassing Security Controls

ïWeb Applications

ÅApplication attacks from Information Gathering to Exploitation

ïPhysical Security

ÅLockpicking for the lazy/efficient

ïVoIP

ÅSpoofing, Monitoring and Phishing

ïRFID Hacking

ÅSolutions and Mitigation Strategies



Over 200+ known instances of 
privacy violation via:

ÅData Security Breach / Intrusions

ÅTheft

ÅInappropriate Use of Data

Since January 1, 2007é



The Information Security Problem

1/17/07

TJX (TJ Maxx, Marshalls, 

Winners) 

Years worth of transaction 

data stolen

CC#s, Debit Card #s, PII, etc. 

As of 4/26/07 there is a $100M 

CA suite being filed

4/9/07

TurboTax

Authorization Issue

Allowed Viewing of Other

Users Records

6/20/2007

SAIC

PII, SSNs stolen

17,400 Affected

6/23/2007

Fox News

Server Vulnerability

PII Compromised

1.5 Million Affected

9/14/2007

Ameritrade Holding Corp.

Database Compromised

6.3 Million Affected



Security Architecture - 1999
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Security Architecture - 2001
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Security Architecture - 2007
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As Architectures Have Changed, 

So Have the Hackers Techniques



Business Institution

Home User

Understanding Our Perimeteré 
Where are the Threats?

Data Sniffing

MITM Attacks

Data Mining

DoS / DDoS

Traditional Exploits

Wireless

Physical Security

Social Engineering

Web Application 

Attacks

Phishing

DoS Attacks

VoIP Attacks
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Traditional Exploits
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Data Sniffing

VoIP Attacks



Data Mining and Target Identification

ÅGoogle Hacking

ïIntroduced in 2003 by Johnny Long ï

johnny.ihackstuff.com

ïTakes advantage of Googleôs spidering capability 

along with finely crafted search queries to find 

information on the web

Åintitle: | allinurl: | intext: | filetype:

ïTargeting:

ÅSensitive Information

ÅData Mining ñUsernames and Passwordsò

ÅFinding Vulnerable Targets (Error Messages, Banners, etc.)

ÅDriver for web application worms



Using Google to Identify Targets

Demonstration



You may not be looking for 

troubleé

Public Data Leakage Solutions
ïNever leave unnecessary files on a web 

server (i.e. Web.config.old, password.log)

ïAssume all files on a web server will be 

seen by a someone with malicious intent

ïEncrypt sensitive information in 

configuration files



Traditional Exploits Tools & Techniques

ÅPublic Code / Reverse engineering

ïPatch Tuesday = Exploit Wednesday

ÅFrequently the target of Virusô and 
Worms

ÅExploit Frameworks

ïMetaSploit

ïCanvas (Immunity Security)

ïMosquito

ïIMPACT (CORE technologies)


