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“Oh hey! | just love these things! ... Crunchy
on the outside and a chewy center!”
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Agenda

A The Changing Landscape of Security Architectures

A Modern Attack Vectors
I Google
A Data Mining and Target Identification
I Attack Frameworks
I Wireless Networks
A Bypassing Security Controls

I Web Applications
A Application attacks from Information Gathering to Exploitation
I Physical Security
A Lockpicking for the lazy/efficient
I VolP
A Spoofing, Monitoring and Phishing
I RFID Hacking

A Solutions and Mitigation Strategies
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Since January 1

Over 200+ known instances of
privacy violation via;
AData Security Breach / Intrusions
ATheft

Alnappropriate Use of Data
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The Information Security Problem

From Science

Fox News Forgets About Directory Security

(TPl David Utter
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Security Architecture - 1999
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Security Architecture - 2001
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Security Architecture - 2007
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As Architectures Have Changed,
So Have the Hackers Techniques
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Understandi ng Ou

Where are the Threats?

Traditional Exploits

Wireless
Physical Security
Social Engineering

Web Application
Attacks
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Data Mining and Target ldentification

A Google Hacking

I Introduced in 2003 by Johnny Long 1
johnny.ihackstuff.com

i Takes advantage of Googl eo

along with finely crafted search queries to find
iInformation on the web

A intitle: | allinurl: | intext: | filetype:
I Targeting:
A Sensitive Information

AData Mining fiUsernames and Pa:t
A Finding Vulnerable Targets (Error Messages, Banners, etc.)
A Driver for web application worms
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Using Google to ldentify Targets

Demonstration
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You may not be looking for
t roubl ee

Public Data Leakage Solutions

I Never leave unnecessary files on a web
server (I.e. Web.config.old, password.log)

I Assume all files on a web server will be
seen by a someone with malicious intent

I Encrypt sensitive information in
configuration files
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Traditional Exploits Tools & Technigques

A Public Code / Reverse engineering
I Patch Tuesday = Exploit Wednesday
AFrequently the targ
Worms
A Exploit Frameworks
I MetaSploit
I Canvas (Immunity Security)
I Mosquito
I IMPACT (CORE technologies)



